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This is Schedule 2.4 to the agreement between The Highland Council and Wipro Holdings (UK) Limited dated 14 September 2016
SCHEDULE 2.4: SECURITY MANAGEMENT

1. Definitions

In this schedule, the following definitions shall apply:

"Breach of Security" means the occurrence of:

(a) any unauthorised access to or use of the Services, the Authority Premises, the Sites, the Supplier System, the Authority System (to the extent that it is under the control of the Supplier) and/or any IT, information or data (including the Confidential Information and the Authority Data) used by the Authority and/or the Supplier in connection with this Agreement; and/or

(b) the loss and/or unauthorised disclosure of any information or data (including the Confidential Information and the Authority Data), including any copies of such information or data, used by the Authority and/or the Supplier in connection with this Agreement,

"ISMS" means the information security management system and processes developed by the Supplier in accordance with paragraph 3 as updated from time to time in accordance with this schedule; and

"Security Tests" means tests to validate the ISMS and security of all relevant processes, systems, incident response plans, patches to vulnerabilities and mitigations to Breaches of Security.

2. Introduction

2.1 The Parties acknowledge that the purpose of the ISMS and Security Management Plan are to ensure a good organisational approach to security under which the specific requirements of this Agreement will be met.

2.2 The Parties shall each appoint a member of the Service Management Board to be responsible for security.  The initial member of the Programme Board appointed by the Supplier for such purpose shall be the person named as such in schedule 9.2 (Key Personnel) and the provisions of clauses 14.5 and 14.6 (Key Personnel) shall apply in relation to such person.  

2.3 The Authority shall clearly articulate its high level security requirements so that the Supplier can ensure that the ISMS, security related activities and any mitigations are driven by these fundamental needs.

2.4 Both Parties shall provide a reasonable level of access to any members of their personnel for the purposes of designing, implementing and managing security.

2.5 The Supplier shall use as a minimum Good Industry Practice in the day‑to‑day operation of any system holding, transferring or processing Authority Data and any system that could directly or indirectly have an impact on that information, and shall ensure that Authority Data remains under the effective control of the Supplier at all times.

2.6 The Supplier shall ensure the up‑to‑date maintenance of a security policy relating to the operation of its own organisation and systems and on request shall supply this document as soon as practicable to the Authority.

2.7 The Authority and the Supplier acknowledge that information security risks are shared between the Parties and that a compromise of either the Supplier or the Authority's security provisions requires immediate communication and co‑operation between the Parties.

3. ISMS

3.1 By the date specified in the Implementation Plan the Supplier shall develop and submit to the Authority for the Authority's approval in accordance with paragraph 4.4 an ISMS (information security management system) for the purposes of this Agreement, which:

3.1.1 shall have been tested in accordance with schedule 6.2 (Testing Procedures); and

3.1.2 shall comply with the requirements of paragraphs 3.3 to 3.5.

3.2 The Supplier acknowledges that the Authority places great emphasis on the reliability of the Services and confidentiality, integrity and availability of information and consequently on the security provided by the ISMS and that the Supplier shall be responsible for the effective performance of the ISMS.

3.3 The ISMS shall:

3.3.1 unless otherwise specified by the Authority in writing, be developed to protect all aspects of the Services and all processes associated with the delivery of the Services, including the Authority Premises, the Sites, the Supplier System, the Authority System (to the extent that it is under the control of the Supplier) and any IT, information and data (including the Authority Confidential Information and the Authority Data) to the extent used by the Authority or the Supplier in connection with this Agreement; 

3.3.2 meet the relevant standards in the ISO/IEC 27000 series,  including all relevant controls in ISO/IEC 27001/2, and all subsequent revisions and replacement ISO/IEC standards; and

3.3.3 at all times provide a level of security which:

3.3.3.1 is in accordance with Law and this Agreement;

3.3.3.2 as a minimum demonstrates Good Industry Practice;

3.3.3.3 complies with the Baseline Security Requirements (Annex 1);;

3.3.3.4 addresses issues of incompatibility with the Supplier's own organisational security policies;

3.3.3.5 addresses any specific security threats of immediate relevance to the Services and/or Authority Data; 

3.3.3.6 complies with the security requirements as set out in schedule 2.1 (Services Description); and

3.3.3.7 complies with all relevant  Authority policies and strategies notified by the Authority to the Supplier;

3.3.4 document the security incident management processes and incident response plans;

3.3.5 document the vulnerability management policy including processes for identification of system vulnerabilities and assessment of the potential impact on the Services of any new threat, vulnerability or exploitation technique of which the Supplier becomes aware, prioritisation of security patches, testing of security patches, application of security patches, a process for Authority approvals of exceptions, and the reporting and audit mechanism detailing the efficacy of the patching policy; and 

3.3.6 be certified by (or by a person with the direct delegated authority of) a Supplier's main board representative, being the Chief Security Officer, Chief Information Officer, Chief Technical Officer or Chief Financial Officer (or equivalent as agreed in writing by the Authority in advance of issue of the relevant Security Management Plan).

3.4 Subject to clause 20.11 (Authority Data and Security Requirements) the references to standards, guidance and policies set out in paragraph 3.3 shall be deemed to be references to such items as developed and updated and to any successor to or replacement for such standards, guidance and policies, as notified to the Supplier from time to time.

3.5 In the event that the Supplier becomes aware of any inconsistency in the provisions of the standards, guidance and policies set out in paragraph 3.3, the Supplier shall immediately notify the Authority Representative of such inconsistency and the Authority Representative shall, as soon as practicable, notify the Supplier which provision the Supplier shall comply with.

3.6 If the ISMS submitted to the Authority pursuant to paragraph 3.1 is approved by the Authority, it shall be adopted by the Supplier immediately and thereafter operated and maintained in accordance with this schedule.  If the ISMS is not approved by the Authority, the Supplier shall amend it within 10 Working Days of a notice of non‑approval from the Authority and re‑submit it to the Authority for approval.  The Parties shall use all reasonable endeavours to ensure that the approval process takes as little time as possible and in any event no longer than 15 Working Days (or such other period as the Parties may agree in writing) from the date of its first submission to the Authority.  If the Authority does not approve the ISMS following its resubmission, the matter shall be resolved in accordance with the Dispute Resolution Procedure.  No approval to be given by the Authority pursuant to this paragraph 3 may be unreasonably withheld or delayed.  However any failure to approve the ISMS on the grounds that it does not comply with any of the requirements set out in paragraphs 3.3 to 3.5 shall be deemed to be reasonable.

3.7 Approval by the Authority of the ISMS pursuant to paragraph 3.6 or of any change to the ISMS shall not relieve the Supplier of its obligations under this schedule.

4. Security management plan

4.1 Within 20 Working Days after the Effective Date, the Supplier shall prepare and submit to the Authority for approval in accordance with paragraph 4.3 a fully developed, complete and up‑to‑date Security Management Plan which shall comply with the requirements of paragraph 4.2.  

4.2 The Security Management Plan shall:

4.2.1 be based on the initial Security Management Plan set out in annex 2;

4.2.2 comply with the Baseline Security Requirements (Annex 1);

4.2.3 identify the necessary delegated organisational roles defined for those responsible for ensuring this schedule is complied with by the Supplier; 

4.2.4 detail the process for assessing and managing any security risks from Sub contractors and third parties authorised by the Authority with access to the Services, processes associated with the delivery of the Services, the Authority Premises, the Sites, the Supplier System, the Authority System (to extent that it is under the control of the Supplier) and any IT, Information and data (including the Authority Confidential Information and the Authority Data) and any system that could directly or indirectly have an impact on that Information, data and/or the Services;

4.2.5 unless otherwise specified by the Authority in writing, be developed to protect all aspects of the Services and all processes associated with the delivery of the Services, including the Authority Premises, the Sites, the Supplier System, the Authority System (to the extent that it is under the control of the Supplier) and any IT, Information and data (including the Authority Confidential Information and the Authority Data) to the extent used by the Authority or the Supplier in connection with this Agreement or in connection with any system that could directly or indirectly have an impact on that Information, data and/or the Services;

4.2.6 set out the security measures to be implemented and maintained by the Supplier in relation to all aspects of the Services and all processes associated with the delivery of the Services and at all times comply with and specify security measures and procedures which are sufficient to ensure that the Services comply with the provisions of this schedule (including the requirements set out in paragraph 3.4);

4.2.7 demonstrate that the Supplier Solution has minimised the Authority and Supplier effort required to comply with this schedule through consideration of available, appropriate and practicable pan‑government accredited services (for example, 'platform as a service' offerings from the G‑Cloud catalogue);

4.2.8 set out the plans for transiting all security arrangements and responsibilities from those in place at the Effective Date to those incorporated in the ISMS at the date set out in schedule 6.1 (Implementation Plan) for the Supplier to meet the full obligations of the security requirements set out in schedule 2.1 (Services Description) and this schedule;

4.2.9 set out the scope of the Authority System that is under the control of the Supplier;

4.2.10 be structured in accordance with the ISO/IEC 27000 series,  including all relevant controls in ISO/IEC 27001/2, and all subsequent revisions and replacement ISO/IEC standards cross‑referencing if necessary to other schedules which cover specific areas included within those standards; and

4.2.11 be written in plain English in language which is readily comprehensible to the staff of the Supplier and the Authority engaged in the Services and shall reference only documents which are in the possession of the Parties or whose location is otherwise specified in this schedule.

4.3 If the Security Management Plan submitted to the Authority pursuant to paragraph 4.1 is approved by the Authority, it shall be adopted by the Supplier immediately and thereafter operated and maintained in accordance with this schedule.  If the Security Management Plan is not approved by the Authority, the Supplier shall amend it within 10 Working Days of a notice of non‑approval from the Authority and re‑submit it to the Authority for approval.  The Parties shall use all reasonable endeavours to ensure that the approval process takes as little time as possible and in any event no longer than 15 Working Days (or such other period as the Parties may agree in writing) from the date of its first submission to the Authority.  If the Authority does not approve the Security Management Plan following its resubmission, the matter shall be resolved in accordance with the Dispute Resolution Procedure.  No approval to be given by the Authority pursuant to this paragraph 4.3 may be unreasonably withheld or delayed.  However any failure to approve the Security Management Plan on the grounds that it does not comply with the requirements set out in paragraph 4.2 shall be deemed to be reasonable.

4.4 Approval by the Authority of the Security Management Plan pursuant to paragraph 4.3 or of any change or amendment to the Security Management Plan shall not relieve the Supplier of its obligations under this schedule.

5. Amendment and revision of the ISMS and security management plan

5.1 The ISMS and Security Management Plan shall be fully reviewed and updated by the Supplier at least annually to reflect:

5.1.1 emerging changes in Good Industry Practice;

5.1.2 any change or proposed change to the IT Environment, the Services and/or associated processes; 

5.1.3 any new perceived or changed security threats; and

5.1.4 any reasonable change in requirement requested by the Authority.

5.2 The Supplier shall provide the Authority with the results of such reviews as soon as reasonably practicable after their completion and amend the ISMS and Security Management Plan. The results of the review shall include, without limitation:

5.2.1 suggested improvements to the effectiveness of the ISMS;

5.2.2 updates to the security risk assessments to be maintained by the Supplier;

5.2.3 proposed modifications to respond to events that may impact on the ISMS including the security incident management process, incident response plans and general procedures and controls that affect information security; and

5.2.4 suggested improvements in measuring the effectiveness of controls.

5.3 Subject to paragraph 5.4, any change which the Supplier proposes to make to the ISMS or Security Management Plan (as a result of a review carried out pursuant to paragraph 5.1, an Authority request, a change to schedule 2.1 (Services Description) or otherwise) shall be subject to the Change Control Procedure and shall not be implemented until approved in writing by the Authority.

5.4 The Authority may, where it is reasonable to do so, approve and require changes or amendments to the ISMS or Security Management Plan to be implemented on timescales faster than set out in the Change Control Procedure but, without prejudice to their effectiveness, all such changes and amendments shall thereafter be subject to the Change Control Procedure for the purposes of formalising and documenting the relevant change or amendment for the purposes of this Agreement.

6. Security testing 

6.1 The Supplier shall conduct relevant Security Tests from time to time (and at least quarterly across the scope of the ISMS) and additionally after significant architectural changes to the IT Environment or after any change or amendment to the ISMS, (including security incident management processes and incident response plans) or the Security Management Plan. One of the quarterly Security Tests per year will be an IT Health Check performed under CESG's CHECK scheme, appropriate for PSN compliance submissions.  Security Tests shall be designed and implemented by the Supplier so as to minimise the impact on the delivery of the Services and the date, timing, content and conduct of such Security Tests shall be agreed in advance with the Authority.  Subject to compliance by the Supplier with the foregoing requirements, if any Security Tests adversely affect the Supplier's ability to deliver the Services so as to meet the Target Performance Levels, the Supplier shall be granted relief against any resultant under‑performance for the period of the Security Tests.

6.2 The Authority shall be entitled to send representatives to witness the conduct of the Security Tests.  The Supplier shall provide the Authority with the results of such tests (in a form approved by the Authority in advance) as soon as practicable after completion of each Security Test.

6.3 Without prejudice to any other right of audit or access granted to the Authority pursuant to this Agreement, the Authority and/or its authorised representatives shall be entitled, at any time upon giving reasonable notice to the Supplier, to carry out such tests (including penetration tests, vulnerability assessments and live monitoring of network and connected devices and servers) as it may deem necessary in relation to the ISMS and the Supplier's compliance with the ISMS and the Security Management Plan.  The Authority may notify the Supplier of the results of such tests after completion of each such test.  If any such Authority test adversely affects the Supplier's ability to deliver the Services so as to meet the Target Performance Levels, the Supplier shall be granted relief against any resultant under‑performance for the period of the Authority test.  

6.4 Where any Security Test carried out pursuant to paragraph 6.2, or carried out pursuant to 6.3 which the Authority notifies to the Supplier, reveals any actual or potential Breach of Security or weaknesses (including un‑patched vulnerabilities, poor configuration and/or incorrect system management), the Supplier shall promptly notify the Authority of any changes to the ISMS and to the Security Management Plan (and the implementation thereof in a remedial action plan) which the Supplier proposes to make in order to correct such failure or weakness.  Subject to the Authority's prior written approval, the Supplier shall implement such changes to the ISMS and the Security Management Plan and repeat the relevant Security Tests in accordance with the timetable agreed with the Authority or, otherwise, as soon as reasonably possible.  For the avoidance of doubt, where the change to the ISMS or Security Management Plan is to address a non‑compliance with the Baseline Security Requirements or security requirements (as set out in schedule 2.1 (Services description)) or the requirements of this schedule, the change to the ISMS or Security Management Plan shall be at no cost to the Authority.

6.5 If any repeat Security Test carried out pursuant to paragraph 6.4 reveals an actual or potential Breach of Security exploiting the same root cause failure, such circumstance shall constitute a material Default for the purposes of clause 27.1.3 (Rectification Plan Process).

7. ISMS compliance

7.1 The Authority shall be entitled to carry out such security audits as it may reasonably deem necessary in order to ensure that the ISMS maintains compliance with the principles and practices of ISO 27001, the specific security requirements set out in schedule 2.1 (Services Description) and the Baseline Security Requirements.

7.2 If, on the basis of evidence provided by such audits, it is the Authority's reasonable opinion that compliance with the principles and practices of ISO/IEC 27001, the specific security requirements set out in schedule 2.1 (Services Description) and/or the Baseline Security Requirements is not being achieved by the Supplier, then the Authority shall notify the Supplier of the same and give the Supplier a reasonable time (having regard to the extent and criticality of any non‑compliance and any other relevant circumstances) to implement any necessary remedy.  If the Supplier does not become compliant within the required time then the Authority shall have the right to obtain an independent audit against these standards in whole or in part.

7.3 If, as a result of any such independent audit as described in paragraph 7.2 the Supplier is found to be non‑compliant with the principles and practices of the ISO/IEC 27000 series,  including all relevant controls in ISO/IEC 27001/2, the specific security requirements set out in schedule 2.1 (Services Description) and/or the Baseline Security Requirements then the Supplier shall, at its own expense, undertake those actions required in order to achieve the necessary compliance and shall reimburse in full the costs incurred by the Authority in obtaining such audit.

8. Breach of security

8.1 Either Party shall notify the other in accordance with the agreed security incident management process as defined by the ISMS upon becoming aware of any Breach of Security or attempted Breach of Security.

8.2 Without prejudice to the security incident management process, upon becoming aware of any of the circumstances referred to in paragraph 8.1, the Supplier shall:

8.2.1 immediately take all reasonable steps (which shall include any action or changes reasonably required by the Authority) necessary to:

8.2.1.1 minimise the extent of actual or potential harm caused by any Breach of Security;

8.2.1.2 remedy such Breach of Security to the extent possible and protect the integrity of the IT Environment to the extent within its control against any such Breach of Security or attempted Breach of Security; 

8.2.1.3 apply a tested mitigation against any such Breach of Security or attempted Breach of Security and, provided that reasonable testing has been undertaken by the Supplier, if the mitigation adversely affects the Supplier's ability to deliver the Services so as to meet the Target Performance Levels, the Supplier shall be granted relief against any resultant under‑performance for such period as the Authority, acting reasonably, may specify by written notice to the Supplier; 

8.2.1.4 prevent a further Breach of Security or attempted Breach of Security in the future exploiting the same root cause failure; and 

8.2.1.5 supply any requested data to the Authority or the Computer Emergency Response Team for UK Government ("GovCertUK") or any regulatory body or any Other Supplier notified by the Authority to the Supplier on the Authority's request within two (2) Working Days and without charge (where such requests are reasonably related to a possible incident or compromise); and

8.2.2 as soon as reasonably practicable provide to the Authority full details (using the reporting mechanism defined by the ISMS) of the Breach of Security or attempted Breach of Security, including a root cause analysis where required by the Authority.

8.3 In the event that any action is taken in response to a Breach of Security or potential or attempted Breach of Security that demonstrates non‑compliance of the ISMS with the Baseline Security Requirements or security requirements (as set out in schedule 2.1 (Services Description)) or the requirements of this schedule, then any required change to the ISMS shall be at no cost to the Authority.

9. Vulnerabilities and corrective action

9.1 The Authority and the Supplier acknowledge that from time to time vulnerabilities in the IT Environment will be discovered which unless mitigated will present an unacceptable risk to the Authority's information.  

9.2 The severity of threat vulnerabilities for Supplier COTS Software and Third Party COTS Software shall be categorised by the Supplier as 'Critical', 'Important' and 'Other' by aligning these categories to the vulnerability scoring according to the agreed method in the ISMS and using the appropriate vulnerability scoring systems including:

9.2.1 the 'National Vulnerability Database' 'Vulnerability Severity Ratings': 'High', 'Medium' and 'Low' respectively (these in turn are aligned to CVSS scores as set out by NIST http://nvd.nist.gov/cvss.cfm); and 

9.2.2 Microsoft's 'Security Bulletin Severity Rating System' ratings 'Critical', 'Important', and the two remaining levels ('Moderate' and 'Low') respectively.

9.3 The Supplier shall procure the application of security patches to vulnerabilities within a maximum period from the public release of such patches with those vulnerabilities categorised as 'Critical' within 14 days of release, 'Important' within 30 days of release and all 'Other' within 60 Working Days of release, except where:

9.3.1 the Supplier can demonstrate that a vulnerability is not exploitable within the context of any Service (eg because it resides in a software component which is not running in the service) provided vulnerabilities which the Supplier asserts cannot be exploited within the context of a Service must be remedied by the Supplier within the above timescales if the vulnerability becomes exploitable within the context of the Service;

9.3.2 the application of a 'Critical' or 'Important' security patch adversely affects the Supplier's ability to deliver the Services in which case the Supplier shall be granted an extension to such timescales of five (5) days, provided the Supplier had followed and continues to follow the security patch test plan agreed with the Authority; or

9.3.3 the Authority agrees a different maximum period after a case‑by‑case consultation with the Supplier under the processes defined in the ISMS.

9.4 The Supplier Solution and Implementation Plan shall include provisions for major version upgrades of all Supplier COTS Software and Third Party COTS Software to be upgraded within six (6) months of the release of the latest version, such that it is no more than one major version level below the latest release (normally codified as running software no older than the 'n‑1 version') throughout the Term unless:

9.4.1 where upgrading such Supplier COTS Software and Third Party COTS Software reduces the level of mitigations for known threats, vulnerabilities or exploitation techniques, provided always that such upgrade is made within 12 months of release of the latest version ; or

9.4.2 is agreed with the Authority in writing.

9.5 The Supplier shall:

9.5.1 implement a mechanism for receiving, analysing and acting upon threat information supplied by GovCertUK, or any other competent Central Government Body;

9.5.2 ensure that the IT Environment (to the extent that the IT Environment is within the control of the Supplier) is monitored to facilitate the detection of anomalous behaviour that would be indicative of system compromise;

9.5.3 ensure it is knowledgeable about the latest trends in threat, vulnerability and exploitation that are relevant to the IT Environment by actively monitoring the threat landscape during the Term; 

9.5.4 pro‑actively scan the IT Environment (to the extent that the IT Environment is within the control of the Supplier) for vulnerable components and address discovered vulnerabilities through the processes described in the ISMS as developed under paragraph 3.3.5; 

9.5.5 from the date specified in the Security Management Plan (and before the first Operational Service Commencement Date) provide a report to the Authority within five (5) Working Days of the end of each month detailing both patched and outstanding vulnerabilities in the IT Environment (to the extent that the IT Environment is within the control of the Supplier) and any elapsed time between the public release date of patches and either time of application or for outstanding vulnerabilities the time of issue of such report;

9.5.6 propose interim mitigation measures to vulnerabilities in the IT Environment known to be exploitable where a security patch is not immediately available;

9.5.7 remove or disable any extraneous interfaces, services or capabilities that are not needed for the provision of the Services (in order to reduce the attack surface of the Supplier Solution and IT Environment); and

9.5.8 inform the Authority when it becomes aware of any new threat, vulnerability or exploitation technique that has the potential to affect the security of the IT Environment and provide initial indications of possible mitigations.

9.6 If the Supplier is unlikely to be able to mitigate the vulnerability within the timescales under paragraph 9, the Supplier shall immediately notify the Authority.

9.7 A failure to comply with paragraph 9.3 shall constitute a Notifiable Default, and the Supplier shall comply with the Rectification Plan Process.

BASELINE SECURITY REQUIREMENTS

Higher Classifications

10. The Supplier shall not handle Authority information classified SECRET or TOP SECRET except if there is a specific requirement and in this case prior to receipt of such information the Supplier shall seek additional specific guidance from the Authority.

End User Devices

11. When Authority data resides on a mobile, removable or physically uncontrolled device it must be stored encrypted using a product or system component which has been formally assured through a recognised certification process of the UK Government Communications Electronics Security Group ("CESG") to at least Foundation Grade, for example, under the CESG Commercial Product Assurance scheme ("CPA").  

12. Devices used to access or manage Authority data and services must be under the management authority of the Authority or Supplier and have a minimum set of security policy configuration enforced.  These devices must be placed into a 'known good' state prior to being provisioned into the management authority of the Authority.  Unless otherwise agreed with the Authority in writing, all Supplier devices are expected to meet the set of security requirements set out in the PSN requirements and guidance and CESG End User Devices Platform Security Guidance  (https://www.gov.uk/government/collections/end-user-devices-security-guidance). Where the guidance highlights shortcomings in a particular platform the Supplier may wish to use, then these should be discussed with the Authority and a joint decision shall be taken on whether the residual risks are acceptable.  Where the Supplier wishes to deviate from the CESG guidance, then this should be agreed in writing on a case by case basis with the Authority.

Data Processing, storage, management and destruction

13. The Supplier and Authority recognise the need for the Authority's information to be safeguarded under the UK Data Protection regime or a similar regime.  To that end, the Supplier must be able to state to the Authority the physical locations in which data may be stored, processed and managed from, and what legal and regulatory frameworks Authority information will be subject to at all times.

14. The Supplier shall agree any change in location of data storage, processing and administration with the Authority in advance where the proposed location is outside the UK.  Such approval shall not be unreasonably withheld or delayed unless specified otherwise in this Agreement and provided that storage, processing and management of any Authority information is only carried out offshore within:

14.1 the European Economic Area (EEA); or

14.2 in another country or territory outside the EEA if that country or territory ensures an adequate level of protection by reason of its domestic law or of the international commitments it has entered into which have been defined as adequate by the EU Commission.  

15. The Supplier shall:

15.1 provide the Authority with all Authority Data on demand in an agreed open format;

15.2 have documented processes to guarantee availability of Authority Data in the event of the Supplier ceasing to trade;

15.3 securely destroy all media that has held Authority Data at the end of life of that media in line with Good Industry Practice; and

15.4 securely erase any or all Authority Data held by the Supplier when requested to do so by the Authority and certify such erasure in writing to the Authority.

Networking

16. The Authority requires that any Authority Data transmitted over any public network (including the internet, mobile networks or un‑protected enterprise network) or to a mobile device must be encrypted using a product or system component which has been formally assured through a certification process recognised by CESG, to at least Foundation Grade, for example, under CPA or through the use of pan‑government accredited encrypted networking services via the Public Services Network ("PSN") framework (which makes use of Foundation Grade certified products).

17. The Authority requires that the configuration and use of all networking equipment to provide the Services, including those that are located in secure physical locations, are at least compliant with Good Industry Practice.

Security Architectures

18. The Supplier shall apply the 'principle of least privilege' (the practice of limiting systems, processes and user access to the minimum possible level) to the design and configuration of IT systems which will process or store Authority Information.  

19. When designing and configuring the IT Environment (to the extent that the IT Environment is within the control of the Supplier) the Supplier shall follow Good Industry Practice and seek guidance from recognised security professionals with the appropriate skills and/or a CESG Certified Professional certification (currently accessed at www.cesg.gov.uk/awarenesstraining)  for all bespoke or complex components of the Supplier Solution.  

Personnel Security

20. Supplier Personnel shall be subject to pre‑employment checks that include, as a minimum: identity, unspent criminal convictions and right to work and all other requirements set out in the HMG Baseline Personnel Security Standard. If required by the Authority, Supplier Personnel shall also be subject to Enhanced Disclosure checks before being permitted to access certain Authority Data or Authority Premises.

21. The Supplier shall agree on a case by case basis Supplier Personnel roles which require specific government clearances (such as 'SC') including system administrators with privileged access to IT systems which store or process Authority Data.

22. The Supplier shall prevent Supplier Personnel who are unable to obtain the required security clearances from accessing systems which store, process, or are used to manage Authority Data except where agreed with the Authority in writing.

23. All Supplier Personnel that have the ability to access Authority Data or systems holding Authority Data shall undergo regular training on secure information management principles and, if requested by the Authority, the Supplier shall:

23.1.1 provide the Authority with details of such training for the Authority's review and make any changes to the training reasonably requested by the Authority as a result of such review;

23.1.2  provide the Authority with evidence that each of the Supplier Personnel with the ability to access the Authority Data or systems has undergone the required training.  

Unless otherwise agreed with the Authority in writing, this training must be undertaken annually.

24. Where the Supplier or Sub‑Contractors grants increased IT privileges or access rights to Supplier Personnel, those Supplier Personnel shall be granted only those permissions necessary for them to carry out their duties.  When staff no longer need elevated privileges or leave the organisation, their access rights shall be revoked within one (1) Working Day.

Identity, authentication and access control

25. The Supplier shall operate an access control regime to ensure all users and administrators of the Supplier Solution are uniquely identified and authenticated when accessing or administering the Services.  Applying the 'principle of least privilege', users and administrators shall be allowed access only to those parts of the Supplier Solution they require.  The Supplier shall retain an audit record of accesses.  

Audit and monitoring

26. The Supplier shall collect audit records which relate to security events in the systems or that would support the analysis of potential and actual compromises.  In order to facilitate effective monitoring and forensic readiness such Supplier audit records should (as a minimum) include:

26.1 logs to facilitate the identification of the specific asset which makes every outbound request external to the IT Environment (to the extent that the IT Environment is within the control of the Supplier).  To the extent the design of the Supplier Solution and Services allows such logs shall include those from DHCP servers, HTTP/HTTPS proxy servers, firewalls and routers;

26.2 security events generated in the IT Environment (to the extent that the IT Environment is within the control of the Supplier) and shall include: privileged account logon and logoff events, the start and termination of remote access sessions, security alerts from desktops, laptops, tablets and other devices and from server operating systems and security alerts from third party security software.

27. The Supplier and the Authority shall work together to establish any additional audit and monitoring requirements for the IT Environment.  

28. The Supplier shall retain audit records collected in compliance with paragraph 17 for a period of at least six (6) months. 
SECURITY MANAGEMENT PLAN
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		Name

		Meaning



		BCS

		Baseline Control Set



		BIA

		Business Impact Assessment



		BIL

		Business Impact Level (often abbreviated to IL)



		BPSS

		Baseline Personnel Security Standard



		CCP

		CESG Certified Professional



		CESG

		Communications & Electronic Security Group (the Information Arm of GCHQ and classed as the ‘Technical Authority’)



		CIA

		Confidentiality, Integrity, and/or Availability



		EUD

		End User Device



		GSC

		Government Security Classifications



		HMG

		Her Majesty’s Government



		IA

		Information Assurance



		IL

		Impact Level (an abbreviation of BIL)



		OS

		Operating System



		PED

		Personal Electronic Device e.g. Laptops, USB drives etc.



		PM

		Protective Marking



		RMADS

		Risk Management & Accreditation Document Set



		SAL

		Security Aspects Letter



		SC

		Security Clearance - one of the National Security Vetting clearance levels



		SCCP

		CESG Certified Professional – Senior Practitioner



		SIEM

		Security Information and Event Management



		SPF

		Security Policy Framework
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Wipro understands and acknowledges the importance of effective Information Assurance and Security to the success of The Highland Council ICT Program.  Wipro recognises the imperative of ensuring that effective Information Security is implemented across the ICT Program infrastructure in the delivery of its services. Accordingly, this section presents the Security Management Plan (SMP) for the Wipro ICT Program to demonstrate Wipro’s commitment to safeguarding The Highland Councils’ information.

[bookmark: _Toc451943986]Purpose

This document, referred to hereafter as ‘the SMP’ provides a description of the Information Security responsibilities of Wipro (‘The Contractor’) staff, sub-contractors and personnel involved in the Highland Council ICT Program, hereafter known as ‘the Service’ and is required to define and protect the handling of customer information which Wipro will manage during the timelines of the Transition from the current service, implementation of the new service and steady state operation of the Managed service for the duration of the contract . 

This document does not replace or supplant any other Wipro policy but offers specific, additional advice where necessary on particular security aspects relating to the Service, and guidance and links to where additional information may be found, with the aim of ensuring that Wipro complies with its contractual requirements set out in Schedule 2.4 – Security Management, along with requirements defined in Annex 1 – Baseline Security Requirements. 

The SMP covers the core IT and business operations of the Service and details the minimum baseline security measures required for the protection of The Highland Council information assets as stated within the requirements.  It comprises all procedural, personnel, physical and technical control elements of the proposed information security management solution structured in accordance with ISO/IEC 27001:2013. The Highland Council’s over-riding control requirements are drawn from the stated control requirements within Schedule 2.4 of the Contract.

The SMP will become an enduring document throughout the term of the Contract and all changes and additions will be formally controlled during the Contract Period.  In serving as the SMP, and whilst service designs are concluded, this document focuses on what requirements need to be met, elaborating upon contract requirements.  Once service designs are agreed, this document will provide control specifications concerning ‘how’ requirements are met.

[bookmark: _Toc451943987]Objectives

The objective of this SMP is to ensure that the Service is securely managed in accordance with The Highland Council’s security requirements and its associated standards (both referenced and implied):

HMG Security Policy Framework

ISO/IEC 27001:2013

PSN CoCo

In supporting the above compliance standards, the Service will not breach any UK law, statutory, regulatory, or contractual obligations or any contractual security requirements.  UK Laws take precedence over any other requirement.

This SMP is HMG Information Assurance standards driven and allows for a flexible security implementation that is compliant with the security requirements specified by The Highland Council.  It outlines the high level controls underlying the functionality of the Service security systems. 

Where appropriate, and unless contradicted by The Highland Council’s requirements, this SMP will align with the control objectives set out in ISO27001:2013, supplemented as necessary with implementation specific guidance from relevant HMG IA documents in the form of CESG Good Practice Guides, Architectural Patterns and Information Assurance Standards.  This will ensure that the baseline controls will meet The Highland Council’s requirements, and, will be commensurate with the handling requirements for information protectively marked as ‘OFFICIAL’ including ‘OFFICIAL-SENSITIVE’.

This SMP will be subject to review to ensure its successful implementation and relevance through the operation of regular Information Security Management Forum meetings and compliance testing as detailed in the Compliance section presented later. The SMP will be reviewed further where major service changes are implemented or security incidents occur.

Where any information risks are identified that exceed The Highland Council’s Risk Appetite, this SMP may be subject to change or supplemented by additional controls under agreement with The Highland Council’s Information Assurance team.  Any enhancement or additional controls agreed between the parties will be subject to the Change Control Procedure.

[bookmark: _Toc451943988]Scope



The scope of this SMP encompasses the Wipro Highland Council ICT Program, and the activities to support the operational system, including 3rd party data centre.  Figure 1 represents the logical business domain boundaries and information pathways between the different parties.







[bookmark: _Ref451940990]Figure 1  Draft Scope Diagram

The Office 365 implementation uses the Microsoft Azure HMG solution which is approved for information marked at OFFICIAL, this implementation is within the scope of the Service.

Managed End User Devices (EUD) are within scope, but devices not directly managed by Wipro are in the reliance scope.



[bookmark: _Toc451943989]Risk Assessment and Mitigation

Wipro propose to use the HMG IS1 and 2 approach for the risk assessment and mitigation process, unless The Council have a methodology they would prefer us to use.  This process starts from the identification and valuation of assets and using business requirements to Threat Actors.  An assessment of their capabilities and desire is made and based on this a risk assessment produced.  For this process Wipro would like to work with the Council’s Accreditor to ensure the Council’s concerns are included and addressed at an early stage.



From the risk assessment it is possible to identify the risks that exceed the Council’s risk appetite, which will be documented in the risk register. From this process we will identify the ISO27001 controls that are required to mitigate these risks.  The ISO27001 statement of applicability will be used to detail how the Wipro solution implements the controls and if this reduces the risk to acceptable levels.  Any risks that are still identified as being above the Councils risk appetite will require the development of a specific risk treatment plan and will remain as open on the Risk Register.

Wipro propose to commence work on this process as soon as possible after contract award to ensure any additional security controls that are identified are included in the solution.

The risk assessment, risk register, ISO27001 control set and risk mitigation plans will be included as part of the RMADS.  As well as providing documentation to enable the Council to accredit the solution this document set will provide evidence of compliance to the PSN CoCo should an audit be undertaken.
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The following table sets out the high level assurance activities and milestones relating to The Highland Council service from Wipro.   



		Activity

		Frequency

		Responsibility

		Schedule



		Operate Security Working Group

		Monthly or Bi-Monthly up to go live

		THC Assurance Team

		tbc



		Risk Assessment – if not provided by THC

		Pre-accreditation, then as Required by the Authority

		Wipro SCCP Consultant

		tbc



		Risk Treatment Plan

		Pre-accreditation, then as directed by the Authority

		Wipro SCCP Consultant

		tbc



		Wipro Common Control Framework (including ISO27001 Control Set) Audit

		Pre-accreditation and annually

		Wipro SCCP Consultant

		tbc



		Design & Agree High Level Designs

		Pre-accreditation

		Wipro Solution Architect

		tbc



		Build & Implement

		Pre-accreditation

		Wipro Service Delivery Team

		tbc



		ITHC

		Pre-accreditation and annually, or as needed subject to system changes

		CHECK Provider via Wipro

		tbc



		Complete Assurance Case

		Pre-accreditation and annually, or as needed subject to system changes

		Wipro SCCP Consultant

		tbc



		Assurance Case/RMADS submission

		Pre-accreditation and annually, or as needed subject to system changes

		Wipro SCCP Consultant

		tbc



		Security Awareness Training (Wipro Staff)

		Pre-accreditation, on start of employment or annually

		Wipro Security Manager

		tbc



		System Patching

		Monthly, unless emergency patch is available

		Wipro Service Delivery Team

		tbc



		Vulnerability Assessments

		Ongoing as part of SIC service

		Wipro Service Delivery Team

		tbc



		User Rights Review – Wipro Staff

		Monthly, or in response to an incident

		Wipro Service Delivery Team

		tbc



		Log Activity review

		Ongoing as part of SIC service

		Wipro Service Delivery Team

		tbc



		Personnel Vetting – Wipro Staff

		Prior to being given access to the ICT Program

		Wipro Service Delivery Team/HR department

		tbc










[bookmark: _Toc451943991]Security Management

This section describes Wipro’s commitment aligned to the ISO27001 control objectives.  The full list of applicable controls will be included in Wipro’s Common Control Framework document that will be developed as part of the risk assessment/risk management process and will be included in the RMADS.

[bookmark: _Toc424220738][bookmark: _Toc424220975][bookmark: _Toc451943992]Information Security Policies (ISO27001 Control Objective A5)

The Wipro Information Security Policy provides the baseline security policy for Wipro operations.  In addition to this policy, the Wipro ITC Program will incorporate its own Solution-specific supplementary Information Security Policies informed by The Highland Council’s security requirements and relevant CESG guidance in the form of Good Practice Guides, Architectural Patterns and Information Assurance Standards.  This SMP will therefore provide the Wipro interpretation of the minimum baseline security policies (based upon ISO27001:2013) required for the protection of The Highland Council’s information assets as stated within The Highlands Council’s requirements.

[bookmark: _Toc424220739][bookmark: _Toc424220976][bookmark: _Toc451943993]Organisation of Information Security (A6)

The roles and responsibilities relevant to the delivery of a secure Wipro ITC Program are set out below.  These will change, in particular on transfer from Project Development to In-service. Original information will be archived at such times so that the Security Assurance Case will always contain the extant responsibilities and functions. The key Wipro responsibilities are as follows:

[bookmark: _Toc424220740][bookmark: _Toc424220977][bookmark: _Toc451943994]Director Wipro Services (Europe)

The Wipro Director has ultimate responsibility for security. Wipro commitment to Information Security is communicated throughout the organisation and its partners, and is evidenced by board level approval of the Wipro Information Security Policy.  The Information Security-related responsibilities of the Director include:

· Overall control and management of Information Security Wipro Services (Europe);

· Overall information risk ownership;

· Provision of adequate resources for Information Security; and,

· Approval authority for Information Security policy.

[bookmark: _Toc424220741][bookmark: _Toc424220978][bookmark: _Toc451943995]Programme Manager

[bookmark: _Toc424220742][bookmark: _Toc424220979]Overall control of risk management functions is the responsibility of the Wipro Program Manager.  The Information Security-related responsibilities of the Programme Manager include:

· Ensuring that the project conforms to the ITC Program security requirements including development processes, checkpoint reviews, quality control and management controls;

· Ensuring that change management properly considers the security implications of proposed changes to the Service before implementation.

· Managing stakeholders and organisational interfaces;

· Managing escalated program risks and issues;

· Day-to-day oversight of Information Security activity within the Wipro services, including management of the Wipro SCCP Consultant;

· Maintaining alignment between agreed countermeasures and practices within the Wipro services;

· Mobilising resources to address Wipro’s security and control obligations; and,

· Ensuring that Information Systems risk within the service is managed appropriately 

[bookmark: _Toc424220743][bookmark: _Toc424220980][bookmark: _Toc451943996]Wipro CESG Certified Professional – Senior Practitioner (SCCP) Consultant

The Wipro SCCP Consultant is responsible for approval of the overall design of the Solution controls and security framework. The Wipro SCCP Consultant will provide representation of this agenda at the highest level within the Program and will also lead the engagement with The Council stakeholders with an interest in governance, control and security matters.  The security related responsibilities of the Wipro SCCP Consultant will include:

· Subject matter leadership of the controls and security agenda within the Wipro services;

· Responsibility for production of the Security Management Plan , Security Assurance Case/RMADS;

· Review of security compliance of the Wipro services;

· Facilitation of security assurance/accreditation

· Facilitation of the PSN submission;

· Advising the Wipro Service Delivery Manager on security-related matters; and,

· Engagement with senior security stakeholders from The Council.

As recommended Schedule 2.4, the Wipro SCCP Consultant holds current Senior Practitioner certification in the SIRA disciplines.  

[bookmark: _Toc424220744][bookmark: _Toc424220981][bookmark: _Toc451943997]Service Delivery Manager

The Wipro Service Delivery Manager is responsible for the security of Wipro facilities hosting the ITC Program. Other Wipro service personnel will be nominated to assist the Wipro Service Delivery Manager in this task.

It is the responsibility of the Wipro Service Delivery Manager to coordinate all operational controls development and implementation within the Service.  These responsibilities will focus on the business controls arranged to ensure the achievement of operational and delivery objectives.  Where the related controls rely upon Information Security measures, the Wipro Service Delivery Manager will work closely with the Wipro SCCP Consultant to ensure the correct design and alignment of controls.  The Wipro Service Delivery Manager’s responsibilities include:

· Development of the technical and operational security controls that will support effective and efficient implementation of the solution;

· The design, development and testing of operational controls within applications, including their customisation during implementation;

· Administration and resource management of Information Security activities;

· Leadership of the controls implementation resources; and,

· Liaison with audit, controls, governance and compliance stakeholders.

[bookmark: _Toc424220745][bookmark: _Toc424220982][bookmark: _Toc451943998]Security Manager

The Wipro Security Manager is responsible for ensuring implementation of policy and procedures, and maintaining “best practice”, within the remit of the delivered services. The Wipro Security Manager’s responsibilities include:



· Ensuring compliance with the security requirements as detailed in the Schedules.

· Monitoring for compliance with the Security Management Plan;

· Ensuring that security incidents are recorded and investigated;

· Ensuring that security relevant events are recorded;

· Documentation of the ITC Program Security Operating Procedures (SyOps);

· Owner of the Service’s Security Procedures;

· Communication of security policy and procedures throughout the Wipro service;

· Impact assessment, authorisation and approval for all operational and system design changes;

· Coordinating the evaluation of all new security products proposed;

· Liaison with external bodies and specialists;

· Cooperation with the Wipro Global Security Intelligence Centre for threat and vulnerability awareness;

· Conducting compliance audits on a regular basis;

· Managing the quarterly internal health checks;

· Initiating independent ‘health check’ audits;

· Maintaining configuration control records, including an asset register;

· Implementation of security controls in technology and processes; and,

· Devising and conducting security awareness programmes.

[bookmark: _Toc424220746][bookmark: _Toc424220983][bookmark: _Toc451943999]Independent review

The implementation of this Security Management Plan will be reviewed independently on a six monthly basis and any recommendations for amendment discussed with the Council. 

It is the responsibility of the Wipro Program Manager to provide the results of both the internal and external IT Health Checks to The Council as soon as practicable after completion of testing. The Council may also carry out witnessing of the independent tests, and, may carry out its own independent testing (at its own cost).

Independent review will take the form of technical compliance assurance in the form of initial penetration testing with annual re-validation, and an ongoing programme of health checks, carried out on a quarterly basis by Wipro staff.  

[bookmark: _Toc424220747][bookmark: _Toc424220984][bookmark: _Toc451944000]Human Resource Security (A7)

All applications for employment within the Solution-specific program will be screened in order to assess suitability.  Applicants’ Identity, references and criminal background will be checked by Wipro in accordance with the HMG Baseline Personnel Screening Standard (BPSS) supported by a verification of unspent convictions (Disclosure and Barring Service (DBS) standard checks) where this is required.  

Wipro personnel who are undergoing the vetting process, and require access to sensitive areas of The Council’s premises will adhere to The Council’s escorting or supervision arrangements whilst operating within any sensitive area.

Any 3rd Party with exposure to The Council’s information (such as secure data destruction services) will demonstrate personnel reliability through membership of independent assurance schemes that are suitable for ‘OFFICIAL’, including ‘OFFICIAL-SENSITIVE’ assets (e.g. CPA or CPNI, for media destruction services).

The Wipro Service Delivery Manager will facilitate the delivery of tailored information security training to all personnel involved in the provision of the Service. Training content will draw upon relevant training materials from The Council’s security requirements, site procedures, incident management procedures, and security policy guidance to ensure that learning objectives are derived directly from The Council’s stated information security requirements.  Wipro will prepare and deliver the agreed training and awareness briefings to ensure full coverage of personnel at the point they are induction to the Councils Service.

[bookmark: _Toc424220748][bookmark: _Toc424220985][bookmark: _Toc451944001]Asset Management (A8)

Wipro will maintain a complete inventory of all hardware and software used to provide the ITC Program along with license details where required

All service-specific system users will be familiar with the security operating procedures governing the use of the service-specific systems. Acceptable use policies and Security Operating procedures governing acceptable use of assets will form part of document set representing the Service.  These will be provide for Council Staff Education customers and Wipro Staff, in a format agreed with the Council.

In accordance with The Councils guidance (reference), all information assets within the service will be considered and treated by default as ‘OFFICIAL’ information (including ‘OFFICIAL-SENSITIVE’).  Wipro will use the Government Security Classifications (GSC) for information classification purposes and will rely upon the handling procedures for ‘OFFICIAL’ information (including ‘OFFICIAL-SENSITIVE’) as defined in the GSC, unless additional handling requirements are stated by the originator.  Documents that bear the ‘OFFICIAL-SENSITIVE’ descriptor such as Network Diagrams, Security Incident reports etc. will be stored on approved and agreed networks.

When de-commissioning equipment, including all Devices and storage media (including configuration storage), Wipro will follow CESG guidance (IS5) to ensure secure sanitisation.

These handling procedures will be communicated to all service-specific personnel and sub-contracted third parties, and, will apply to all information assets within scope of the Wipro Solution.

[bookmark: _Toc424220749][bookmark: _Toc424220986][bookmark: _Toc451944002]Access Control (A9)

All service-specific access to information will be controlled and be based on the ‘need to know’ principle and on a ‘least privilege’ basis.  Control of access to service-specific systems and data will be in accordance with the Wipro service-specific Access Control Policy, guided by The Council’s access control requirements and policies.  The Access Control Policy and associated Security Procedures will specify:



· A clear definition of responsibilities for all authorised users;

· Specification of roles and responsibilities for all types of system usage;

· Control of access to all service-specific systems components;

· Control of access to all data within the service-specific systems;

· Control of access to all stored information and documentation;

· Control of access to database facilities and tools;

· Control of access to applications running on servers and workstations;

· Control of access to the network and network management systems;

· Control of access for exceptional deletion of data when authorised;

· Procedures for allocation of access rights to IT systems;

· Management, assignment and revocation of privileges;

· Identification and authentication of human and system “users”; and,

· Password management, including password generation and expiry.

· Management and use of Secure Envoy 2FA



Accountability of individuals is essential and segregation of duties will be enforced.

The certificate issuance process will be a part of the Wipro Service (see A10).

Management and administration of the Service will be conducted by Wipro personnel on site within the Council Premises.

Management credentials will be separate to those of users, and, only Wipro operational support personnel will have access via this route.  This will ensure that end users are not able to modify system settings or permissions.

Wipro will work with the Council to arrange for the secure and appropriate access for sub-contractors and third parties who are authorised by The Council. This will be done on a case by case basis after conducting a business and risk analysis to ensure that the third party is capable of working as required but cannot compromise the remainder of the Council’s services.  A risk balance case will be produced detailing the mechanism for the connection and controls applicable.

[bookmark: _Toc424220750][bookmark: _Toc424220987][bookmark: _Toc451944003]Cryptography (A10)

The Wipro Service will comply with CESG Foundation Grade cryptographic standards, such as CPA or Common Criteria, where encryption is required for ‘OFFICIAL’ information (including ‘OFFICIAL-SENSITIVE’). Wipro will utilise x509v3 digital certificates for any aspect of the Solution that requires Transport Layer Security (TLS). Key management will be part of the operational Service.

[bookmark: _Toc424220751][bookmark: _Toc424220988][bookmark: _Toc451944004]Physical & Environmental Security (A11)

All physical perimeters of the Wipro sites used for the development or management of the Service will be clearly defined and a register of perimeters kept by site security.  The Wipro site security personnel will maintain an appropriate level of control over the physical security perimeter of each site as necessary. 

Where Council premises are used Wipro personnel will comply with security requirements defined and implemented by the Council.

The Wipro Service Delivery Manager will facilitate access by Council personnel to information and equipment, and, provide escorts for the purposes of IT Health Checks upon reasonable notice from The Council.

The Tier III Data Centre used is appropriately secured with physical measures including alarms and CCTV and strict access control measures.  It is certificated to ISO27001.

Where Wipro are required to stand up an office for the support desk for this service, physical security will be considered and advice sought from the SCCP consultant to ensure that appropriate measures are in place.

[bookmark: _Toc424220752][bookmark: _Toc424220989][bookmark: _Toc451944005]Operations Security (A12)

[bookmark: _Toc424220753][bookmark: _Toc424220990][bookmark: _Toc451944006]Malware Controls

The Wipro Service Delivery Manager will ensure that malware and virus prevention controls, including current version malware signatures, are implemented and maintained within the Service environment on all devices that are capable of hosting those controls.  The Wipro Service Delivery Manager will also ensure that any Wipro-deployed anti-malware/virus software implementations are maintained in an up-to-date state of within 24 hours of public release of vendor anti-malware/virus signature files.

[bookmark: _Toc424220754][bookmark: _Toc424220991][bookmark: _Toc451944007]Patching

The Wipro Service Delivery Manager will ensure that applicable Operating System, Application and Firmware patches are applied in a timely manner in accordance with vendor requirements to Wipro-managed components comprising the Managed Service. Relevant patches will be applied within 4 weeks of release (unless a different timescale is required by the Council), unless the patch is assessed by the vendor as security critical.  All patches will be deployed, tested and proven within a non-live environment prior to deployment into the production environment.  In the event that a security critical patch is identified then Wipro will agree any necessary mitigating actions with The Council, including any accelerated patch deployment actions.

[bookmark: _Toc424220755][bookmark: _Toc424220992][bookmark: _Toc451944008]Vulnerability Management



The Wipro Security Manager, with the assistance of the Wipro Global Security Intelligence Centre (SIC) will continuously monitor and assess emerging vulnerabilities relevance and impact to Wipro services and will notify The Council of any service-affecting vulnerability.  This will include the receipt of alerts from appropriate security organisations and vendors and the monitoring of appropriate security forums and websites, including:

· Manufacturers and vendor(s) such as Microsoft, Cisco etc, of the products used by Wipro

· The public sector Computer Incident Response Team (CSIRT) GovCertUK.

· The public sector Warning, Advice and Response Point (WARP) at www.warp.gov.uk

· InfoSec Community groups such as SANS

· Common Vulnerabilities and Exposures (CVE) and related Common Vulnerability Scoring System (CVSS) available at cve.mitre.org.

Once vulnerabilities have been identified, the Wipro Service Delivery Manager will facilitate the production of resolution plans that will communicate any potential service-affecting change aspects.  The resolution plan will provide validation of changes against Wipro configuration and software build(s) to ensure, so far as Wipro can reasonably assess, that changes will not:

· conflict with other software;

· do not introduce any new vulnerabilities; and

· previously resolved vulnerabilities are not reintroduced.

Any resultant change requirements will be implemented via Change and Release Management processes.

Additionally the quarterly, internal Health Checks will reduce the risk that any known vulnerabilities within the system remain undiscovered.

[bookmark: _Toc424220756][bookmark: _Toc424220993][bookmark: _Toc451944009]Monitoring

To support Incident Management, the Wipro Service will support relevant Protective Monitoring controls using the Wipro SIC based in Germany.  It is important to note that actual logs will remain within the UK and that only metadata will be passed to the SIC.  This provides automated 24/7 monitoring of the system for security issues, and manned console operation during agreed working hours.

[bookmark: _Toc424220757][bookmark: _Toc424220994][bookmark: _Toc451944010]Communications Security (A13)

Wipro will rely upon Wide Area Network communication services delivered by it’s the SWAN Service Provider (and it connection to PSN) to secure all data traffic flows between the data centre and Council locations, and between The Council and other public sector organisations.



VPNs will be used to connect, remote, mobile devices to the network, these will be issued and controlled by Wipro as part of the service.  EUDs will be issued with end user certificates which will ensure that only approved devices can connect to the network.

[bookmark: _Toc424220758][bookmark: _Toc424220995][bookmark: _Toc451944011]System Acquisition, Development & Maintenance (A14)

The Change Control process will be utilised at all times to ensure that no changes are made to operational hardware, software or documentation without appropriate authorisation.  The Change Control process will ensure that no changes can be made to development and support processes without being correctly authorised. This will be managed by the Wipro Service Delivery Manager. When changes to operating systems are required (e.g. the installation of a new release), application systems will be reviewed to ensure that there is no adverse impact on security.  This will include technical impact assessment, as part of Wipro’s risk assessment process. Where practical, vendor-supplied software packages will be used without modification. If changes are deemed necessary, these will first be requested under the Change Control Procedure to the original supplier and implemented as an upgrade from the supplier.  If changes must be applied by Wipro, then the original software will be retained and the changes applied to a clearly identified copy and fully documented, so that they can be re-applied if necessary to future software upgrades.

Where any test data and test cases for service-specific systems that process The Council’s data are required to be stored, the parties will agree in accordance with the Change Control process. In such cases any Council data will be protected and controlled, including the use of access controls. The access control procedures to be used for development and test systems will be no less secure than those used in the operational environment.

The use of live operational databases will be avoided for testing purposes. Where Council data needs to be used, for testing realism, it will be obfuscated before being used in the test environment.  Authorisation will be obtained from The Council each time operational information is to be copied to a test application platform.  Furthermore, the copying and use of operational information will be logged to provide an audit trail.  Operational information will be securely erased from test application systems immediately after the testing is complete, and, in accordance with HMG IS5.

All items procured for the ICT Program will be purchased through the Wipro procurement process with no indication give to suppliers of the end customer for the order.  Exceptions to this will be elements where council sponsorship is required, where arrangements will be made with The Council as required.

[bookmark: _Toc424220759][bookmark: _Toc424220996][bookmark: _Toc451944012]Supplier Relationships (A15)

Information security requirements for mitigating the risks associated with the Wipro 3rd Party supplier access to the Services are addressed throughout this SMP.  Where appropriate to the level of access required to the Service facilities and infrastructure, 3rd party suppliers will be contractually obligated to comply with all relevant Council security requirements.

Microsoft Office 365 is proposed as part of the solution.  Wipro propose to use the solution that is available to HMG customers and have already started dialogue with Microsoft to ensure compliance with the PSN CoCo conditions will be met.

The Data Centre in Aberdeen has a PSN connection and supplies Data Centre services to other Scottish Government agencies.

[bookmark: _Toc424220760][bookmark: _Toc424220997][bookmark: _Toc451944013]
Information Security Incident Management (A16)

Wipro will ensure that the Wipro ICT Program Service Security Incident Management process and procedures are aligned to The Highland Council Incident Management requirements.  Wipro will work in partnership with The Council with regard to security incident management in order to ensure that The Highland Council is provided with a single coordinated service.   Specifically, the Wipro processes will be aligned to the defined Council incident severity and resolution priority levels. 

Resolution Priority is based upon normal service hours of 07:00 to 18:00, Monday to Friday (excluding any public holidays in England and Wales).

Security incidents will likely arise from four sources:

· Wipro system administrators and support/resolver teams uncovering evidence of an incident;

· The Wipro SIC monitoring and security event correlation and reporting;

· User reported incidents via the Service Desk; or,

· The outcome of vulnerability scans and penetration tests (where these indicate exploitable vulnerabilities).

On detection of a potential Security Incident affecting the Service, the Wipro Service Delivery Manager will coordinate an initial investigation and work and collaborate with The Council to identify and categorise a Security Incident.  

Where Security incidents have been identified and categorised with The Council, the Wipro Service Delivery Manager will take responsibility for the production of Resolution Plans that will communicate any potential service-affecting change aspects.  Any resultant change requirements will be implemented via Change and Release Management processes.

Whenever human malicious behaviour is suspected in an incident, however originated, Wipro will follow the agreed Highland Council Forensic Readiness Policy which will direct the isolation of user or other data concerned for off line analysis, potentially to support subsequent disciplinary or legal proceedings.  

Each Service Reporting Period, the Wipro Service Delivery Manager will produce summary reporting on Security Incidents, associated resolutions and status of incidents reported within that period within the required timescales.

[bookmark: _Toc424220761][bookmark: _Toc424220998][bookmark: _Toc451944014]Information Security Aspects of Business Continuity Management (A17)

Wipro will develop a management process for maintaining business continuity covering the service and business operation of Wipro services. The scope of this process will only cover Wipro activities and operations and will not embrace any Council business operations.

[bookmark: _Toc451944015]Compliance (A18)

Wipro will provide appropriate assurance evidence to The Council Assurance Team to affirm Wipro compliance with Schedule 2 requirements.  Compliance evidence will be represented by a number of sources:

· The ICT Program Service will operate from Wipro’s Service Management Centre at Inverness  EUDs will be configured using CESG guidance and.

· The servers and networking equipment hosting the service will be located in a Tier III data centre in Aberdeen 

· To ensure that the solution meets the handling requirements set out in Schedule 2, the Wipro SCCP Consultant will direct the technical design and implementation aspects of the service delivery to ensure that selected security controls align with The Council-asserted ‘OFFICIAL’ (including ‘OFFICIAL-SENSITIVE’) information classification.  This will include the selection of assured security enforcing products such as Common Criteria assessed or CPA-certified products at the relevant evaluated assurance level. Implementation assurance of assured products will be evidenced through a number of activities such as ITHC penetration testing (see below) and personnel vetting (see A7).

· Technical compliance of the Wipro Service will be satisfied by independent penetration testing to a scope agreed between Wipro and The Highland Council.  Re-validation of the initial Service test scope will be repeated annually in order to ensure that technical compliance is maintained and PSN requirements are met.  In the event of a significant change in service scope or configuration, ITHC testing will be carried out to validate the service-specific technical service change.  An ongoing programme of internal health checks will be run on a quarterly basis using Wipro staff.  Additional ITHC testing, outside of the scope of initial or annual testing, of quarterly internal checks, will be subject to the Change Control Procedure.  The Highland Council may procure its own ITHC testing services at its own cost.  The Wipro Security Manager will require at least 5 days’ notice before authorising a penetration test on the Wipro service, to ensure continuation of service and availability of necessary staff.  Penetration testing will not be carried out without approvals from the Wipro Service Delivery Manager and Security Manager, and the approval of The Council.

· The Wipro Service leverages the SWAN and Public Services Network (PSN) interconnect for connectivity to HMG bodies. The Service is required to complete annual PSN Compliance Auditing, to be carried out by the Wipro SCCP Consultant, to support annual PSN re-certification.  Additional evidence will be drawn from ITHC testing.

Any non-compliant controls identified though the above compliance activities will be notified to The Council by the Wipro Service Delivery Manager within a Security Audit report.  The Wipro Service Delivery Manager will also facilitate the production of resolution plans that will communicate any potential service-affecting changes to The Council.  The resolution plan will provide validation of changes against Wipro services to ensure, so far as Wipro can reasonably assess, that changes will not adversely affect services.  Any resultant change requirements will be implemented via Change Process. 



		

		

		



		HCWP-001 v0.2

		DRAFT - Security Management Plan

		Page 18 of 19



		

		

		







image1.png

Document Handling Instructions

This documentis classified ‘OFFICIAL’ and may only be distributed or used in support
of The Highland Council ICT Program, and may not be used for any other purpose
without the explicit consent of The Highland Council. The Need-To-Know principle.
must still be enforced whether in electronic or printed format.

‘OFFICIAL information assets that carry the additional descriptor 'SENSITIVE' must
be protected in transit or at rest using suitable encryption technologies assessed at
‘CESG Foundation Grade'. Commercial grade encryption may be acceptable with the
prior written approval of The Highland Council Security Manager
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