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Audit and Scrutiny Committee — 20" November 2013 Report | AS/33/13
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Internal Audit Reviews and Progress Report — 13/09/2013 to 08/11/2013

Report by the Head of Internal Audit & Risk Management

Summary

This report provides details of work in progress and other information relevant to the
operation of the Internal Audit Section.

11

Final Reports

There have been five final reports issued in this period. Whilst only the Report
Summaries and relevant Action Plans are attached for consideration by Members, it
should be noted that full copies of reports are available if requested.

SERVICE SUBJECT OPINION

Chief Executive’s Service | Payments to Third Sector | Limited

Organisations

Chief Executive’s Service | Governance of Arm's  Length | Reasonable

Organisations

Chief Executive’s Office Corporate Governance Reasonable

Planning & Development | AXIS 4 European Fisheries Funding | Reasonable
Project

Education, Culture & | Internet Use - Curriculum Substantial

Sport

Each report contains an audit opinion based upon the work performed in respect of
the subject under review. The five audit opinions are set out as follows:

(i)

(ii)

(iii)

(iv)

Full Assurance: There is a sound system of control designed to achieve the
system objectives and the controls are being consistently applied.

Substantial Assurance: While there is a generally a sound system, there are
minor areas of weakness which put some of the system objectives at risk,
and/ or there is evidence that the level of non-compliance with some of the
controls may put some of the system objectives at risk.

Reasonable Assurance: Whilst the system is broadly reliable, areas of
weakness have been identified which put some of the system objectives at
risk, and/ or there is evidence that the level of non-compliance with some of
the controls may put some of the system objectives at risk.

Limited Assurance: Weaknesses in the system of controls are such as to
put the system objectives at risk, and/ or the level of non-compliance puts the
system objectives at risk.




2.1

2.2

(v) No Assurance: Control is generally weak, leaving the system open to
significant error or abuse, and/ or significant non-compliance with basic
controls leaves the system open to error or abuse.

Work in Progress

Planned work that is in progress and which will be the subject of a future report to
this Committee is shown in the attached table. This shows that ten draft reports are
in progress and two draft reports have been issued.

During the period covered by this report the Section has been involved in a variety of
other work which is summarised below:

0] Irreqularity/ Fraud Investigations
The Section has been involved in the following irregularity/ fraud
investigations:

e Overclaiming by a service provider.

e Income due to the Council but not banked.

e The falsification of cash payments and expenses.
e Misappropriation/ misuse of fuel.

e Misappropriation of School Fund monies.

Some of the above investigations are ongoing. Where appropriate, once any
disciplinary action has been considered and addressed, any control
weaknesses identified from the audit investigation will be reported to the next
available Audit & Scrutiny Committee meeting.

(i) Grant Claims
Internal Audit is responsible for auditing several grant claims during the
course of the year. The undernoted has been subject to review during the
period covered by this report:

e Hitrans — START.

(i)  Joint Board work and work for other organisations or Committees
Work has been undertaken to support the Statements on Internal Control for
2012/13 for the Joint Boards, the Pension Fund and Hitrans.

Computer Audit work has been provided for Western Isles Council in
accordance with an agreement which has been in place for several years.
Under this agreement, an annual audit is undertaken and Western Isles
Council also makes use of the Section’s computerised audit management
system.

(iv)  Advice, Assurance and Other Work
Work has been undertaken as follows:

e The investigation of two concerns raised under the Council’'s
Whistleblowing Policy which have now been concluded.

e The investigation of a contractual dispute between the Council and a



3.1

3.2

3.3

school transport provider which has now been concluded.
e Following up/ action tracking audit recommendations.

e Representation on the Council’s Regulation of Investigatory Powers
Scotland Act (RIPSA) Management Group.

(v) Computer Audit
Computer audit advice has been provided on a variety of topics including
information security and data protection controls, best value controls for ICT
re-provision, and the ICT controls expected in the contract for the
replacement of Phoenix el.

(vi)  Scrutiny Working Group

Earlier this year the Scrutiny Working Group completed a review of the Audit
Scotland National Reports: “Using cost information to improve performance:
are you getting it right?” and “Managing performance: are you getting it right?”
The report will be prepared on behalf of the Working Group and presented to
the meeting in March 2014.

Staffing Resources, Vacancies and Progress Against Plan

It was reported at the last meeting that the revised structure had been implemented
and that interviews were scheduled to take place in October for a Trainee Auditor
post in order to contribute towards the overall savings and to provide for succession
planning, particularly to address previous recruitment difficulties at Auditor level.
Following the interviews an appointment was duly made and the individual will take
up the post once the appropriate Disclosure Scotland check has been completed.

However, since the last meeting other vacancies have arisen or are due to arise
shortly, as follows:

e An Auditor has taken up a post in the Planning & Development Service. An
advert has been placed to fill the vacancy with a closing date of 15™
November 2013.

e The Temporary Auditor has submitted her resignation which will take effect
from 30™ November 2013. This post is currently in the structure in view of an
Auditor being on secondment to the Accounting Team. This secondment is
due to end in February 2014. In view of this it is recognised the possibility of
recruiting a replacement Temporary Auditor for such a short period of time is
unlikely to be successful and the vacancy will therefore be carried.

The above vacancies, together with the delays in completing the restructuring of the
Section, have impacted upon the ability to deliver all of the Audit Plan for the current
year and adjustments have therefore been made which are provided at 3.3 below.

It was reported at the meeting on 20" June 2013 that a request had been received
through the City of Inverness Area Committee to look into how public art in
Inverness had been financed and delivered through the Inverness Common Good
Fund over the past three years. Following a meeting between the Chair of the Audit
& Scrutiny Committee, the City Leader, the Chair of the Inverness City Arts Working
Group, the Corporate Manager and the Head of Internal Audit & Risk Management it
was agreed that this work would be incorporated within the Audit Plan for 2013/14.

The adjustments to the Audit Plan for 2013/14 are shown as follows:



()  Additions

Service Audit Activity Comments
Chief Executive’s | Public Art in Inverness
Service

(i) Deletions

Service Audit Activity Comments

Housing & Property | Capital Contracts As this is an area which will be affected by
the proposed Service Structure changes it
will be appropriate to look at the Council’s
revised arrangements in 2014/15 rather
than the current arrangements.

Housing & Property | Realisation of asset
management savings
and benefits

TEC Services Capital Contracts As this is an area which will be affected by
the proposed Service Structure changes it
will be appropriate to look at the Council’s
revised arrangements in 2014/15 rather
than the current arrangements.

Chief  Executive’'s | Web Content | More appropriate to review this in 2014/15
Service Management after go-live achieved.

Chief  Executive’s | Community Challenge | Minimal uptake in 2013/14. Defer to
Service Fund governance | 2014/15.

arrangements
Finance/Chief Resource Link More appropriate to review this in 2014/15
Executive’s Service after go-live achieved.

Health & Social | Community Payback
Care Orders

The above provides for a net deletion of 6 audit reviews in comparison with the 47
identified within the original plan for 2013/14.

Recommendation

Members are invited to consider the Final Reports referred to in Section 1.1 above, note
the current work of the Internal Audit Section and the adjustments to the 2013/14 Audit
Plan.

Designation: Head of Internal Audit & Risk Management
Date: 8" November 2013
Author: Nigel Rose, Head of Internal Audit & Risk Management

Background Papers
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AUDIT REPORT SUMMARY

Report Title

Corporate: Payments to Third Sector Organisations (Follow Up)

Report No. Type of Audit Issue Date

HA32/002 Systems Draft Report 25/10/13

1

Final Report 11/11/13

Introduction

1.1

1.2

1.3

An audit report on Grants to Voluntary Organisations (now known as Third Sector) was
issued on 12/07/07. The report concluded that the corporate governance arrangements
around the Council’s transactions with the Voluntary Sector in its various guises needed to
be strengthened in order to ensure and prove that Best Value is being achieved. As a result
of this audit, a follow-up review was undertaken. This report on Payments to Third Sector
Organisations (Follow up) was issued on 07/10/10 which concluded that there was still a
degree of progress to be made to ensure that all transactions with the Third Sector comply
with the COSLA Code of Guidance on Funding External Bodies and Following the Public Pound
(the “Code™).

This further, follow-up audit was included as part of the audit plan for 2012/13 as this was
one of the management agreed actions together with ensuring that the single grants
process, which came into operation on 01/10/10, was operating as expected. SDC (Service
Delivery Contracts) have now been replaced with contracts, however, for the purposes of
this report the term SDC has been used throughout as this was used within the management
agreed actions.

The number of applications processed for the period 1 April 2011 to 31 March 2012 was 907.

Review Objectives

2.1

2.2

2.3

2.4

There were four objectives in the review, to ensure that

Requests for funding are processed through the Council’'s Single Grants process. The Grant
application process also records details of all Council funding and/ or support.

Service Delivery Contracts (SDCs) are in place for all organisations who receive funding of
more than £50,000. The SDCs are based upon the model SDC which incorporates the
requirements of the "Code" and relevant Legislation. Procedures are in place to ensure that
funding provided to Third Sector Organisations is correctly classified as either Grant or
Contract funding and this is appropriately accounted for.

Services ensure that services provided by Third Sector Organisations meet Corporate/
Service objectives before funding is approved. Funding decisions are prioritised to ensure
that Service objectives are achieved and can demonstrate Best Value.

Where the SDCs/ funding agreements require the submission of monitoring reports, these
should be received on a regular basis and reviewed. This information should be used to
ensure that the agreed services have been provided and the specified funding objectives
have been met.

Main Findings

3.1

Referenced to the objectives, the main findings are as follows:

The objective was not achieved as, from a review of the system and from a sample of 29
grant payments examined, the following issues were found:

. Only twenty four payments had been recorded on the single grants database within
SharePoint;
. Two duplicate applications were recorded on the database with one resulting in a

duplicate payment of approximately £5,000;
. There is a lack of clarity in certain Services regarding the responsibility for updating




3.2

3.3

3.4

and reviewing the database for the possibility of duplicate applications and/ or
payments.

As a result of the above, the single grants database is unreliable and cannot be used to
establish whether Council funding has previously been provided to an organisation before
further requests are considered. Also it cannot be compared to the Contracts Register and
it is not possible to obtain the full picture regarding funding provided to Third Sector
organisations.

Since the previous audit review, the grant application form was amended to request details
of any other Council funding provided or applied for. However the same type of information
although included in the contracts pre-qualification questionnaire does not clearly state that
this also includes grants and in-kind funding.

The guidance issued to Services states that Committee approval must be sought for
payments greater than £10,000. However, until recently, this was not contained within the
Scheme of Delegation and, although included within one of the guidance notes supporting
Financial Regulations, it is not included within the relevant section on Funding External
Bodies.

The objective was not achieved as only five out of eight contract payments in excess of

£50,000 had Service Delivery Contracts (SDCs). Of the remainder:

. One related to an old Health & Social Care (previously Social Work) Service Level
Agreement (SLA) which had been extended over a number of years. The contract is in
the process of being updated and will be issued imminently.

. No contracts were in place for the remaining TECS and Planning & Development
Service payments which did not comply with the requirement to follow the Following
the Public Pound guidance, although a contract is now in place for the former.

The requirements of the Council’'s Contract Standing Orders had not been complied with for
some of the payments, thus:

= regulatory completion rules were not followed thus leaving the Council exposed to
challenge and adverse public reaction;

= funds were distributed without being monitored or evaluated;

] distributed funds were not included within one of the Council’s recording systems.

With regard to the classification of funding, from the sample of twenty four payments
recorded on Sharepoint, twenty two and further eight contract payments were classified
correctly and accounted for in the correct manner. However, there remains an issue with
regard to Services recognising that all outgoing external funding must be captured and
accounted for as either a grant or a contract payment and recorded appropriately.

This objective was partially achieved as for the eight contract payments in 3.2 above, these
linked to the relevant Service’'s objectives. However, there is no uniform approach to
demonstrate that the service provided by the Third Sector Organisation met the Council
Service’s objectives before funding was approved. Furthermore, it could not be
demonstrated that funding decisions are prioritised to ensure Service objectives and Best
Value are achieved as set out in the previous management agreed action.

This objective was partially achieved as appropriate monitoring arrangements are included
within four SDCs and one payment related to a contract issued prior to the introduction of
the new model SDC. In addition, one contract was in the form of an old Service Level
Agreement which contained less detailed monitoring and evaluation requirements. The
absence of contracts for the remaining two payments means that there is no performance
monitoring arrangements.

One of the agreed actions relating to the production of a standard grant letter template was
undertaken and is in use by Services. However, there is no standard template for
monitoring conditions of grant to ensure the specified funding objectives have been met. As
a result no standard approach is followed by Services.




4, Conclusion

4.1 It is recognised that considerable improvements have been made to establish a corporate
grant register along with supporting guidance. However, some Services have failed to
comply with this and as a result the audit objectives could not be achieved and as some of
the previous management agreed actions have not been implemented.

4.2 There are a total of 4 recommendations in this report consisting of 1 high and 3 medium
grades. The recommendations have been accepted by management, with the agreed action
due to be completed by 31 March 2014.

5. Audit Opinion

5.1 The opinion is based upon, and limited to, the work performed in respect of the subject

under review. Internal Audit cannot provide total assurance that control weaknesses or
irregularities do not exist. It is the opinion that Limited Assurance can be given in that
weaknesses in the system of controls are such as to put the system objectives at risk, and/
or the level of non-compliance puts the system objectives at risk.
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Corporate Payments to Third Sector Organisations — Response by Senior

Management Team

. This further follow-up audit report was included as part of the audit plan for
2012/13 to ensure that the Single Grant Process, which came into operation
on 1 October 2010, was operating as expected. The review objectives are
outlined in paragraph 1.2 of the Internal Audit Report.

It is clear that there are still issues with the Single Grant Process. Senior
Management Team takes these issues seriously, and has considered this
audit report twice in recent weeks.

. Whilst it is clear that further work is required to address Internal Audit
concerns, as outlined in the Action Pan at section 4 of the report. Senior
Management Team is of the view that further work and analysis is required to
consider the variety and types of payments made to Third Sector
Organisations.

. The principle of having a Single Grant Process is important to ensure
consistency of approach, efficiency of process, and that appropriate financial
controls are in place.

However, it is clear that payments to Third Sector Organisations fall into
different categories:-

payment for services

payment for commissioned services
provision of financial support
payment of grants

. The Single Grants Process has been helpful for applications to Ward
Discretionary Budgets and other grant requests. However, it is less
applicable for tracking commissioned services.

. Whilst the Single Grant Process has not been used in all cases, there are no
examples where Financial Regulations have been breached. Where
appropriate, allocations of funding to Third Party Organisations have been the
subject of detailed reports to the appropriate Policy Committee.

. The provision of grants, and commissioning of services, has to be considered
as part of the financial planning process. Given the financial challenges
facing the Council over the next five years it is inevitable that further work
needs to be undertaken to assess the outcomes and policy objectives
achieved through payments to the Third Sector Organisations.

. Senior Management Team recognises the importance of this report and the
need to address the concerns highlighted. An Action Plan has been agreed,
with completion of all actions within the next few months.

Derek Yule, Director of Finance
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AUDIT REPORT SUMMARY

Report Title

Chief Executive’s Service: Governance of Arm’s Length External Organisations

Report No. Type of Audit Issue Date

HC52/001 System Draft Report 28/10/13

1.

Final Report 12/11/13

Introduction

1.1

1.2

1.3

The purpose of this audit review is to identify the governance arrangements in place in
Highland Council in relation to ‘Arm’s Length External Organisations’ (ALEOs) and to report
on how well they comply with the Audit Scotland report, ‘Arm’s Length External
Organisations (ALEOs): are you getting it right?’ This report was presented to the Council
on 27th October 2011 and to the Audit & Scrutiny Committee on 29th November 2011 with
Members being informed that, as part of future planned work, Internal Audit would
undertake a review of the governance arrangements of all Council Arm’s Length External
Organisations.

The Audit Scotland report is the second in the series — ‘How Councils Work’, the purpose of
which is to stimulate change and improve performance. This particular report is aimed at
Councils that are considering setting up ALEOs to deliver services, as well as those with
existing ALEOs. It sets out good practice and focuses on how Councils establish ALEOs and
maintain governance and accountability for both finance and performance. It highlights
areas that work well and where improvement may be required.

An audit review of ALEOs was also referred to within the action plan in the Head of Internal
Audit & Risk Management’s report in April 2012 on Caithness Heat & Power: Follow up of
Agreed Actions which was presented to the Council on 5 April 2012.

Review Objectives

2.1

The objective of the review was to examine how well the Council ensures that effective
governance and accountability is maintained through ALEOs, using the checklists appended
to the Audit Scotland report.

Main Findings

3.1

3.2

3.3

The main findings of the review are as follows:

The Chief Executive’s Service maintains a schedule of organisations to which the Council
appoints Members. This is not restricted to ALEOs, it includes a variety of small charitable
organisations that receive (modest) funding to support them in the provision of their
objectives. However, there is no comprehensive register containing details of all Council
ALEOs and the basic information for each individual ALEO including the annual funding
received and Members/ Officers involved.

Specific training for Members appointed to External Organisations is important in order that
they understand the duties they agree to undertake. 2 training days were held by the
Council but a review of the sederunts showed that only 32 Members attended. Some areas
of good practice were identified with regard to the setup and/ or operation of individual
ALEOs e.g. Caledonian Community Leisure Ltd (CCLL), Eden Court and Highlife Highland
(HLH).

The Scheme of Delegation for THC requires the Directors of Planning & Development and
Education, Culture & Sport to submit annual reports to committee on a number of external
organisations. However, this does not satisfy the requirements of the Guidance on ALEOs
or Following the Public Pound in relation to reporting or monitoring requirements. Annual
accounts are often available long after a matter of interest to the council has emerged.
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3.4

3.5

3.6

3.7

3.8

The larger organisations (CCLL and Eden Court) have well developed governance
arrangements in place. CCLL publishes financial and performance information on their
website and in hard copy, all of which is easily accessible to the public.

High Life Highland (HLH), a recently formed ALEO, has arrangements that accord closely
with the Audit Scotland guidance. Highland Opportunity Ltd (HOL) reports regularly to the
Planning, Environment & Development Committee on the performance of the Business
Gateway contract. Eden Court and CCLL have been in existence for a much longer time
and have been largely autonomous but in order to comply with the current best practice
need to be introduced to a structured system where they report regularly to the Council
regarding use of funds and provision of service.

The guidance on ALEOs notes that a Council Liaison officer can provide operational
oversight of ALEOs. Such an officer, the Leisure & Learning Client Manager has been
appointed for HLH and CCLL in order to protect the Council’s interests but he has not
received the appropriate training to enable him to fulfil this role effectively. Duties should
include attending Company or Board meetings as an observer, and keeping up to date on
company operations and performance. This would allow for the early warning of any
potential problems or risks to the Council. A Council Liaison officer should be appointed for
all organisations falling into the category of an ALEO.

Beinn Tharsuin Wind Farm Community Ltd was set up by the then Area Manager to
manage income received from the operators of the windfarm. All financial transactions,
including income, investment and disbursement, are managed by Council staff using
Council systems. This arrangement is the subject of a Minute of Agreement between the
Council and CRE Energy Ltd but the rationale behind it and the set-up of the company
could not be established.

Caithness Horizons was founded by Highland Council and two other partners to ensure a
long term use for Thurso Town Hall in the form of a museum that houses a permanent
exhibition to tell the story of Caithness. No Memorandum and Articles or Council Liaison
Officer could be identified, however, during the course of the audit review it was agreed
that the Education Culture & Sport Service (ECS) would take responsibility for the
organisation. Annual funding, agreed for the next five years, amounts to £165,561
(£104,561 grant, £61,000 in kind, rent free accommodation). This is the only Council
funded museum to receive more than the agreed independent museum grant of £14,561
per annum (2011/12).

There is no evidence to confirm that the Council complies with the Audit Scotland guidance
that recommends that clear criteria should be set for the skillset and experience required
of board members. At the time of the audit review Members could be appointed to
external organisations by two separate methods, centrally by the Council and locally at
Ward Business meetings. Central appointments are reported and made public but at the
time of the audit those made at local level were not. The Area Committees introduced in
June 2013 will have minutes of their committee meetings published on the website and
reported to Council, consequently this information will now be public. There is no central
register of all these appointments and no requirement to inform the appropriate Service of
Member representation on the Boards of organisations included in their remit and
consequently the training needs and responsibilities of those Members appointed locally
may not be recognised.
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Conclusion

4.1

4.2

The Audit Scotland report highlights the need for Councils to ensure that they are clear
about their expectations of ALEOs and that they have good systems in place to monitor
performance and flag up significant financial and service risks on an on-going basis. In
addition, the report refers to the importance of ensuring that the roles and responsibilities
of Members and officers involved in ALEOs are documented and well understood.

The Council’s larger Arm’s Length Organisations (HLH, Eden Court and CCLL) have well
developed governance arrangements in place and largely comply with the best practice
guidance referred to in the Audit Scotland report. There is, however, scope to improve the
Council’s oversight of ALEOs, particularly in relation to those that were set up a number of
years ago to ensure compliance with current guidance.

Audit Opinion

51

The opinion is based upon, and limited to, the work performed in respect of the subject
under review. Internal Audit cannot provide total assurance that control weaknesses or
irregularities do not exist. It is the opinion that Reasonable Assurance can be given in
that whilst the system is broadly reliable, areas of weakness have been identified which
put some of the system objectives at risk, and/ or there is evidence that the level of non-
compliance with some of the controls may put some of the system objectives at risk.
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AUDIT REPORT SUMMARY

Report Title

Chief Executive’s Service - Corporate Governance Arrangements 2012-13

Report No. Type of Audit Issue Date

HA49/005.bf Systems Draft Report 11/09/13

1.

Final Report 07/11/13

Introduction

1.1

1.2

1.3

This audit was undertaken as part of the annual plan for 2012/13 and reviewed the
Council's corporate governance arrangements for 2012/13.

In accordance with best practice, the Local Code of Corporate Governance (the Code) is
updated annually and presented to the Highland Council. The Code details the actions that
need to be completed in order to further improve the Corporate Governance arrangements
in the Council, and also the actions completed during the previous year.

Agreement of the 2012/13 Code by Council would normally have taken place in June but
the local government elections delayed this until 6™ September 2012.

Review Objectives

2.1

2.2

The objectives of the review were to ensure that:

The Council has adequate Corporate Governance arrangements in place. In particular:

e There is an appropriate framework in place which complies with best practice set out in
the CIPFA/ SOLACE guidance;

e Actions required to demonstrate and/ or improve governance arrangements are clearly
identified together with the responsible officers and target dates. These are set out in
the annual Local Code of Corporate Governance;

¢ Any actions not completed by the end of the year are identified.

The agreed actions arising from the previous audit report on Corporate Governance
(HA49/004) issued on 27" August 2012 were satisfactorily actioned by management.

Main Findings

3.1

3.2

The main findings of the review, referenced to the above review objectives, are as follows:

This objective was partially achieved as the Council's Corporate Governance arrangements
are in accordance with the requirements of the CIPFA/ SOLACE guidance. In addition, the
council uses the Quarterly Performance Reviews (QPR) process to monitor the progress in
actioning actions. However, it was not possible to evidence that all actions recorded within
the 2011/12 Local Code had been completed or if not, were carried forward into the
2012/13 action plan. The only supporting documentation was archived information in the
Performance and Risk Management System (PRMS) which was incomplete as no updates
were provided by TEC Services and the Planning & Development Service.

This objective was not achieved as implementation of the agreed actions has been mixed
but the failure of some Services to address these means that none of the three actions
have been satisfactorily addressed:

o All off-target actions should be carried forward and clearly shown within the next year’s
Code. 8 of 12 sampled actions shown as incomplete for 2011/12 were not clearly
carried forward to the next year.

e Whilst the standard template of information for PRMS has been provided and
disseminated to Services as agreed, this has not been adhered to by some Services
using PRMS. However this system was only implemented in all Services from January
2013.
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e A review of the content of the 2012/13 quarter 3 QPRs was carried out by the Chief

Executive’s Service in order to provide assurance that corporate reporting requirements
were being met and that the guidance on preparing electronic reports was being
followed and the results were reported to the Weekly Business Meeting on the 29th
July 2013. In addition, all Service Directors were previously provided with detailed
feedback by email in early April which included a table comparing Services’ QPR
content with corporate guidance and identification of issues and improvements in order
to meet the corporate guidance.

e The reporting of Internal Audit reports to the respective Strategic Committees is
inconsistent. In addition, these were not always recorded on PRMS and/ or updated in
a timely manner which means that the Service QPR information can be incomplete and/
or inaccurate. The Corporate Performance Team has completed work with Internal
Audit to refine the approach to monitoring Internal Audit reports.

4.

Conclusion

4.1

4.2

A number of the issues reported at 3. above relate to the fact that full implementation of
PRMS was only concluded in January 2013. Use of the system by all Services in
accordance with the guidance issued by the Chief Executive’s Service will enable a final
position on progress with the Code’s actions to be extracted and verified as part of the
audit process. The system includes a standard template for Service QPRs which
incorporates all required information including actions from the Code and Internal and
External audit reports, and if utilised will ensure that progress in achieving these actions
is reported upon and monitored.

There are 4 recommendations made as a result of this audit all medium grade. These are
due to be implemented by 31/12/13.

5.

Audit Opinion

51

The opinion is based upon, and limited to, the work performed in respect of the subject
under review. Internal Audit cannot provide total assurance that control weaknesses or
irregularities do not exist. It is the opinion that Reasonable Assurance can be given in
that whilst the system is broadly reliable, areas of weakness have been identified which
put some of the system objectives at risk, and/ or there is evidence that the level of non-
compliance with some of the controls may put some of the system objectives at risk.
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AUDIT REPORT SUMMARY

Report Title

Planning and Economic Development: AXI1S 4 — European Fisheries Funding Project

Report No. Type of Audit Issue Date
HE14/002 Systems Draft Report 10/10/12
Final Report 08/11/12

1. Introduction

1.1 This audit was undertaken as part of the 2013/14 Audit Plan and assessed the administration
of the European Fisheries Fund (EFF) Axis 4 Programme. The audit is a requirement of the
Service Level Agreement (SLA) between Marine Scotland and the Council and this is the first
audit which covers the period 01/07/12 to 30/06/13.

1.2 The EFF Axis 4 Programme in Scotland is aimed at providing funding and support to local
Scottish fishing communities, affected by decline, to sustainably develop these areas.
Funding from the EU is centrally distributed by Marine Scotland to eligible areas. With the
exception of the Inverness Settlement Development Area the whole of the Highland Council
area is eligible for this funding. The overall administration of the funding is by the Fisheries
Local Action Group (FLAG).

1.3 The FLAG began to accept project applications in spring 2012, with all project applications to
be decided by 31/12/13. The programme will then run approved projects until its official
close of 31/12/15. The total value of the Highland EFF Axis 4 Programme is £549,392.

2. Review Objectives
The objectives of the review were to ensure that:

2.1 The obligations in the Service Level Agreement have been adhered to by Council Officers.

2.2 The projects funded by the Highland EFF Axis 4 Programme comply with the requirements of
the Service Level Agreement.

3. Main Findings
The main findings of the review, referenced to the above review objectives, are as follows:

3.1 This objective was partially achieved. No irregularities have been found, a spreadsheet

database has been created to record the programme’s projects, a separate accounting
code has been set up for the programme, and standard forms and guidance have been
provided by Marine Scotland to be used in the project application, decision and approval
processes.

However, while programme guidance was provided by Marine Scotland a number of
omissions have been found that are required for compliance with the Service Level
Agreement (SLA) and relevant EU regulations. The areas missing from the procedures
include: procedures and controls for fraud, bribery and gifts and hospitality, document
retention, performance targets and separation of duties for payment of claims. The
procedures for administrative checks, processing claims and required performance targets
should also be included.

There is currently no lockable storage for personal information held on file, a draft data
sharing protocol had not been set up with Marine Scotland, and approval by Marine
Scotland of some of the procedures was not available during the audit due to staff
absence.

Publicity and audit trail requirements detailed in EU regulations had not been fully
referenced in the procedures.

The necessary number of FLAG members and private/public sector mix, to ensure the
meeting was quorate, was unknown.
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There have been no expenditure claims during the audited period and so this could not be
examined.

3.2 This objective was substantially achieved as the 4 projects reviewed are eligible and
declarations of interest were being recorded correctly on the FLAG minutes. There had
been no claims made during the audit review period.

However, emails containing project documents following FLAG approval sent to Marine
Scotland were not being held in the project files for 3 of the 4 projects examined, contrary
to the requirements of Annex A of the SLA.

The statutory obligation confirmation letter, which declares that the application is not
seeking funding for a project for which the local authority has a statutory obligation, could
have been improved in the only project examined from a public body.

There were also some minor project file issues that needed to be addressed.

4. Conclusion

4.1 The programme is assessing project eligibility correctly, however the procedures and
processes need to be better documented to provide control and assurance that projects will
continue to be processed correctly, particularly as claims and any problems arise as the
projects progress.

4.2 There are six recommendations in this report; all are classified medium priority and are
either completed or will be completed by the end of the year.

5. Audit Opinion

5.1 The opinion is based upon, and limited to, the work performed in respect of the subject

under review. Internal Audit cannot provide total assurance that control weaknesses or
irregularities do not exist. It is the opinion that Reasonable Assurance can be given in
that whilst the system is broadly reliable, areas of weakness have been identified which
put some of the system objectives at risk, and/ or there is evidence that the level of non-
compliance with some of the controls may put some of the system objectives at risk.
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AUDIT REPORT SUMMARY

Report Title

Curriculum Internet Use

Report No. Type of Audit Issue Date

HC20/012 Computer Draft Report 02/07/13

1

Final Report 06/11/13

Introduction

1.1

1.2

1.3

1.4

1.5

1.6

This report records the findings of a computer audit review on use of the Curriculum Internet
Service in schools.

During the review, the Curriculum for Excellence set new challenges in education, with
literacy and numeracy qualifications in 2012/13 and National 4 & 5 qualifications in
2013/14. Developing information and communications technology (ICT) skills is one of
these challenges. The Highland ICT in Learning Teaching and Assessment Strategic Action
Plan defines the Council’s approach to learning communities to meet the Scottish
Government’s ‘ICT in Education’ objectives and Modernising Government Agenda.

Highland curriculum users access the internet for learning through schools dedicated
infrastructure and equipment managed by Fujitsu Services as part of the core Office
Service in the Information and Communication Technology (ICT) contract. Users also
access Glow which is an intranet with tools and resources for learning provided by the
Scottish Government’s Education Scotland.

The scope of the review focused on curriculum internet use using standard Council desktop
and laptops in schools. Excluded from the scope was internet access using Council mobile
devices with internet facilities such as laptops off-site, Blackberry and smart phones and
personal devices with internet facilities on-site.

A sample of primary and secondary schools were invited to provide feedback on Curriculum
Internet Service use. Responses from this survey were received from Head Teachers of
twelve primary schools, nine secondary schools and the manager of Highland’s school
residences. These are considered and incorporated within the findings of the review.

The audit was undertaken as part of the annual audit plan and follows on from an earlier
Corporate Internet Service Review which was issued on 25 July 2012 and reported to Audit
and Scrutiny Committee on 21 November 2012.

Review Objectives

2.1
2.2

2.3
2.4

There were four objectives in the review, to ensure that
There are appropriate policies and training for curriculum users on acceptable internet use

Filtering processes are flexible to ensure users can access information they need whilst still
providing sufficient controls to protect users from emerging threats, security risks and
unacceptable content

Schools internet use is logged and maintained in the event of further investigations required

Schools internet use is monitored on an on-going basis. Where unacceptable usage or
breach of security is suspected, this is promptly acted upon.

Main Findings

3.1

Referenced to the objectives, the main findings are as follows:
The first objective was achieved in the all areas reviewed

o Following the principles in the high level ICT in Learning, Teaching and Assessment
Strategic Action Plan there are policies governing the use of the internet service. The
Acceptable Use Policy (AUP) includes staff, pupils and third parties in its scope and has
been reviewed this year. To ensure the policy is understood by pupils of different
ages, simplified versions of the AUP are documented to enhance understanding of
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3.2

3.3

(0]

(0]

acceptable and unacceptable use. These simplified versions are being reviewed for
pupils to match current requirements. Head Teachers are responsible for ensuring all
pupils are aware of the policy and understand these responsibilities.

There is specific guidance on the use of social networking for professionals in Highland
learning communities and also Council policy on the restricted authorised use of Skype
software for curriculum users for learning and teaching

School residences have their own policy and sign up agreement for appropriate use of
computers and the internet.

A broad range of training is available to users, including on-line training courses for
staff. The E-Safety Group provides Curriculum and Technology Coaches for training.
E-safety training covers developments in cyber security and is supporting externally
hosted events, for example the E-Safety Live annual tour with key organisations such
as Childnet and UK Safer Internet Centre.

The second objective was partially achieved in the following areas

(0]

Internet traffic is managed with hardware and software controls to protect the
network and curriculum internet users from security risks, including malware

There are different access settings created for different internet user types through
filter policies for different user groups in specific filter software. These are based on
a detailed document called Minimum Content Filtering Policy in Education which was
issued in July 2012. This defines web filtering policy for different user groups and
processes for blocking and unblocking access to sites

Assurance testing by ICT Services on device build and settings at Council sites was
taking place which includes checks on internet security filters for teachers and
pupils across devices of different model types and operating systems. These tests
on curriculum legacy and refreshed devices provide assurance on consistency of
internet settings and filters for different user types at school sites

The survey of schools reported user satisfaction with speed of actions taken for
requests submitted to limit access to any internet site reported as a security risk.

This objective was not fully achieved in the following areas reviewed

(0]

Schools reported an interest in more flexible IT for internet usage, for example, use of
non-Microsoft devices for learners with additional support needs

The school survey reported intermittent issues regarding staff internet access settings.
This is understood to occur when the server managing user access cannot detect the
users profile to deploy the appropriate profile for them. In this case, the default
setting or lowest access level was applied. This follows the security principle of least
privilege, but disallows teachers’ access to do their work until the access setting is
corrected

Some of the secondary school teaching staff reported delays in time taken to manage
the filter process for unblocking sites required for learning which could compromise
teaching efficiency. The ICT Portal provides advice and Training and User Guides on
how to log a request for service or log an incident, but this does not include advice on
how to escalate any requests that have not been responded to or resolved

The audit survey responses reported variation in internet service across curriculum
sites, including school residences, affecting the internet access on site. Bandwidth
connection to the Pathfinder Wide Area Network or WAN varies by school type. In
2012 -2013 this was reported as between 8 megabytes per second (mbps) in primary
schools and up to 75 mbps in secondary schools. In response to findings from the
survey, one residential site not on the Pathfinder network and one other secondary
school site also identified with connection issues were escalated to ICT Services who
have taken this up with Fujitsu to seek an improved internet service solution.

The third objective was achieved in all areas reviewed. Proxy log data on internet traffic is
secured and maintained in a backend database by Fujitsu Services as part of ICT core
services. A record of all internet access is held with IP address, website address date and
time in the event of a review being required.
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No areas were identified for improvement.
3.4  The fourth objective was achieved in the following areas

o0 Evidence of automated alerts was found in the shared Service Management Toolset
deployed by Fujitsu. These security alerts are useful as ‘anonymized’ reporting does
not conflict with personal privacy and provides assurances for specific risk areas.
Alerts of potential security incidents were followed up by HC ICT Services Officers

0 Users can phone to ‘fast-track’ a request for advice or log a security incident if the
matter is urgent

0 Weekly service delivery meetings between Education Culture and Sports Service
(ECS) officers and Fujitsu provide a valuable forum for managing ECS ICT service
delivery in general.

This objective was not fully achieved in the following areas

0 There was no evidence available to confirm the automated alerts found in the filter
software management process met ECS Service requirements and definitions of risk

0 Schools gave mixed responses to the reporting and incident management of
Curriculum Internet Service use. Two of the twelve primary schools which responded
as having reported incidents were content with the service provided. Three of the
nine secondary schools had reported incidents and two of these were not content
with the response; a further school reported dissatisfaction of the monitoring service
in general terms

0 There was an on-going review of other software tools available for alerts to potential
areas of concern with Internet use, for example, risks of cyber-bullying. As
implementation of some reporting products may create a risk of infringement of
personal privacy, officers from Legal Services are involved in providing legal advice
as required.

4, Conclusion

4.1 In summary, this review found a pro-active and professionally led approach to security for
internet use by the Council. The high level Council ICT ECS Strategy includes a strategic
action plan to support schools meeting the Scottish Government’s five ‘ICT in Education’
objectives and the Modernising Government Agenda. This Strategic Action Plan has been
defined with a range of partners grouped in three key areas — Curriculum and Training,
Management Information and e-Safety. High level policies, user-awareness and training,
security software and technical tools act as controls against specific risk areas and assist in
securing the internet Service provided for pupils and staff.

4.1 The Curriculum Internet Service was found to be progressing forwards to meet increasing
demands for Highland schools to prepare children and young people for the future with ICT
Skills. High level policies, user-awareness and training, security software and technical
tools act as controls against specific risk areas and assist in securing the corporate internet
service provided for pupils and staff.

4.2 There are a total of 7 recommendations in this report, all at medium priority grade. Three
actions were agreed and fully completed during the audit period. The remaining actions
have agreed implementation dates ranging from one month to one starting in April 2015 at
commencement of new ICT contract.

5. Audit Opinion

5.1 The opinion is based upon, and limited to, the work performed in respect of the subject
under review. Internal Audit cannot provide total assurance that control weaknesses or
irregularities do not exist. It is the opinion that Substantial Assurance can be given in
that while there is a generally a sound system, there are areas of weakness which put
some of the system objectives at risk, and/ or there is evidence that the level of non-
compliance with some of the controls may put some of the system objectives at risk.
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