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General Business Continuity Plan (BCP)

Report by Director of Community Services

Summary

This report introduces the attached Council’'s Business Continuity Plan (BCP). This
plan identifies key business activities delivered by Council Services. It has been
prepared according to a methodology agreed by the Executive Leadership Team
which identifies key activities which must be maintained against a range of
timeframes. Services’ BCPs form an integral part of the Council’'s overall General
BCP. These plans have been approved by Services’ respective committees. Any
identified training for staff in the activation of the BCP will follow, as will testing and
periodic review.

1.1

1.2

2.1

2.2

Background

The General BCP has been drawn up in response to the requirements of the
Civil Contingencies Act but it also represents good business practice. It seeks
to identify how key activities will continue to be delivered during a major
incident. The requirement to have a BCP is identified in the Council's
Corporate Risk Register.

Key business activities were identified by working groups of managers in each
of the Services. These Service managers prepared a risk matrix which
identified and assessed the likelihood and impact of the loss of these activities.
The risk scoring which followed allowed these teams to rank these risks and to
prepare specific arrangements to mitigate them.

Approach

As agreed by the Executive Leadership Team, the approach throughout has
been to concentrate on consequences rather than trigger events, i.e. dealing
with overall impacts rather than concentrating on a wide range of scenarios;
for instance, key activities could be affected by a range of events that cause
loss of staff (e.g. widespread illness, industrial action, severe weather) but loss
of staff remains the outcome.

Business continuity planning has been a new activity for some managers and

there was a need to assist the working groups, particularly in carrying out a
business impact analysis. This element of the approach is fundamental in
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identifying those key areas which are priorities for the business.

3. Monitoring and Performance Reporting

3.1 Progress in further development of the BCP will be monitored periodically by
the Executive Leadership Team at no more than a quarterly interval and by

Internal Audit at no more than an annual basis.

3.2 Individual Service BCPs have been accepted by their respective committees
and are now an integral part of the Council’'s overall General BCP.

4, Implications

4.1 There are no Financial, Equalities, Rural or Carbon Clever impacts arising as a
direct result of this report.

4.2 Resource and Risk implications are noted throughout the General BCP itself.

4.3 There is a follow-on time commitment required to meet training and exercising
needs.

Recommendation
The Committee Council is asked to:

a) Approve the Council’'s General Business Continuity Plan.

Designation: Director of Community Services
Date: 10™ November 2015
Author: Emergency Planning & Business Continuity Manager
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A. The Civil Contingencies Act 2004:
http://lwww.cabinetoffice.gov.uk/content/civil-contingencies-act

B. The Civil Contingencies Act 2004 (Contingency Planning) (Scotland) Regulations 2005
http://www.legislation.qov.uk/ssi/2005/494/pdfs/ssi_20050494 en.pdf

C. Preparing Scotland — Scottish Guidance on Preparing for Emergencies:
http://www.readyscotland.org/ready-government/preparing-scotland/

D. The Business Continuity Institute Good Practice Guide 2013:
http:/www.thebci.org/index.php/resources/the-good-practice-guidelines (Updated August 2014)

1. THE STRUCTURE OF THIS PLAN

1.1. This plan defines the framework within which detailed Service BCPs are contained and implemented. These
Service BCPs form the bulk of this plan and are produced as Annexes to this plan.

1.2. The plan is based on continuing services which have been assessed and agreed as being the most critical to the
community we serve. These have been defined as ‘critical business areas’ and the plan is built around
safeguarding these activities and functions.

1.3. The Services’ BCPs section specifies what steps will be taken in the event of a threat to the continuity of our
business. They include our reliance on suppliers of services to the Council. Other sections of the plan cover co-
ordination, executive control, responsibilities, decision making and communication.

1.4. The full list of topics that are covered by this plan is as follows:

SECTION 2:  Executive Control. This section describes how executive management of the responses to a
major business interruption will be conducted by the Council.

SECTION 3:  Local Arrangements. This section deals with how the required levels of response identified in this
plan will be notified down to those who deliver critical services.

SECTION 4:  Roles and Responsibilities. This section describes the top level roles and responsibilities of the
response Council’s structure and emphasises the need for nominated deputes.
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SECTION 5:  Planning Assumptions. To plan effectively it is necessary to understand the consequences that
the plan must address. A range of generic consequences is described in this section and these
have been used to assess business impacts in the Business Impact Analysis (BIA) process.

SECTION 6:  Critical Business Areas. This section describes the critical business areas and the length of time
they can be interrupted without causing serious harm.

SECTION 7:  Framework for Strategic Decision Making. The framework for strategic decision making at the
different UK alert levels is defined here. A general business continuity plan is also defined, and a
number of general preparations and precautions are listed.

SECTION 8:  Service Business Continuity Plans. The baseline plan must be tailored to local circumstances
and this section describes how this is done.

SECTION 9:  Testing. This section describes how testing and validation of the plan will be conducted.

SECTION 10: Change Control and Formal Review. This section describes how configuration control will be
applied to this document. It also describes how amendments can be suggested, and how they
will be managed. Finally it lists the arrangements for periodic review of the plan.

EXECUTIVE CONTROL

Executive control of all Highland Council activities lies with the Council’s Corporate Emergency Management
Team (CEMT) which is chaired by the Chief Executive and consists of the Executive Leadership Team (ELT), or
their representatives, and the Corporate Communications Manager. Operational control will be through the
respective local managers and Ward Managers.

The Council's Corporate Emergency Management Team (CEMT) is responsible for:

e Providing the policy-making and corporate management function for the duration of any major business
interruption.

e Policy and structuring arrangements to deal with any long term consequences of any major business
interruption.

e Financial control of all expenditure incurred, by Highland Council.

® Providing spokespersons to respond to requests from the media for interviews and information.

e Keeping Elected Members and Council staff fully informed.

In the event of the business interruption being as a result of a wider major incident, the CEMT will need to assess
how any decisions made by the Highlands & Islands Local Resilience Partnership (HILRP) might be implemented
within the Council.

Effective implementation of the Council's general business continuity plan will likely demand cross-Service
working. This document provides a generic plan for the Council. Implementation of this plan is then organised on
a Service basis through relevant managers (the Depute Chief Executive will take responsibility for Headquarters
and the Service Centre). Service Directors will give support and advice to local managers in addition to their role
on the CEMT.

OFFICIAL
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There are many operational activities that are managed from Headquarters. In these instances Service Directors
will control the activities of those staff to allow critical services to be safeguarded. Heads of Service who have
responsibility for this kind of operational activity are to give support and advice to local managers. Normal
deputising arrangements should apply.

The Chief Executive will ensure that Members are informed of the measures being taken across the Council. If
necessary, local Members will be briefed on the activation of plans through the respective Ward Managers. If
Members have any particular concerns over the measures being taken that cannot be answered locally, the
Members are to be referred to the Chief Executive for advice.

An important aspect of management of the response to any serious business interruption will be communication
with the public. All public notifications will be managed through the Corporate Communications Manager.
Managers and staff are to refer all media enquiries to the Corporate Communications Manager. Day-to-day
contact from the public will be through the Service Centre, Service Points and the website in the first instance.

Full implementation of the plan may mean changes to work patterns and roles of Council staff. These changes will
be carried out in consultation with the Trade Unions. The Depute Chief Executive will inform Union officials at the
stage when such changes are being introduced. Staff are expected to co-operate with these changes. Wherever
possible, these changes will be pre-planned, on the basis of previous identification of suitable relief staff by Senior
Ward and local Service Managers.

LOCAL ARRANGEMENTS FOR NOTIFICATION

Service Directors are expected to implement any arrangements for sustaining critical services as and when the
local situation demands. Service Directors will keep the CEMT informed of the measures that have been actioned.
Flexibility in the response must be maintained.

As it is likely that a major business interruption will cross boundaries, Service Directors will be responsible for co-

ordinating and co-operating across these boundaries and will ensure that the CEMT is kept informed of any
widespread issues that are receiving wider co-ordination.

ROLES AND RESPONSIBILITIES

The Chief Executive retains executive authority for the management and deployment of Council resources during
a serious business interruption. The Chief Executive will exercise this authority through the CEMT.

Council Members may be invited to form an Emergency Committee, comprising 15 Members (including the
Convenor and Leader of the Council's Administration) and would be politically balanced. This Emergency
Committee will convene on an ad hoc basis to make decisions regarding the business interruption and to deal with
urgent items of Council business. The Committee may be convened virtually, using on-line means and/or video
conferencing. In all cases, the meetings will be minuted.

Council managers are likely to need relief at some stage in a protracted incident. For this reason, deputes need to
be identified, and nominated, who will have full executive authority should the lead officer be unavailable.

It is the duty of all Service Managers to safeguard the delivery of critical services and activities as far as is feasible.
Each Service has a number of critical services identified but co-operation and back-up from other Services is
expected where necessary. Where there is a conflict of priorities, the Chief Executive will determine priorities.
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PLANNING ASSUMPTIONS

This general business continuity plan aims to provide a framework for dealing with the following generic
consequences of a major business interruption:

a. Loss of Staff - Extensive staff shortages, including staff with specialist skills.
b. Loss of Buildings - Including building denial and serious building damage.

c. Loss of Communications - Significant and prolonged disruption of communications.

d. Lossof ICT - Significant and prolonged disruption of ICT.

e. Loss of Internet - Inability to access remotely.

f.  Loss of Utilities - Medium to long-term shortage of essential energy supplies.
g. Loss of Internal Supplier - Inability to provide critical services — interdependencies.

h. Loss of External Supplier - Breakdown or delay in external supply chains.

I.  Excess Demand - Overwhelming demand placed upon specialist staff (e.g. EHOs).
J. Loss of Critical or Sensitive Data - Inability to access or which may result in non-compliance.

k. Loss of Reputation - Actions or inactions which attract significant public criticism.
}

Loss of Compliance/Accreditation - Including breaches of legal duties (not applicable to all services).

It will be necessary to be flexible in our response, and to vary our response from day-to-day. Whilst the list above
applies to all Services, there are a few impacts which are specific to individual Services because of the nature of
their work.

Notwithstanding our efforts, it is likely that for short periods of time the demands upon our services will exceed our
ability to sustain all of the critical activities simultaneously. The Council's Corporate Emergency Management
Team (CEMT) will make decisions on which critical activities will be given priority and, in consultation with local
Service managers, will arrange for their implementation.

CRITICAL BUSINESS AREAS

Services have identified critical business areas within the Council, and have then grouped them according to how
long they can be interrupted without causing serious harm. These time categories are:

e Must be sustained 24/7.
e Can be interrupted for up to 3 days.
e Can be interrupted for up to 7 days.

These critical business areas are included in Annexes A to E in the form of Business Impact Analyses (BIAS). This
information will be kept up to date by the review and re-issuing of the Annexes when required.

Identification of an activity against a particular timescale does not imply that it is more important than those with
longer timescales. The timescale merely serves to illustrate how speedy the initial response must be if the activity
or service is likely to be interrupted.

It follows that if an activity or service is not included in these lists, then delivery of that activity may be suspended
to allow the critical activities and enablers to be sustained.

OFFICIAL
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/.  ERAMEWORK FOR STRATEGIC DECISION MAKING

7.1. Whilst a myriad of local decisions will be taken as local responses are implemented, it is also necessary to
establish the framework by which decisions will be taken at the strategic level. These will be necessary to
determine what is to be done on the larger issues, such as the closure of schools.

7.2. The BIAs list the critical business activities/services that must be sustained. It is envisaged that the Council will
keep its remaining activities and services going for as long as it can. However, there may well come a point where
the Council will have to close down the non-critical activities because, for example:

e There are insufficient staff.
e The staff have been diverted to critical activities.
e Fuel shortages constrain normal service delivery.

7.3. These decisions will often be best made at a strategic level. Furthermore, the decisions may well be influenced by
advice or direction from a national level.

7.4. Decisions will also have to be made about when and how activities and services should be re-started.

7.5. In the event of the business interruption being part of a larger major incident, the overall response will be

discussed in the HILRP? forum. The Chief Executive will communicate any agreed decisions to the CEMT.
However, as far as Council responsibilities are concerned, the Chief Executive, acting through the CEMT, is the
executive authority. Acting on advice from the HILRP and national authorities, the CEMT will make and
communicate to Service managers any necessary decisions and measures.

7.6. The CEMT may have a large range of issues to address and the following gives a flavour of some of the important
considerations in preparation for and recovery from a major business interruption.

PREPARATORY CONSIDERATIONS

«  Preparation, communication and maintenance of plans.
o  Briefing of Members and staff.

«  Training and authorisation of staff.

o  Review of stock levels.

o  Preparation and issue of communications.
o  Review of plans.

«  Review of preparedness.

«  Liaison with HILRP member organisations.
o  Briefing of Members and staff.

«  Training and authorisation of staff.

o Increasing stock levels.

L Hire - Highlands and Islands Local Resilience Partnership. Under the Civil Contingencies Act (2004), Category 1 responders, such as
Police, Fire and Rescue, Coastguard, SEPA , NHS Health boards and Local Authority services, are required to undertake multi-agency based
risk assessments and to plan for the response to, and recovery from, events or situations which may constitute a ‘major emergency'. The
Highlands and Islands Local Resilience Partnership, or HILRP, is one of eight such strategic, or “GOLD Command” multi-agency groups in
Scotland responsible for emergency planning, resilience and major emergency response and recovery. Each organisation within the HILRP is
also responsible for contributing to warning and informing members of the public of potential risks and how they can be better prepared in the
event of a major emergency.

OFFICIAL
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Increasing planned maintenance.
Preparation and issue of communications.

RECOVERY CONSIDERATIONS

Liaison with HILRP member organisations.

Briefing of Members and staff.

Resumption of normal Council committee business.
Resumption of routine meetings.

Lifting of travel restrictions.

Re-starting non-critical activities and services.
Re-opening of schools.

Re-opening of public buildings.

Re-provisioning stock levels.

7.7. General Measures. Some general preparations and precautions are given in the remainder of this Section.

7.8. There are common themes that can be seen in the generic measures, and which arise in a number of different
scenarios. Some of these are described below (but see also Para 5.1 above):

Shortage of skilled staff. Measures are needed to substitute for missing staff who have critical skills.
These may involve cross-training staff from other services; use of private-sector staff; use of voluntary
agencies, etc.

General shortage of staff. As above, but with the opportunity for greater flexibility in redeploying staff.
There may well still be training requirements prior to redeployment.

Loss of energy supplies. Measures are needed to cope with interruption to energy supplies, and these
can include the use of alternative energies; stockpiling, etc.

Breakdown of supply chains. Measures are needed that recognise that suppliers will also be affected
by a major incident. These might include the use of alternative suppliers; raising of stock levels;
installation of additional capacity, etc.

7.9.  General Preparations and Precautions. There are certain preparations and precautions that are general and

should be applied across the range of critical activities where appropriate. These may include:

Home Working. Service Directors are to make maximum use of home working arrangements and these
should be defined in their BCPs.

Access to Buildings. Council buildings and other facilities may be required as a resource for other than
their usual purposes. For this reason it is essential that Service managers maintain arrangements to
allow access to and operation of the buildings and facilities 24/7.

Flexible Working. It is expected that during a period of protracted severe weather staff will respond
positively to requests to undertake work outwith their normal range of duties. Trade Unions will be
consulted on arrangements.

Use of Previously-Employed or Retired Staff. The need for specialist skills may result in the need to
ask previously-employed or retired staff whether they are prepared to re-enter employment with the

OFFICIAL
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7.10.

8.1.
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Council to assist in sustaining critical services and activities.

Voluntary Organisations. Where there is a likelihood of a shortage of care staff, the use of voluntary
organisations should be considered and incorporated into Service plans where those organisations
have agreed to provide support.

Suppliers. Service managers should establish where possible that suppliers also have contingency
plans in place that will allow them to meet our needs.

ICT and Telephony. The Council has an increasing dependence on ICT and Telephony. Whilst there are

separate Business Continuity (BC)/Disaster Recovery (DR) arrangements for this specialism, there is cross-
over into this plan through individual service BCPs. ICT Services will provide advice and guidance to Services in
relation to the ICT elements of their individual plans and may further review contractual DR Service once
service plans are completed and when updated.

ICT DR Plan. This plan applies in any situation where some or all of the applications or systems
included in the contractual DR service based at the primary data centre are either lost or withdrawn and
the backup service in the secondary data centre is required to be activated.

DR Servers Capacity. The DR solution is designed to provide for the defined applications or systems
with up to 10% of their standard user concurrency (i.e. 10% of the total number of users of that system
or application. If there are BCP issues for Services which are very reliant on ICT and Telephony, then
Services will need to decide which system functions are to be used and/or specific staff who will use
them. Going beyond the 10% of their standard user concurrency will start to degrade the relevant DR
Service which may eventually fail. The exception to this, due to its criticality, is Outlook (email), which is
designed for 100% DR failover®.

Recovery of Interfaces. The DR Service does not include the recovery of interfaces between different
systems or applications, although this can be requested. Recovery of interfaces will incur additional
charges.

Services’ Business Priorities. Services must therefore identify clearly in their plans those elements of
ICT which are critical to their business continuity arrangements. This information must also be passed
to ICT Services to assist in defining business priorities for continued, but restricted, ICT operability.
Without feedback to ICT Services, it would be difficult to assess changing priorities for DR Service.

SERVICES’ BUSINESS CONTINUITY PLANS (BCPs)

The Services’ BCPs provide the detail of how this plan and the generic contingency measures are applied and are
maintained by the appropriate Service Director. The Council has robust but separate general response
arrangements for major incidents in the form of the General Emergency Plan. Specific major incidents may require
that both plans are invoked at the same time. In which case, there will be a need for the Council’s collective
response to be co-ordinated by Directors across a range of responses.

8.2. The Council's General BCP has been developed through a series of steps:

2 The exception to this, due to the criticality of the service, is Outlook (email). Data is mirrored in real time to two systems in different locations
containing identical information for all email users. If one system fails, the other system activates seamlessly; a process which has been
designed to cause no impact on the end user.
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e |dentification of which of our activities are business critical, and which are supporting activities.

e Grouping of these critical activities into those that must be sustained 24/7, or can be allowed to lapse for up
to 3 days, or up to 7 days.

e |dentification of the hazards that might cause us to be unable to deliver these critical activities. Hazards
include shortage of staff, loss of telephones, etc.

e Development of generic measures that could be deployed to overcome the effects of these hazards if they
occur.

These generic measures are developed into an action plan for dealing with each of the relevant hazards.
Services’ BCPs are detailed, with staff identified; contact details included; buildings identified; arrangements for
access to buildings made and listed; suppliers contacted; and so forth. Each Service BCP becomes a part of the
Council's General BCP.

These Service BCPs will include support from locally-based staff dedicated to operational activities that are usually
organised and managed directly from Headquarters. In these instances, Directors will control the activities of
those staff to allow critical services to be safeguarded. Directors will also liaise with local Service Managers and
Senior Ward Managers appropriately. Heads of Service who have responsibility for this kind of operational activity
will give support and advice to their respective Service Directors.

The Services’ BCPs are based on a standard template and will be similar from Service to Service, differing only in
the detail of how and where the critical activities will be sustained. Once completed, Service BCPs are reproduced
as separate documents due to their size (please refer to Annexes A to E).

Any queries on any particular Service BCP should be referred to the appropriate Service Director.

Budget Cover. The Director of Finance will identify cost codes and subjectives to be used when incurring
expenses directly caused by implementing this plan.

Emergency Expenditure. Service Directors are not to allow the maintenance of critical activities and services to be
constrained on purely financial grounds. In accordance with the Council’s Financial Regulations (June 2014), the
Chief Executive has the following delegated powers in respect of expenditure of an emergency nature:

9.4.1 To authorise expenditure of an urgent/emergency nature in consultation with the Director of Finance,
provided that the expenditure is reported to the first available meeting of the appropriate Committee.

9.4.2 To take such immediate action, as may be necessary, to protect the interests of the Council in relation to:
e Emergencies arising from industrial action
e Any other emergency which, in the opinion of the Chief Executive, in consultation with the appropriate
officers and elected Members, requires such action.

Recovery. In the event that there are significant recovery issues associated with the business interruption, the
Council will need to form a Recovery Working Group. The Head of Environmental & Regulatory Services (with the
assistance of the Environmental Health Manager) is the officer nominated to co-ordinate recovery on behalf of the
Chief Executive. Reference in the first instance should be made to the HILRP Recovery Guidance Document.

TESTING

The Services’ BCPs, along with their contingency measures, will be tested at regular intervals. The timing of tests
will be at the discretion of Service Directors, but the time interval between tests should not exceed 12 months.

OFFICIAL
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In each case the responsibility for conducting the tests lies with each Service Director. They will be required to
show that contingency measures are in place, are practicable, and that any necessary amendments have been
made to keep them up to date. They may agree co-ordinated tests with their colleague Service Directors. They
may also agree that tests should be limited to specific activities, provided that these restricted tests give a fair
measure of the effectiveness of the overall plan.

Because of the nature of most of the critical activities, a physical test involving a reduction in service level will be
impracticable. The expectation is therefore that tests will comprise a balanced mixture of table-top exercising and
actual auditing. (For example, if a contingency measure requires that certain staff should be trained in a new
activity, then this can be validated by examining the training records for these people).

To facilitate continuous improvement Service Directors will be expected to copy their test outcomes to the Chief

Executive, the Executive Leadership Team, and to the plan author. Naturally, Service Directors are to seek to
resolve any issues that arise from their testing.

CHANGE CONTROL

10.1. This plan is owned by the Chief Executive.

10.2. The Council's Emergency Planning & Business Continuity Manager is the author of the plan, and only this person

may issue new versions of the plan. The author will ensure that all new versions are brought to the attention of all
relevant staff.

10.3. Service Directors own their Service’s BCP and are expected to maintain the detail of them to reflect, for example,

changes in appointments or internal structures.

10.4. Council managers who perceive a need for change should contact the Council's Emergency Planning & Business

Continuity Manager. Changes that would affect the plan significantly will require the authorisation of the Chief
Executive.

OFFICIAL
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ANNEXES

A. Corporate Development @B

Annex A - Corporate
Development Service

B. Finance @B

Annex B - Finance
Services Service BCP.

C. Development & Infrastructure @B

Annex C -
Development & Infras

D. Care & Learning @B

Annex D - Care &
Learning Service BCP

E. Community Services @B

Annex E -
Community Services ¢
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ANNEX A

THE HIGHLAND COUNCIL

SERVICE BUSINESS CONTINUITY PLAN FOR CORPORATE DEVELOPMENT

BC Plan Owner: Michelle Morris, Depute Chief Executive & Director Corporate Development
Release Date: 06-05-2015
Review Date:  01-10-2015

Document Version: 0.2
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DISTRIBUTION LIST (to assist in updating and revising the plan, an up-to-date list of all plan holders and persons
supplied with a copy of the plan should be included)

Copy Number | Name Location

Corporate Development Senior Management Team | HQ

Digital Transformation HQ
Customer Services HQ
ICT Services HQ

REFERENCES AND RELATED DOCUMENTS

Document Titles

Fujitsu ICT Contract; Vodafone Pathfinder North Contract; SWAN Contract

THC BCDR_Plan-v2; Customer Services Service Centre Business Continuity Plan v1.1

National Records of Scotland (NRS) Civil Emergency Procedures (2013); NRS Instructions to Registrars in the event
of a Disaster in a Registration Office.
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AMENDMENT LIST
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Amendment
endme Reason for Amendment By Whom
Number
0.1 First draft T Brown, ICT Service Officer
0.2 General review T Brown, ICT Service Officer

Process Owners

0.3 (pending)

General review

Corporate Development Senior Management

1.0 (pending)

Final document
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SERVICE BUSINESS CONTINUITY PLAN

1. AIM. The aim of the Service Business Continuity Plan (BCP) is to maintain the delivery of key services within critical business areas in
the event of a major incident.

2. OBJECTIVES. The BCP has several inter-related objectives, namely to;

« Identify and prioritise critical business areas,

« Complete a business impact analysis,

« Identify where mitigatory actions or risk reduction can be applied,

« Detail the immediate response to a major incident, and

« Review and update the plan on a regular basis or in light of a real incident.

3. CONSEQUENCES. The Service BCP identifies the actions required to deal with a range of risks to a number of identified critical
business areas. These risks have been identified on the basis of consequences rather than trigger events since, for instance, “loss of
staff”” can arise from a number of different triggers (e.g. industrial action, iliness, severe weather). The BCP therefore focusses on
consequence management.

4. CRITICAL BUSINESS AREAS. Critical business areas have been identified through conducting a Business Impact Analysis (BIA) for
the Service. The BIA is an integral part of the Service BC Plan since it identifies the relative importance of each critical business area
and also ranks these on the basis of those critical business areas which;

« Must be kept functioning 24/7 if immediate serious consequences are to be avoided,
« Could accept a business interruption of up to 3 days before having serious consequences, and
« Could accept a business interruption of up to 7 days before having serious consequences.

5. ACTION PLANNING. The BIA also assesses the likelihood of any particular risk occurring and ranks the risk accordingly. A series of
action plans, for dealing with each of these risks to the delivery of critical services and activities, is required.
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CORPORATE DEVELOPMENT SERVICE - BUSINESS IMPACT ANALYSIS (BIA) TABLE
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Provision of Y T
CDO01 Internet Service N N Y Y N 4.4=16 N N Y N Vicki Nairn
Provision of Y Y Y Y Y L .
CDOZ | senvice Centre IPETE 24-5 [ Y n 44=16 45=20 3,4=12 B Vicki Nairn
Provision of WAN Y
Deaths L
CD 04 Registration N N N N 34_12 34 12 14=4 Vicki Nairn
Up To 3 Days
CD 05 CRM System 4.2-8 N Y 4.2=8 Y 41=4 N 4.2-8 N Vicki Nairn
Provision of HR Y Y Y
CD 06 Service 12=2 N N 4.2=8 N 41=4 N N N 3.4=12 N N John Batchelor
Access to Critical Y Y Y . .
Provision of Legal Y Y Y Y
CD 08 Services 12=2 N Y 4.2=8 Y 41=4 N N N Stewart Fraser
Up To 7 Days
None ldentified
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CRITICAL BUSINESS AREA

24]7
CD 01 Provision of
Internet Service

CRITICAL BUSINESS
24[7
CD 02 Provision of
Service Centre

Risk
description as
listed in the
General BCP

OFFICIAL

Description of preventative or mitigatory
measures. Where these are not in place,
they must be addressed in an appropriate
action plan.

Description of contingency arrangements.
Where these are not in place, they must be
addressed in an appropriate action plan.

Loss of ICT

¢ Contractual break/fix arrangements for the
ICT Contract (schedule 8), PfN contract
(part 2.2) and Jadu contract (SLA Matrix)
for short term losses.

e Contractual Disaster Recover/ Business
Continuity arrangements - ICT Contract
(schedule 9) and PfN contract (part 7.6) for
long term losses.

o SSE failover between Mountain and East
Coast trunk routes.

e Agreed breakout arrangements.

e Manual activation of Jadu failover to
Disaster Recovery site.

e Agreed ICT Business Continuity plan in
place.

Loss of
Utilities

¢ Re-route of internet traffic through Nevis
House if experiencing power issues at HQ.
o Agreed breakout arrangements.

Risk Risk

Number Rating

as listed in | taken

the BIA from the
BIA

CD-01d

CD-01h 16

AREA

Risk Risk

Loss of
External
Suppliers

Risk
description as
listed in the
General BCP

¢ As part of Procurement and ongoing
contract management, the financial status
of prospective and existing companies is
scored for credibility and stability.

¢ BC Plans in place by ICT Contractors.

Description of preventative or mitigatory
measures. Where these are not in place,
they must be addressed in an appropriate
action plan.

Description of contingency arrangements.
Where these are not in place, they must be
addressed in an appropriate action plan.

Number Rating
as listed in | taken
the BIA from the

BIA
CD-02a

Loss of Staff

o Agreed Customer Services Business
Continuity plan in place.
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CD-02b

CD-02d

CD-02f

CD-02h

CD-02i

CD-02]

e Agreed Customer Services Business

Loss of o ) .
Building Continuity plan in place for relocation to
Emergency Planning bunker

e Contractual break/fix arrangements ICT e Agreed Customer Services Business
Contract (schedule 8) and PfN contract Continuity plan in place.

(part 2.2) for short term losses. e Agreed ICT Business Continuity plan in

e Contractual Disaster Recover/ Business place.

Loss of ICT Continuity arrangements - ICT Contract
(schedule 9) and PfN contract (part 7.6) for
long term losses.

¢ Agreed Business Continuity plans (ELSA)
in place with BT for telephony failures.

Loss of ¢ Stand-by generator and UES facility in the . Agregd _Custom_er Services Business
Utilities event of loss of power on site. Continuity plan in place.

* Regular fuel checks for generator. e Contact Scottish Water and/or SEPA.

¢ As part of Procurement and ongoing
Loss of contract management, the financial status
External of prospective and existing companies is
Suppliers scored for credibility and stability.

¢ ICT Contractors BC Plans in place.

Excess o Agreed Customer Services Business
Demand Continuity plan in place.

e Contractual backup and data restoration e Service Description 27 (Backup Service)
arrangements ICT Contract (Schedule 1) and Service Description 44 (CRM) detailing
and Disaster Recovery arrangements ICT back-up and data restoration specific to
Contract (Schedule 9) CRM system.

¢ Laptop and USB encryption service

Loss of enabled to prevent accidental data loss.
Critical or ¢ Blackberry secure wipe process.

Sensitive Data

e GCSX routing of emailed data between
Government agencies.
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CRITICAL BUSINESS AREA

24]7
CD 03 Provision of
WAN and LAN

Risk Risk

Number Rating

as listed in | taken

the BIA from the
BIA

CD-03b

CD-03d

CD-03f

CD-03h 16

Risk
description as
listed in the
General BCP

OFFICIAL

Description of preventative or mitigatory
measures. Where these are not in place,
they must be addressed in an appropriate
action plan.

Description of contingency arrangements.
Where these are not in place, they must be
addressed in an appropriate action plan.

Loss of
Buildings

¢ HQ & Nevis House. Capacity to maintain
Corporate Internet connection through re-
routing if one of them is unavailable.

e Identify and agree breakout arrangements.

« |dentify, reschedule or relocate critical Council
or Hosted meetings.

¢ Rebuild infrastructure in separate location
in event of major loss (RFS).

¢ Salvage equipment if building is accessible
(RFS).

Loss of ICT

e Contractual break/fix arrangements for the
ICT Contract (schedule 8) and PfN contract
(part 2.2) for short term losses.

e Contractual Disaster Recover/ Business
Continuity arrangements - ICT Contract
(schedule 9) and PfN contract (part 7.6) for
long term losses.

« Contractual escalation for incidents that cannot
be managed as part of the standard break/fix
process for medium term losses.

¢ SSE failover between Mountain and East
Coast trunk routes.

o |[dentify and agree breakout arrangements.
o Agreed ICT Business Continuity plan in
place.

Loss of
Utilities

¢ Reroute of Corporate Internet traffic
through Nevis House if experiencing power
issues at HQ.

o Identify and agree breakout arrangements.

Loss of
External
Suppliers

¢ As part of Procurement and ongoing
contract management, the financial status
of prospective and existing companies is
scored for credibility and stability.

¢ BC Plans in place by ICT Contractors.

OFFICIAL
Page 8 of 26

Document in Comm\Resources Committee 2014\Reports\2015\2015.11.25\Item 13b HC General BCP Complete with Embedded Annexes.docx






CD-03l

CRITICAL BUSINESS AREA

24]7
CD 04 Provision of
Deaths Registration

16

OFFICIAL

Loss of
Compliance
and/or
Accreditation

¢ Agreed action plans for maintaining PSN
accreditation.

¢ Annual ICT Health Checks.

¢ Ad-hoc pen testing

e Disclosure checks for relevant staff.

Risk Risk Risk Description of preventative or mitigatory Description of contingency arrangements.
Number Rating description as measures. Where these are not in place, Where these are not in place, they must be
as listed in | taken listed in the they must be addressed in an appropriate addressed in an appropriate action plan.
the BIA from the | General BCP action plan.
BIA
e Document Business Continuity procedures
specific to Service Points.
CA-04a 2 Loss of Staff e Agreed National Records Scotland
procedures in place.
e Document Business Continuity procedures
CA-04f 4 Lols.s. of specific to Service Points.
Utilities ¢ Agreed National Records Scotland
procedures in place.
e Document Business Continuity procedures
CD-04i Excess specific to Service Points.
Demand ¢ Agreed National Records Scotland
procedures in place.
Loss of ¢ Contractual arrangements with National
CD-04j Critical or Records Office. -
Sensitive Data | Agreed procedures for manually filing data
to secure storage.
¢ Agreed action plans for maintaining PSN
Loss of accreditation.
Compliance ¢ Annual ICT Health Checks.
CD-04l 4 and/or ¢ Ad-hoc pen testing

Accreditation

e Disclosure checks for relevant staff.
¢ Adherence to proscribed business
processes.
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CRITICAL BUSINESS AREA

UP TO 3 DAYS
CD 05 Provision of Risk Risk Risk Description of measures. Where these are Description of arrangements. Where these
i inti not in place, they must be addressed in an are not in place, they must be addressed in
CRM SyStem :sulrrs?ee(; tRaaktel?]g gg?.(;rtlgg?: appror?riate acti())/n plan. an approp?iate actio)rq plan.
in the from the | the General
BIA BIA BCP
CD-05a 8 Loss of Staff . Docu_ment Business C_Zontinuity procedures
specific to Service Points
e Contractual break/fix arrangements ICT e Document Business Continuity procedures
Contract (schedule 8) and PfN contract specific to Service Points
(part 2.2) for short term losses. e Agreed ICT Business Continuity plan in
CD-05d 8 Loss of ICT ¢ Contractual Disaster Recover/ Business place.
Continuity arrangements - ICT Contract e Agreed manual process in place.
(schedule 9) and PfN contract (part 7.6) for
long term losses.
Loss of ¢ Stand-by generator and UPS facility in the . Docu_ment Business Cpntinuity procedures
CD-05f 4 Utilities event of loss of power at Service Centre. specific to Service Points
¢ Regular fuel checks for generator.
¢ As part of Procurement and ongoing
Loss of contract management, the financial status
CD-05h 8 External of prospective and existing companies is
Suppliers scored for credibility and stability.
¢ BC Plans in place by ICT Contractors.
CRITICAL BUSINESS AREA
UP TO 3 DAYS
CD 06 Provision of Risk Risk Risk Description of measures. Where these are Description of arrangements. Where these
HR Service Number | Rating description not in pl_ace, thgy mlljst be addressed in an are not in p_Iace, they mlust be addressed in
as listed [taken as listed in appropriate action plan. an appropriate action plan.
in the from the | the General
BIA BIA BCP
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o Identification of critical tasks ¢ Validated call-out details for key staff.
o Allocation of critical tasks ¢ Describe the call-out arrangements within
« Confirmation obtained from third party suppliers the Service BCP.
CD 06a 2 Loss of Staff and contact details checked . Ensur'e contact information 'for key staff is
« Identify critical areas of ICT access and prepare | contained within the Council's Emergency
User Management template for temporary staff. Communications Directory
o Identify possible third party advisers from
public sector/private sector
o [dentification of any critical ICT in liaison Agreed ICT Business Continuity plan in
with Digital transformation. place.
o Contractual break/fix arrangements for the
ICT Contract (schedule 8) and PfN contract
(part 2.2) for short term losses.
¢ Contractual Disaster Recover/ Business
CD o6d 8 Loss of ICT Continuity arrangements - ICT Contract
(schedule 9) and PfN contract (part 7.6) for
long term losses.
¢ Contractual escalation for incidents that
cannot be managed as part of the standard
break/fix process for medium term losses.
CD 06f 4 IL_J(t)IISIfI eOsf o I[dentify and agree breakout arrangements.

CD 06k

Loss of Critical
or Sensitive
Data

e Contractual backup and data restoration
arrangements ICT Contract (Schedule 1)
and Disaster Recovery arrangements ICT
Contract (Schedule 9).

¢ Laptop and USB encryption service
enabled to prevent accidental data loss.

¢ Blackberry secure wipe process.

¢ Hard copies of critical or sensitive data
shall be stored securely in locked cabinets
or safes at the end of each working day.

o Hard copies of critical or sensitive data not
required for archiving, will be shredded
immediately.

e GCSX routing of emailed data between
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Government agencies.

CRITICAL BUSINESS AREA
UP TO 3 DAYS
CD 07 Access to Risk Risk Risk Description of measures. Where these are Description of arrangements. Where these
itical Number | Rating description not in pl_ace, thgy must be addressed in an are not in p_Iace, th_ey must be addressed in
Critical Data as listed EKeR as listed in appropriate action plan. an appropriate action plan.
in the from the | the General
BIA BIA BCP
e Contractual break/fix arrangements ICT o |[dentify and agree breakout arrangements.
Contract (schedule 8) and PfN contract e Agreed ICT Business Continuity plan in
(part 2.2) for short term losses. place.
¢ Contractual Disaster Recover/ Business
Continuity arrangements - ICT Contract
(schedule 9) and PfN contract (part 7.6) for
long term losses.
CD-07d Loss of ICT « Contractual escalation for incidents that cannot
be managed as part of the standard break/fix
process for medium term losses.
e SSE failover between Mountain and East
Coast trunk routes.
o Contractual back-up arrangements for any
data stored within the Fujitsu Data Centres.
Loss of ¢ Reroute of Cprporate .Internet. traf_fic o |[dentify and agree breakout arrangements.
CD-07f Utilities through Nevis House if experiencing power
issues at HQ.
e As part of Procurement and ongoing .
Loss of contract management, the financial status
CD-07h External of prospective gngl existing companies is
Suppliers scored for_credlblhty and stability.
¢ BC Plans in place by ICT Contractors.
CD-07j Loss of e Contractual backup and data restoration .
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CRITICAL BUSINESS AREA

UP TO 3 DAYS
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Critical or

Sensitive Data

arrangements ICT Contract (Schedule 1)
and Disaster Recovery arrangements ICT
Contract (Schedule 9).

e Laptop and USB encryption service
enabled to prevent accidental data loss.

¢ Blackberry secure wipe process.

o Hard copies of critical or sensitive data
shall be stored securely in locked cabinets
or safes at the end of each working day.

e Hard copies of critical or sensitive data not
required for archiving, will be shredded
immediately.

o GCSX routing of emailed data between
Government agencies.

CD 08 Provision of
Legal Service

Risk Risk Risk Description of measures. Where these are Description of arrangements. Where these
Number | Rating description not in pl_ace, thgy must be addressed in an are not in p_Iace, th_ey must be addressed in
as listed [EKER as listed in appropriate action plan. an appropriate action plan.
in the from the | the General
BIA BIA BCP
o [dentification of critical tasks ¢ Validated call-out details for key staff.
o Allocation of critical tasks ¢ Describe the call-out arrangements within
¢ Confirmation obtained from third party the Service BCP.
CD 08a 2 Loss of Staff suppliers and contact details checked ¢ Ensure contact information for key staff is
o |dentify critical areas of ICT access and contained within the Council’'s Emergency
prepare User Management template for Communications Directory
temporary staff. o |dentify possible third party advisers from
public sector/private sector
o [dentification of any critical ICT in liaison e Agreed ICT Business Continuity plan in
with Digital transformation place.
¢ Contractual break/fix arrangements for the
CD o&d 8 Loss of ICT ICT Contract (schedule 8) and PfN contract

(part 2.2) for short term losses.
¢ Contractual Disaster Recover/ Business
Continuity arrangements - ICT Contract
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(schedule 9) and PfN contract (part 7.6) for
long term losses.

o Contractual escalation for incidents that
cannot be managed as part of the standard
break/fix process for medium term losses.

CD 08f 4

Loss of
Utilities

o |[dentify and agree breakout arrangements.

CD 08k

Loss of Critical
or Sensitive
Data

e Contractual backup and data restoration
arrangements ICT Contract (Schedule 1)
and Disaster Recovery arrangements ICT
Contract (Schedule 9).

e Laptop and USB encryption service
enabled to prevent accidental data loss.

¢ Blackberry secure wipe process.

o Hard copies of critical or sensitive data
shall be stored securely in locked cabinets
or safes at the end of each working day.

¢ Hard copies of critical or sensitive data not
required for archiving, will be shredded
immediately.

o GCSX routing of emailed data between
Government agencies.
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Outstanding Actions for Corporate Development Business Continuity Plan

Lead Service: Corporate Development
Lead Officer: Trish Brown W: 01463 216676 E: trish.brown@highland.gov.uk
Mitigation Critical Business Area Lead Officer Target date Date completed
Measure 1 Identification of any critical ICT in liaison | CD 06d John Batchelor July 2015
with Digital transformation. CD 08d Stewart Fraser
Measure 2 Enable laptop user s for Remote Access | CD 07d Vicki Nairn August 2015
if not already enabled. CD 07f
Measure 3 Identify staff for re-location. CD03b, d, f Vicki Nairn July 2015
(laptop users - mobility) (if telephony CDO07d, f Vicki Nairn
unaffected, staff may need to remain on | cp o6f John Batchelor
site) CD o7d Stewart Fraser
CD 08f Stewart Fraser
Measure 4 Identify alternative locations for re- CD03b, d, f Vicki Nairn July 2015
deployment of staff CD 07d, f Vicki Nairn
(e.g. Archive Centre; Service Centre; CD 06f John Batchelor
prn Hous_e, C(_)unty Buildings; CD 07d Stewart Fraser
Kinmylies; libraries; Home)
CD 08f Stewart Fraser
Measure 5 To identify and make available necessary | CD 06a John Batchelor July 2015
equipment to allow additional members CD 08a Stewart Fraser
of staff to work flexibly in the short term.
Measure 6 In case of telephony failure, identify CD 03b, d Vicki Nairn June 2015
critical telephony numbers for divertand | cp o7d
divert location.
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Measure 7 Identify, reschedule or relocate critical CD 03b Stewart Fraser August 2015
Council or Hosted meetings CD 07d

Measure 8 Identification and allocation of critical CD 06a John Batchelor July 2015
tasks CD 08a Stewart Fraser

Measure 9 To identify appropriate back up CD 06a John Batchelor July 2015
measures or alternatives to ensure CD 08a Stewart Fraser
critical tasks will continue to be delivered

Measure 10 | Validate call-out details for key staff CD 06a John Batchelor June 2015

CD 08a Stewart Fraser
Measure 11 | Describe call out arrangements CD 06a John Batchelor June 2015
CD 08a Stewart Fraser

Measure 12 | Ensure contact information for key staff is | CD 06a John Batchelor June 2015
contained within the Council’s CD 08a Stewart Fraser
Emergency Communications Directory

Measure 13 | Identify possible Third Party advisers CD 0O6a John Batchelor July 2015
from the public sector/ private sector CD 08a Stewart Fraser

Measure 14 | Confirmation obtained from third party CD 0O6a John Batchelor July 2015
suppliers and contact details checked CD 08a Stewart Fraser

Measure 15 | Identify critical areas of ICT access and CD 0O6a John Batchelor July 2015
prepare User Management template for | cp 08a Stewart Fraser
temporary staff.

Measure 16 | Document Business Continuity CD 04a, f, i Tina Page July 2015
procedures specific to Service Points CD 05a, d, f
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INCIDENT RESPONSE PLAN (This is to prepare for a timely response to critical incidents and reduce the impact of those incidents on your business
operations as identified in your risk assessment. It also prepares key personnel to provide and coordinate an effective response to ensure minimal disruption to
business operations in the event of emergency. The following provides an example of the type of information, including checklists, you might include when planning
your response to a critical incident. These together would form your Incident Response Plan.)

Immediate Response Checklist

INCIDENT RESPONSE ACTIONS TAKEN REMARKS

AN

Have you:

o assessed the severity of the incident?

e evacuated the site if necessary?

e accounted for everyone?

¢ identified any injuries to persons?

¢ contacted Emergency Services if necessary?

e started an Event Log?

e activated your response plane?

e activated staff members and resources?

e appointed a spokesperson?

e gained more information as a priority?

e briefed team members on incident?

co0o00o000D00D00

¢ allocated specific roles and responsibilities?
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¢ identified any damage?

e identified critical business activities that have been
disrupted?

¢ briefed your Service Director?

o kept staff informed?

e contacted key stakeholders?

e understood and complied with any regulatory/compliance
requirements?

U0 00000

¢ initiated media/public relations response?
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ROLES AND RESPONSIBILITIES This table allows you to assign responsibility for completion of each task to one of your designated roles. You will then

assign each role, or multiple roles, to one or more staff members and assign back-up staff as appropriate. The staff members involved should then be given this table
in order to understand their roles and as a task assignment list for completion of pre-emergency planning and emergency tasks.

Role Designated Employee(s) Alternate/Delegated authority
Head of Digital Name: Vicki Nairn Name: Tina Page
Transformation Contact Information: (01463) 702848 Contact Information: (01463) 702707

Emergency Responsibilities:
e ensure the Business Continuity Plan for risk CD 01; CD 02; CD 04 or CD 05 has been activated
e oversee smooth implementation of the response and recovery section of the plan
e determine the need for and activate the use of an alternate operation site and other continuity tasks
e communicate with key stakeholders as needed
e provide important information to the Communication Officer for distribution

e keep key staff apprised of any changes to situation.

Role Designated Employee(s) Alternate/Delegated authority
Customer Service Name: Tina Page Name: Darren Macleod
Manager Contact Information: (01463) 702707 Contact Information: (01463) 702707

Emergency Responsibilities with delegated authority to:
e ensure the Business Continuity Plan for risk CD 01 has been activated
e oversee smooth implementation of the response and recovery section of the plan
e determine the need for and activate the use of an alternate operation site and other continuity tasks
e communicate with key stakeholders as needed
e provide important information to the Communication Officer for distribution

e keep key staff apprised of any changes to situation.
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Role

Designated Employee(s)

Alternate/Delegated authority

Customer Service
Manager

Name: Tina Page
Contact Information: (01463) 702707

Name: Moira Grant

Contact Information:

(01463) 702707

Name: Ralph Reid
Contact Information:
(01349) 886776

Emergency Responsibilities with delegated authority to:
e ensure the Business Continuity Plan for risk CD 02 has been activated

e oversee smooth implementation of the response and recovery section of the plan

e determine the need for and activate the use of an alternate operation site and other continuity tasks
e communicate with key stakeholders as needed
e provide important information to the Communication Officer for distribution

o keep key staff apprised of any changes to situation.

Role

Designated Employee(s)

Alternate/Delegated authority

Customer Service
Manager

Name: Tina Page
Contact Information: (01463) 702707

Name: Moira Grant

Contact Information:

(01463) 702707

Name: Diane Minty
Contact Information:
(01463) 256402

Emergency Responsibilities with delegated authority to:
e ensure the Business Continuity Plan for risk CD 04 has been activated

e oversee smooth implementation of the response and recovery section of the plan

e determine the need for and activate the use of an alternate operation site and other continuity tasks
e communicate with key stakeholders as needed
e provide important information to the Communication Officer for distribution

e keep key staff apprised of any changes to situation.

Role

Designated Employee(s)

Alternate/Delegated authority

Customer Service

Name: Tina Page

Name: Moira Grant
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Manager Contact Information: (01463) 702707 Contact Information: (01463) 702707

Emergency Responsibilities with delegated authority to:
e ensure the Business Continuity Plan for risk CD 05 has been activated
e oversee smooth implementation of the response and recovery section of the plan
e determine the need for and activate the use of an alternate operation site and other continuity tasks
e communicate with key stakeholders as needed
e provide important information to the Communication Officer for distribution

e keep key staff apprised of any changes to situation.

Role Designated Employee(s) Alternate/Delegated authority
Head of Digital Name: Vicki Nairn Name: John Grieve
Transformation Contact Information: (01463) 702848 Contact Information: (01463) 702741

Emergency Responsibilities:
e ensure the Business Continuity Plan for risk CD 03 or CD 07 has been activated
e oversee smooth implementation of the response and recovery section of the plan
e determine the need for and activate the use of an alternate operation site and other continuity tasks
e communicate with key stakeholders as needed
e provide important information to the Communication Officer for distribution

e keep key staff apprised of any changes to situation.

Role Designated Employee(s) Alternate/Delegated authority
Corporate ICT Manager | Name: John Grieve Name: Jon Shepherd Name: Linda Johnstone
Contact Information: (01463) 702741 Contact Information: Contact Information:
(01463) 216636 (01463) 216696

Emergency Responsibilities with delegated authority to:
e ensure the Business Continuity Plan for risk CD 03 or CD 07 has been activated
e oversee smooth implementation of the response and recovery section of the plan
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e determine the need for and activate the use of an alternate operation site and other continuity tasks
e communicate with key stakeholders as needed
e provide important information to the Communication Officer for distribution

e keep key staff apprised of any changes to situation.

Role Designated Employee(s) Alternate/Delegated authority
Head of Corporate Name: Stewart Fraser Name: Julie MacLennan Name: Fiona Malcolm
Governance Contact Information: 01463 702112 Contact Information: Contact Information:
(01463) 702118 (01463) 702114

Emergency Responsibilities:
e ensure the Business Continuity Plan for risk CD-08 and CD-07 (for Committee Services) has been activated
e oversee smooth implementation of the response and recovery section of the plan
e determine the need for and activate the use of an alternate operation site and other continuity tasks
e communicate with key stakeholders as needed
e provide important information to the Communication Officer for distribution
e keep key staff apprised of any changes to situation.

Role Designated Employee(s) Alternate/Delegated authority
Head of People & Name: John Batchelor Name: Murdo MacDonald Name: Elaine Barrie
Performance Contact Information: (01463) 702056 Contact Information: Contact Information:
(01463) 702028 (01463) 702003

Emergency Responsibilities:
e ensure the Business Continuity Plan for risk CD-06 has been activated
e oversee smooth implementation of the response and recovery section of the plan
e determine the need for and activate the use of an alternate operation site and other continuity tasks

OFFICIAL
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e communicate with key stakeholders as needed
e provide important information to the Communication Officer for distribution

o keep key staff apprised of any changes to situation.

KEY CONTACT LISTS - Internal

Contact number/s

Responsibilities

. . (01463) 702845 : . .

Michelle Morris M: 07500101656 Michelle.Morris@highland.gov.uk All plans

CD 01

CD 02

Vicki Nairn (01463) 702848 Vicki.Nairn@highland.gov.uk CD 03

CD 04

CD 05

John Batchelor (01463) 702056 John.Batchelor@highland.gov.uk CD 06

Murdo Macdonald (01463) 702028 Murdo.Macdonald@highland.gov.uk CD 06

, , (01463) 702003 : , .

Elaine Barrie M: 07872 382214 Elaine.Barrie@highland.gov.uk CD 06
Stewart Fraser (01463) 702112 Stewart.Fraser@highland.gov.uk gg 8573 d

Julie MacLennan (01463) 702118 Julie.Maclennan@highland.gov.uk g[D)ggd

Fiona Malcolm (01463) 702114 Fiona.Malcolm@highland.gov.uk ggggd

CDh o1

. (01463) 702707 : . CD 02

Tina Page M: 07748 148035 Tina.Page@highland.gov.uk CD 04

CD 05

Darren MacLeod (01463) 702707 Darren.Macleod@highland.gov.uk CD 01

M: 07818 520122
Ralph Reid (01349) 886776 Ralph.Reid@highland.gov.uk CD 02
M: 07716 623666
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Diane Minty (01463) 256402 Diane.Minty@highland.gov.uk CD 05
M: 07818 588203

Moira Grant (01463) 702707 Moira.Grant@highland.gov.uk CD 04

. (01463) 702741 : . CD 03

John Grieve M: 07557 480844 John.Grieve@highland.gov.uk CD 07

(01463) 216636 . CD 03

Jon Shepherd M: 07733 301919 Jon.Shepherd@highland.gov.uk CD 07

. (01463) 216696 . . CD 03

Linda Johnstone M: 07786 171705 Linda.Johnstone@highland.gov.uk CD 07
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KEY CONTACT LISTS - External

Key Suppliers
Suppliers

Contact

Fujitsu Services:
Catriona MacDonald, Account Director

Also for third parties:
KANA (CRM); Netcall (Service Centre); Jadu (Website)
Northgate Arinso (HR/Payroll)

Contact number/s

Mobile: (07867) 822314

Vodafone (Pathfinder):
Martin Thomson, Service Manager

Vodafone (Mobile telephony):
Norman Yuill, Corporate Account Development Manager -
Public Sector

Mobile: 07909 978554

Mobile: 07836 241118

Capita:
Contact details to be confirmed

British Telecom:
Alex Swart, Account Manager

Tel. (01977) 592376
Mobile 07850 753037

HR Agency

Global Highland:
Action Plan Measure 14

Facilities Management HQ

Yvonne Henderson
Barry Kane

Tel. (01463) 216638
Tel. (01463) 702280
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EVENT LOG (Use the Event Log to record information, decision and actions in the period immediately following the critical event or
incident. Blank copies of the table should be printed off as required)

Date

Time

Information / Decisions / Actions

Initials

Activate Business Continuity Plan.
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ANNEX B

THE HIGHLAND COUNCIL

SERVICE BUSINESS CONTINUITY PLAN FOR FINANCE SERVICE

BC Plan Owner: Derek Yule, Director of Finance
Release Date: 28 05 2015
Review Date: 28 05 2016
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DISTRIBUTION LIST

Copy Number | Name

Location

1 Finance Senior Management Team Headquarters, Glenurquhart Road
2 Corporate Finance Team Headquarters, Glenurquhart Road
3 Revenues and Business Support Team Headquarters, Glenurquhart Road

REFERENCES AND RELATED DOCUMENTS

Document Title

The Highland Council General Business Continuity Plan Version 1.5

The Finance Business Impact Assessment Table
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AMENDMENT LIST

Amendment
Reason for Amendment By Whom
Number
V1 Issued to Resources Committee for approval Allan Gunn
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FINANCE SERVICE BUSINESS CONTINUITY PLAN

1.

AIM. The aim of the Finance Service Business Continuity Plan (BCP) is to maintain the delivery of key services within critical business
areas in the event of a major incident.

. OBJECTIVES. The BCP has several inter-related objectives, namely to;

« Identify and prioritise critical business areas,

« Complete a business impact analysis,

« Identify where mitigatory actions or risk reduction can be applied,

« Detail the immediate response to a major incident, and

« Review and update the plan on a regular basis or in light of a real incident.

. CONSEQUENCES. The Finance Service BCP identifies the actions required to deal with a range of risks to a number of identified

critical business areas. These risks have been identified on the basis of consequences rather than trigger events since, for instance,
“loss of staff” can arise from a number of different triggers (e.g. industrial action, illness, severe weather). The BCP therefore focusses
on consequence management.

. CRITICAL BUSINESS AREAS. Critical business areas have been identified through conducting a Business Impact Analysis (BIA) for

the Finance Service. The BIA is an integral part of the Finance Service BC Plan since it identifies the relative importance of each critical
business area and also ranks these on the basis of those critical business areas which;

« Must be kept functioning 24/7 if immediate serious consequences are to be avoided,
« Could accept a business interruption of up to 3 days before having serious consequences, and
« Could accept a business interruption of up to 7 days before having serious consequences.

.ACTION PLANNING. The BIA also assesses the likelihood of any particular risk occurring and ranks the risk accordingly. A series of

action plans, for dealing with each of these risks to the delivery of critical services and activities, is required.
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FINANCE SERVICE BUSINESS IMPACT ANALYSIS (BIA) TABLE

o
0 n o ©
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o = = @© o = o e = = @ a
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IS m o o ° g o o o o= o = 2 S o g
=} — o o ) n
= 5 ? ? » E ? ? ? e | 0o 3] B o ? o}
> O w o o o o o o o o> o> = o o ~
7 20 — — 10 — — — 10 10 w 10 — 7
x O< a. b. C. d e. f h. i k. e
Monthly Payroll Production .
2,4=8 2,4=8 2,4=8 1,5=5 3.4=12 David Robertson
FIN 02 | Housing Benefit Payments Y N N Y Y Y N N N Y
2,4=8 24=8 | 24=8 | 155 Py /\!lan Gunn
FIN 03 | Crisis Grants Y N N Y Y Y N N N Y
3,4=12 3,4=12 [EEEE 1,5=5 P /\llan Gunn
Up To 3 Days
FIN 04 | Housing Benefit Y N N Y Y Y N Y N Y Y Allan Gunn
Administration 3,4=12 2,4=8 2,4=8 1,5=5 2,4=8 1,5=5 1,5=5
FIN 05 | Treasury Management Y N N Y N Y N Y N N Y .
1,4=4 1,4=4 1,4=4 1,4=4 14=4 | David Robertson
Up To 7 Days
FIN 06 | Council Tax Y N N Y Y Y N Y N Y Y
1,3=3 13=3 | 24=8 | 1,3=3 1,3=3 14=4 | 14=4 |AllanGunn
FIN 07 | CTR Administration Y N N Y Y Y N Y N Y Y
1,3=3 13=3 | 24=8 | 13=3 1,3=3 14=4 | 14=4 |AllanGunn
FIN 08 | NDR Collection Y N N Y Y Y N Y N Y Y
1,3=3 1,3=3 2,4=8 1,3=3 1,3=3 1,4=4 14=4 Allan Gunn
FIN 09 | Collection of BID Y N N Y N Y N N N Y Y
1,0=2 1,0=2 1,0=2 12=2 | 1,=2 |AllanGunn
FIN 10 | Income Collection Y N N Y Y Y N Y N Y Y
1,3=3 13=3 | 1,2=2 | 1,3=3 1,3=3 1,3=3 | 1,3=3 |AllanGunn
FIN 11 | Pensions Administration Y N N Y Y Y N Y N Y Y .
1,3=3 1,3=3 1,2=2 1,2=2 1,3=3 1,3=3 13=3 David Robertson
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CRITICAL BUSINESS AREA
24[7

Monthly Payroll
Production

Risk Risk Risk Preventative / Mitigatory Measures | Contingency Arrangements
Number | Rating | Description
FIN Ola 8 Loss of Staff ¢ Ensure payroll staff are multi skilled with no | Derek Yule, Director Of Finance, invokes the
single point of failure Business Continuity Plan by informing
e Concentrate activities on identified list of Service Crisis Response Team member
business critical processes dependant on area of loss of staff:
e Make use of bulk electronic upload to avoid
large volumes of manual data input e David Robertson, Head of Corporate
« Payroll production is currently spread over Finance refers to the key trained staff
a month to minimise peaks in workloadd. information list and allocates the
A skeleton staff could therefore deliver a processes to be completed to members
core payroll service. of staff still present
FIN 01d 8 Loss of ICT Derek Yule, Director Of Finance, invokes the
e Ensure that BACS files are ready for Business Continuity Plan by informing
submission a minimum of 24 hours in Service Crisis Response Team member
advance of latest input date. This dependant on area of loss of ICT:
contingency is already built in to existing
business practice. e David Robertson, Head of Corporate
e Ensure that previous months BACS files Finance confirms that the BACS file is
are available and in a format to be available from the previous day
resubmitted with a different pay date. e David Robertson, Head of Corporate
e If unable to implement any of the above , Finance approves that the previous
inform workforce that payments will be months BACS file is resubmitted
late and make emergency manual e David Robertson, Head of Corporate
payments where required Finance approves information to be sent
to workforce regarding late payment or
emergency manual payments.
FIN Ole 8 Loss of e Ensure that BACS files are ready for Derek Yule, Director Of Finance, invokes the
Internet e submission a minimum of 24 hours in Business Continuity Plan by informing

advance of latest input date. This
contingency is already built in to existing
business practice.

Service Crisis Response Team member
dependant on area of loss of ICT:
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e Ensure that previous months BACS files
are available and in a format to be
resubmitted with a different pay date.

e If unable to implement any of the above ,
inform employees that payments will

e David Robertson, Head of Corporate
Finance confirms that the BACS file is
available from the previous day

e David Robertson, Head of Corporate
Finance approves that the previous
months BACS file is resubmitted

e David Robertson, Head of Corporate
Finance approves information to be sent
to employees regarding late payment or
emergency manual payments

Fin 01f Loss of Loss of electricity Derek Yule, Director Of Finance, invokes the
Utilities e Second generator switched on by Business Continuity Plan by informing
Richard Jones, Plant Engineer. Service Crisis Response Team member
e Liaise with contractors to reduce risk of dependant on area of loss of utilities:
power failure during outside maintenance | ¢  Service Response Team member
e Regular checking of fire alarms contacts Responsible Premises Officer
e Compliance with electrical safety check for particular area with loss of electricity.
Fin 01h Loss of Document Outsourcing (DO) Derek Yule, Director Of Finance, invokes the
External e Ensure that on line payslip are utilised as | Business Continuity Plan by informing
Suppliers much as possible Service Crisis Response Team member
e Notify employees by email of any delay | dependant on area of loss of ICT:
in pay advice slips being issued e David Robertson, Head of Corporate
e Northgate Arinso Finance confirms that payslips online are
available
e David Robertson, Head of Corporate
Finance confirms content of email to
employees to advise of delay
e David Robertson, Head of Corporate
Finance contact Northgate Arniso to run
payslips
Fin 01k Loss of e Update HC website Myview LIVE Derek Yule, Director Of Finance, invokes the
Reputation homepage for payroll with situation Business Continuity Plan by informing

details Service Crisis Response Team member
dependant on area of loss of reputation:
e David Robertson, Head of Corporate
Finance approves standard text for issue
of statements.
Page 7 of 35
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Housing Benefit
Payments

Risk Risk Risk Preventative / Mitigatory Measures Contingency Arrangements
Number | Rating | Description
FIN 02a 8 Loss of Staff Finance Systems Admin Team (FSAT) Derek Yule, Director Of Finance, invokes
e One person process, covered by two team | the Business Continuity Plan by informing
members. Service Crisis Response Team member
e Detailed guides available for all other FSAT | dependant on area of loss of staff:
members to run processes. Finance Systems Admin Team (FSAT)
e FSAT Manager trained to run processes. e Allan Gunn, Head of Revenues &
Creditors Team Business Support refers to the key
e One person process run by variable staff. trained staff information list and
o Detailed guides available for all Creditors allocates the processes to be
Team members to carry out the processes completed to a member of staff still
required. present.
e Fiona Thomson (FSAT) trained in the Creditors Team
process required. e David Robertson, Head of Corporate
o Ensure Filezilla is installed on all Finance refers to the key trained staff
appropriate computers information list and allocates the
e Payroll & Pensions Manager trained in the processes to be completed to a
process member of staff still present.
FIN 02d 8 Loss of ICT Finance Systems Admin Team (FSAT) Derek Yule, Director Of Finance, invokes

e Revenues & Benefits included in THC
Disaster Recovery Plan
e FSAT log a Priority 1 System Down Call (4
hours).
e Fujitsu switch to Disaster Recovery
secondary site to run payments.
e Use a previously saved file to copy and
create a file to pass to Creditors.
Creditors Team
e Accounts Payable System included in THC
Disaster Recovery Plan.
e Contact FSAT and log a Priority 1 System
Down Call (4 hours).
e Fujitsu switch to Disaster Recovery
secondary site to run payments.
e If required:
0 Issue of manual cheques from
number 4 bank account at HQ

the Business Continuity Plan by informing

Service Crisis Response Team member

dependant on area of loss of ICT:

Finance Systems Admin Team (FSAT)

e Allan Gunn, Head of Revenues &
Business Support confirms that a
Priority 1 System Down Call has been
logged.

e Allan Gunn, Head of Revenues &
Business Support would approve FSAT
to invoke the THC Disaster Recovery
Plan.

e Allan Gunn, Head of Revenues &
Business Support would approve FSAT
using a previously created file.

Creditors Team

e David Robertson, Head of Corporate
Finance confirms that a Priority 1
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0 Issue of manual cheques from
number 4 bank account (OPS area
offices)

0 Issue uncrossed manual cheques
from number 1 bank account at HQ

System Down Call has been logged.

e David Robertson, Head of Corporate
Finance would approve FSAT to invoke
the THC Disaster Recovery Plan.

e Allan Gunn, Head of Revenues &
Business Support would approve the
issuing manual number 4 bank account
cheques.

David Robertson, Head of Corporate
Finance would approve the issuing
manual number 1 bank account
cheques.

priority work and team members to offices
unaffected by the loss

e Second generator switched on by Richard
Jones, Plant Engineer.

FIN 02e Loss of Finance Systems Admin Team (FSAT) Derek Yule, Director Of Finance, invokes
Internet e Internet access included in THC Disaster the Business Continuity Plan by informing
Recovery Plan Service Crisis Response Team member
e FSAT log a Priority 1 System Down Call (4 | dependant on area of loss of Internet:
hours). Finance Systems Admin Team (FSAT)
e Allan Gunn, Head of Revenues &
Creditors Team Business Support confirms that a
e Internet access included in THC Disaster Priority 1 System Down Call has been
Recovery Plan. logged.
e Contact FSAT to log a Priority 1 System e Allan Gunn, Head of Revenues &
Down Call (4 hours). Business Support would approve
FSAT to invoke the THC Disaster
Recovery Plan.
Creditors Team
e David Robertson, Head of Corporate
Finance confirms that a Priority 1
System Down Call has been logged.
e David Robertson, Head of Corporate
Finance would approve FSAT to invoke
the THC Disaster Recovery Plan.
Fin 02f Loss of Loss of electricity Derek Yule, Director Of Finance, invokes
Utilities e There are 8 area team offices, move the Business Continuity Plan by informing

Service Crisis Response Team member
dependant on area of loss of utilities:

e Service Response Team member
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e Liaise with contractors to reduce risk of contacts Responsible Premises Officer
power failure during outside maintenance for particular area with loss of
e Regular checking of fire alarms electricity.
e Compliance with electrical safety check
Fin 02h Loss of Finance Systems Admin Team (FSAT) Derek Yule, Director Of Finance, invokes
External Document Outsourcing (DO) the Business Continuity Plan by informing
Suppliers e Pass Document Outsourcing (DO) landlord | Service Crisis Response Team member
letter file to HC printing department dependant on area of loss of suppliers:
Creditors Team Finance Systems Admin Team (FSAT)
Document Outsourcing (DO) e Allan Gunn, Head of Revenues &
e Move the printing of a cheque to a BACS Business Support confirms that HC
payment if applicable. printing are appointed.
e Pass the DO cheque file to HC printing Creditors Team
department e David Robertson, Head of Corporate
BACS (Fuijitsu) Finance approves cheque payments to
e BACS processing covered in Fujitsu BACS payments.
Disaster Recovery Plan. e David Robertson, Head of Corporate
Finance approves HC printing cheque
file.
Fin 02k Loss of e Update HC website homepage with Derek Yule, Director Of Finance, invokes
Reputation situation details the Business Continuity Plan by informing
e Emergency Radio announcement to inform | Service Crisis Response Team member
the public of the situation dependant on area of loss of reputation:
e Email to distribution list covering all key e Allan Gunn, Head of Revenues &
interested parties e.g. CAB, MA, Housing Business Support approves standard
Associations, HC Housing text for issue of statements.
Crisis Grants Risk Risk Preventative / Mitigatory Measures | Contingency Arrangements
Number Description
FIN 03a Loss of Staff Inverness HQ Operations Team (OPS) Derek Yule, Director Of Finance, invokes the
o Five team members actively processing Business Continuity Plan by informing
claims for crisis grants at any one time, Service Crisis Response Team member
however whole HQ team of fifteen dependant on area of loss of staff:
members have been trained on how to
use the IEG4 system.
e Train another area team to cover this Allan Gunn, Head of Revenues &
process. Business Support refers to the key
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Detailed guides available to train staff out
with the Inverness Ops team.

Strike action exemption applies to this
process.

Liaise with another Council that operates
same system (likely Perth & Kinross) to
help provide cover in the event of an
emergency.

trained staff information list and allocates
the processes to be completed to
members of staff still present; these
members will need to have phones
reallocated.

The IEG4 service description held by
Sheila McKandie, Benefits and Welfare
Manager, includes a 2 hour priority call
turnaround with a target resolution of 24
hours.

Revert to manual claim form assessment

Derek Yule, Director Of Finance, invokes the
Business Continuity Plan by informing
Service Crisis Response Team member
dependant on area of loss of ICT:

Allan Gunn, Head of Revenues &
Business Support confirms that a Priority
1 System Down Call has been logged
from FSAT.

Allan Gunn, Head of Revenues &
Business Support would approve moving
to manual claim form assessment.

Allan Gunn, Head of Revenues &
Business Support contacts Social Work
for help with payment assistance.

FIN 03d Loss of ICT
FIN 03e 8 Loss of
Internet

Internet access included in THC Disaster
Recovery Plan.

Revert to manual claim form assessment
Ensure that the priority 1 System Down
Call includes a 4 hour priority call
turnaround

Payments by emergency open cheque,
Inverness area for collection

Payments of open cheque posted
guaranteed next day delivery

Clydesdale Bank Faster Payment credit
direct to bank account

Clydesdale Bank CHAP payment direct
into bank account

Ask another Local Authority with
PayPoint to generate a PayPoint
reference

Derek Yule, Director Of Finance, invokes the
Business Continuity Plan by informing
Service Crisis Response Team member
dependant on area of loss of Internet:

Allan Gunn, Head of Revenues &
Business Support confirms that a Priority
1 System Down Call has been logged
from FSAT.

Allan Gunn, Head of Revenues &
Business Support confirms THC Disaster
Recovery Plan has been invoked.

Allan Gunn, Head of Revenues &
Business Support confirms that manual
claim form assessments should be used.
Allan Gunn, Head of Revenues &
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e« Payment from a local HC office petty
cash

Business Support confirms which of the
payment arrangements should be used.

FINO3f

FINO3h

FIN 03k

Loss of Loss of electricity Derek Yule, Director Of Finance, invokes the
Utilities e Second generator switched on by Business Continuity Plan by informing
Richard Jones, Plant Engineer. Service Crisis Response Team member
e Liaise with contractors to reduce risk of dependant on area of loss of utilities:
power failure during outside maintenance | ¢  Service Response Team member
e Regular checking of fire alarms contacts Responsible Premises Officer
o Compliance with electrical safety check for particular area with loss of electricity.
Loss of Loss Of PayPoint Derek Yule, Director Of Finance, invokes the
External e Ensure that the PayPoint service Business Continuity Plan by informing
Suppliers description includes a 2 hour priority call | Service Crisis Response Team member
turnaround dependant on area of loss of suppliers:
e Payments by emergency open cheque,
Inverness area for collection e Allan Gunn, Head of Revenues &
e Payments of open cheque posted Business Support confirms which
guaranteed next day delivery payment option he wishes to invoke.
e Clydesdale Bank Faster Payment credit
direct to bank account
e Clydesdale Bank CHAP payment direct
into bank account
e Ask another Local Authority with
PayPoint to generate a PayPoint
reference
e« Payment from a local HC office petty
cash
Loss of e Update HC website homepage with Derek Yule, Director Of Finance, invokes the
Reputation situation details Business Continuity Plan by informing

e« Emergency Radio announcement to
inform the public of the situation

o Email to distribution list covering all key
interested parties e.g. CAB, MA,
Housing Associations, HC Housing

Service Crisis Response Team member

dependant on area of loss of reputation:

e Allan Gunn, Head of Revenues &
Business Support approves standard text
for issue of statement.
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CRITICAL BUSINESS AREA

UP TO 3 DAYS
Housing Benefit Risk Risk Preventative / Mitigatory Measures | Contingency Arrangements
Administration Number Description

FIN O4a Loss of Staff e There are 114 Operations Team users, Derek Yule, Director Of Finance, invokes the

located in 8 area team offices, all users
are generically trained to carry out the
processes required.

e Operations Managers to check
outstanding system applications in
ECDM in affected area and reallocate to
an unaffected area

Business Continuity Plan by informing
Service Crisis Response Team member
dependant on area of loss of staff:

e Allan Gunn, Head of Revenues &
Business Support refers to the key
trained staff information list and allocates
the processes to be completed to
members of staff still present.

Recovery Plan
e FSAT log a Priority 1 System Down Call
(4 hours).

FIN 04d Loss of ICT Loss of Revs & Bens Derek Yule, Director Of Finance, invokes the
Revenues & Benefits included in THC Business Continuity Plan by informing
Disaster Recovery Plan Service Crisis Response Team member
e FSAT log a Priority 1 System Down Call dependant on area of loss of ICT:
(4 hours).

e Fujitsu switch to Disaster Recovery e Allan Gunn, Head of Revenues &
secondary site to allow processes to run Business Support confirms that a Priority
on this server/software. 1 System Down Call has been logged.

Loss of ECDM e Allan Gunn, Head of Revenues &

» Electronic Content and Document Business Support would approve FSAT to
Management System (ECDM) is included invoke the THC Disaster Recovery Plan.
in THC Disaster Recovery Plan

e Revert to manual document processing
and when ECDM available again, scan
completed documents onto system as
completed processes

FIN O4e Loss of Finance Systems Admin Team (FSAT) Derek Yule, Director Of Finance, invokes the
Internet e Internet access included in THC Disaster | Business Continuity Plan by informing

Service Crisis Response Team member

dependant on area of loss of Internet:

Finance Systems Admin Team (FSAT)

e Allan Gunn, Head of Revenues &
Business Support confirms that a Priority
1 System Down Call has been logged.
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e Allan Gunn, Head of Revenues &
Business Support would approve FSAT
to invoke the THC Disaster Recovery
Plan.
FIN 04f Loss of Loss of electricity Derek Yule, Director Of Finance, invokes the
Utilities e There are 8 area team offices, move Business Continuity Plan by informing
priority work and team members to Service Crisis Response Team member
offices unaffected by the loss dependant on area of loss of utilities:
e Second generator switched on by
Richard Jones, Plant Engineer. e Service Response Team member
e Liaise with contractors to reduce risk of contacts Responsible Premises Officer
power failure during outside maintenance for particular area with loss of electricity.
e Regular checking of fire alarms
e Compliance with electrical safety check
FIN 04h Loss of Document Outsourcing (DO) Derek Yule, Director Of Finance, invokes the
External e Pass Document Outsourcing (DO) Business Continuity Plan by informing
Suppliers benefit award letter file to HC printing Service Crisis Response Team member
department dependant on area of loss of suppliers:
Post Office
e Pass printed documents to a private e Allan Gunn, Head of Revenues &
postal delivery service if the PO Business Support confirms action
unavailable dependant on which external supplier is
DWP Atlas File lost.
e DWP inform HC if no file to be sent.
e FSAT contact DWP if no contact or file
received.
HMRC RTI File
e HMRC inform HC if no file to be sent.
e FSAT contact HMRC if no contact or file
received.
FIN 04j Loss of Critical | ¢« Ensure security of all buildings is Derek Yule, Director Of Finance, invokes the
or Sensitive maintained. Business Continuity Plan by informing
Data e Awareness of all staff of the need for Service Crisis Response Team member
confidentiality and Data Protection. dependant on area of loss of data:
e All accesses to HC network controlled by
Fujitsu. e Allan Gunn, Head of Revenues &
e All access to HC systems controlled by Business Support refers the loss to the
FSAT Data Protection Officer, Miles Waters.
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FIN 04k 5 Loss of e Update HC website homepage with Derek Yule, Director Of Finance, invokes the
Reputation situation details Business Continuity Plan by informing
e Emergency Radio announcement to Service Crisis Response Team member
inform the public of the situation dependant on area of loss of reputation:
o Email to distribution list covering all key e Allan Gunn, Head of Revenues &
interested parties e.g. CAB, MA, Business Support approves standard text
Housing Associations, HC Housing for issue of statement.
Treasury Risk Risk Risk Preventative / Mitigatory Measures | Contingency Arrangements
Management Number | Rating | Description
FIN 05a 4 Loss of Staff e Ensure Treasury Team are multi skilled Derek Yule, Director Of Finance, invokes the
and can cover essential tasks Business Continuity Plan by informing
« Additional back up is available out with the | Service Crisis Response Team member
Treasury Team dependant on area of loss of staff:
¢ David Robertson, Head of Corporate
Finance refers to the key trained staff
information list and allocates the processes
to be completed to members of staff still
present
FIN 05d 4 Loss of ICT e A back up Telephony or physical visit Derek Yule, Director Of Finance, invokes the
solution is available Business Continuity Plan by informing
Service Crisis Response Team member
dependant on area of loss of staff:
¢ David Robertson, Head of Corporate
Finance approves back up telephony
¢ David Robertson, Head of Corporate
Finance approves physical bank visit
FIN 05f 4 Loss of e The primary service delivery mechanism is | Derek Yule, Director Of Finance, invokes the
Utilities ICT based Business Continuity Plan by informing
« A Council mobile will be available if it is Service Crisis Response Team member
only landline contact that is down dependant on area of loss of staff:
« A physical visit to a local branch office will e David Robertson, Head of Corporate
allow service delivery Finance approves use of mobile
¢ David Robertson, Head of Corporate
Finance approves physical bank visit
FIN 05h 4 Loss of e CHAPS system is UK wide and therefore ¢ No contingency available
External there will be a nationwide shutdown
Suppliers
FIN 05k 4 Loss of e Update HC website homepage with Derek Yule, Director Of Finance, invokes the
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Reputation situation details Business Continuity Plan by informing
¢ Emergency Radio announcement to Service Crisis Response Team member
inform the public of the situation dependant on area of loss of reputation:

e Email to distribution list covering all key
interested parties e.g. Bank, payees etc. | ¢ David Robertson, Head of Corporate

Services approves standard text for
issue of statement
CRITICAL BUSINESS AREA
UP TO 7 DAYS
Council Tax Risk Risk Risk Preventative / Mitigatory Measures | Contingency Arrangements
Number | Rating | Description
FIN O6a 3 Loss of Staff e There are 114 Operations Team users, Derek Yule, Director Of Finance, invokes the
located in 8 area team offices, all users Business Continuity Plan by informing
are generically trained to carry out the Service Crisis Response Team member
processes required. dependant on area of loss of staff:

e Operations Managers to check e Allan Gunn, Head of Revenues &
outstanding system applications in Business Support refers to the key
ECDM in affected area and reallocate to trained staff information list and allocates
an unaffected area the processes to be completed to

members of staff still present.
FIN 06d 3 Loss of ICT e Revenues & Benefits included in THC Derek Yule, Director Of Finance, invokes the
Disaster Recovery Plan Business Continuity Plan by informing

e FSAT log a Priority 1 System Down Call Service Crisis Response Team member
(4 hours). dependant on area of loss of ICT:

e Fujitsu switch to Disaster Recovery e Allan Gunn, Head of Revenues &
secondary site to allow processes to run Business Support confirms that a Priority
on this server/software. 1 System Down Call has been logged.

o Electronic Content and Document e Allan Gunn, Head of Revenues &
Management System (ECDM) is included Business Support would approve FSAT to
in THC Disaster Recovery Plan. invoke the THC Disaster Recovery Plan.

FIN 06e 8 Loss of Finance Systems Admin Team (FSAT) Derek Yule, Director Of Finance, invokes the
Internet e Internet access included in THC Disaster | Business Continuity Plan by informing
Recovery Plan Service Crisis Response Team member
e FSAT log a Priority 1 System Down Call dependant on area of loss of Internet:
(4 hours). Finance Systems Admin Team (FSAT)
e Allan Gunn, Head of Revenues &

Page 16 of 35

Document in Comm\Resources Committee 2014\Reports\2015\2015.11.25\Item 13b HC General BCP Complete with Embedded Annexes.docx






OFFICIAL

Business Support confirms that a Priority
1 System Down Call has been logged.
e Allan Gunn, Head of Revenues &
Business Support would approve FSAT
to invoke the THC Disaster Recovery
Plan.
FIN 06f Loss of e There are 8 area team offices, move Derek Yule, Director Of Finance, invokes the
Utilities priority work and team members to Business Continuity Plan by informing
offices unaffected by the loss Service Crisis Response Team member
e Second generator switched on by dependant on area of loss of utilities:
Richard Jones, Plant Engineer.
e Liaise with contractors to reduce risk of e Service Response Team member
power failure during outside maintenance contacts Responsible Premises Officer
e Regular checking of fire alarms for particular area with loss of electricity.
e Compliance with electrical safety check
FIN 06h Loss of Document Outsourcing (DO) Derek Yule, Director Of Finance, invokes the
External e Pass Document Outsourcing (DO) Business Continuity Plan by informing
Suppliers benefit award letter file to HC printing Service Crisis Response Team member
department dependant on area of loss of suppliers:
Post Office e Allan Gunn, Head of Revenues &
e Pass printed documents to a private Business Support confirms action
postal delivery service if the PO dependant on which external supplier is
unavailable lost.
FIN 06j Loss of Critical | ¢« Ensure security of all buildings is Derek Yule, Director Of Finance, invokes the
or Sensitive maintained. Business Continuity Plan by informing
Data e Awareness of all staff of the need for Service Crisis Response Team member
confidentiality and Data Protection. dependant on area of loss of data:
e All accesses to HC network controlled by
Fujitsu. e Allan Gunn, Head of Revenues &
e All access to HC systems controlled by Business Support refers the loss to the
FSAT Data Protection Officer, Miles Waters
FIN 06k Loss of e Update HC website homepage with Derek Yule, Director Of Finance, invokes the
Reputation situation details Business Continuity Plan by informing
e« Emergency Radio announcement to Service Crisis Response Team member
inform the public of the situation dependant on area of loss of reputation:
o Email to distribution list covering all key e Allan Gunn, Head of Revenues &
interested parties e.g. CAB, MA, Business Support approves standard text
Housing Associations, HC Housing for issue of statement.

Page 17 of 35

Document in Comm\Resources Committee 2014\Reports\2015\2015.11.25\Item 13b HC General BCP Complete with Embedded Annexes.docx






OFFICIAL

CTR Administration | Risk Risk Risk Preventative / Mitigatory Measures | Contingency Arrangements
Number | Rating | Description
FIN 07a 3 Loss of Staff e There are 114 Operations Team users, Derek Yule, Director Of Finance, invokes the
located in 8 area team offices, all users Business Continuity Plan by informing
are generically trained to carry out the Service Crisis Response Team member
processes required. dependant on area of loss of staff:

e Operations Managers to check e Allan Gunn, Head of Revenues &
outstanding system applications in Business Support refers to the key
ECDM in affected area and reallocate to trained staff information list and allocates
an unaffected area . the processes to be completed to

members of staff still present.
FIN 07d 3 Loss of ICT e Revenues & Benefits included in THC Derek Yule, Director Of Finance, invokes the
Disaster Recovery Plan Business Continuity Plan by informing

e FSAT log a Priority 1 System Down Call Service Crisis Response Team member
(4 hours). dependant on area of loss of ICT:

e Fujitsu switch to Disaster Recovery e Allan Gunn, Head of Revenues &
secondary site to allow processes to run Business Support confirms that a Priority
on this server/software. 1 System Down Call has been logged.

e Electronic Content and Document e Allan Gunn, Head of Revenues &
Management System (ECDM) is included Business Support would approve FSAT to
in THC Disaster Recovery Plan. invoke the THC Disaster Recovery Plan.

FIN 07e 8 Loss of Finance Systems Admin Team (FSAT) Derek Yule, Director Of Finance, invokes the
Internet e Internet access included in THC Disaster | Business Continuity Plan by informing
Recovery Plan Service Crisis Response Team member
e FSAT log a Priority 1 System Down Call dependant on area of loss of Internet:
(4 hours). Finance Systems Admin Team (FSAT)
e Allan Gunn, Head of Revenues &
Business Support confirms that a Priority
1 System Down Call has been logged.
e Allan Gunn, Head of Revenues &
Business Support would approve FSAT
to invoke the THC Disaster Recovery
Plan.
FIN O7f 3 Loss of e There are 8 area team offices, move Derek Yule, Director Of Finance, invokes the
Utilities priority work and team members to Business Continuity Plan by informing
offices unaffected by the loss Service Crisis Response Team member

e Second generator switched on by dependant on area of loss of utilities:

Richard Jones, Plant Engineer.
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e Liaise with contractors to reduce risk of e Service Response Team member
power failure during outside maintenance contacts Responsible Premises Officer
e Regular checking of fire alarms for particular area with loss of electricity.
e Compliance with electrical safety check
FIN 07h Loss of Document Outsourcing (DO) Derek Yule, Director Of Finance, invokes the
External e Pass Document Outsourcing (DO) Business Continuity Plan by informing
Suppliers benefit award letter file to HC printing Service Crisis Response Team member
department dependant on area of loss of suppliers:
Post Office e Allan Gunn, Head of Revenues &
e Pass printed documents to a private Business Support confirms action
postal delivery service if the PO dependant on which external supplier is
unavailable lost.
DWP Atlas File
e DWP inform HC if no file to be sent.
e FSAT contact DWP if no contact or file
received.
HMRC RTI File
e HMRC inform HC if no file to be sent.
e FSAT contact HMRC if no contact or file
received.
FIN 07] Loss of Critical | ¢« Ensure security of all buildings is Derek Yule, Director Of Finance, invokes the
or Sensitive maintained. Business Continuity Plan by informing
Data e Awareness of all staff of the need for Service Crisis Response Team member
confidentiality and Data Protection. dependant on area of loss of data:
e All accesses to HC network controlled by | ¢  Allan Gunn, Head of Revenues &
Fujitsu. Business Support refers the loss to the
e All access to HC systems controlled by Data Protection Officer, Miles Waters.
FSAT
FIN 07k Loss of e Update HC website homepage with Derek Yule, Director Of Finance, invokes the
Reputation situation details Business Continuity Plan by informing
e Emergency Radio announcement to Service Crisis Response Team member
inform the public of the situation dependant on area of loss of reputation:
o Email to distribution list covering all key e Allan Gunn, Head of Revenues &
interested parties e.g. CAB, MA, Business Support approves standard text
Housing Associations, HC Housing for issue of statement.
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NDR Collection

Risk Risk Risk Preventative / Mitigatory Measures | Contingency Arrangements

Number | Rating | Description

FIN 08a 3 Loss of Staff e 7 part time/full time members, processes | Derek Yule, Director Of Finance, invokes the
carried out by variable staff. Business Continuity Plan by informing

e Detailed guides available for all Rates Service Crisis Response Team member
Team Members to carry out the dependant on area of loss of staff:
processes required. e Allan Gunn, Head of Revenues &

Business Support refers to the key
trained staff information list and allocates
the processes to be completed to
members of staff still present.
FIN 08d 3 Loss of ICT e Revenues & Benefits included in THC Derek Yule, Director Of Finance, invokes the
Disaster Recovery Plan Business Continuity Plan by informing

e FSAT log a Priority 1 System Down Call Service Crisis Response Team member
(4 hours). dependant on area of loss of ICT:

e Fujitsu switch to Disaster Recovery e Allan Gunn, Head of Revenues &
secondary site to allow processes to run Business Support confirms that a Priority
on this server/software. 1 System Down Call has been logged.

e Electronic Content and Document e Allan Gunn, Head of Revenues &
Management System (ECDM) is included Business Support would approve FSAT to
in THC Disaster Recovery Plan. invoke the THC Disaster Recovery Plan.

FIN 08e 8 Loss of Finance Systems Admin Team (FSAT) Derek Yule, Director Of Finance, invokes the
Internet e Internet access included in THC Disaster | Business Continuity Plan by informing
Recovery Plan Service Crisis Response Team member
e FSAT log a Priority 1 System Down Call dependant on area of loss of Internet:
(4 hours).
Finance Systems Admin Team (FSAT)
e Allan Gunn, Head of Revenues &
Business Support confirms that a Priority
1 System Down Call has been logged.
e Allan Gunn, Head of Revenues &
Business Support would approve FSAT
to invoke the THC Disaster Recovery
Plan.
FIN 08f 3 Loss of e There are 8 area team offices, move Derek Yule, Director Of Finance, invokes the
Utilities priority work and team members to Business Continuity Plan by informing

offices unaffected by the loss
e Second generator switched on by

Service Crisis Response Team member
dependant on area of loss of utilities:
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Richard Jones, Plant Engineer.
e Liaise with contractors to reduce risk of
power failure during outside maintenance
e Regular checking of fire alarms
e Compliance with electrical safety check

e Service Response Team member
contacts Responsible Premises Officer
for particular area with loss of electricity.

FIN 08h 3 Loss of Document Outsourcing (DO) Derek Yule, Director Of Finance, invokes the
External e Pass Document Outsourcing (DO) billing | Business Continuity Plan by informing
Suppliers run file to HC printing department Service Crisis Response Team member
Post Office dependant on area of loss of suppliers:
e Pass printed documents/bills to a private | ¢  Allan Gunn, Head of Revenues &
postal delivery service if the PO Business Support confirms action
unavailable dependant on which external supplier is
lost.
FIN 08j 4 Loss of Critical | ¢« Ensure security of all buildings is Derek Yule, Director Of Finance, invokes the
or Sensitive maintained. Business Continuity Plan by informing
Data e Awareness of all staff of the need for Service Crisis Response Team member
confidentiality and Data Protection. dependant on area of loss of data:
e All accesses to HC network controlled by | ¢  Allan Gunn, Head of Revenues &
Fujitsu. Business Support refers the loss to the
e All access to HC systems controlled by Data Protection Officer, Miles Waters.
FSAT.
FIN 08k 4 Loss of e Update HC website homepage with Derek Yule, Director Of Finance, invokes the
Reputation situation details Business Continuity Plan by informing
o Email to distribution list covering all key Service Crisis Response Team member
interested parties dependant on area of loss of reputation:
e Allan Gunn, Head of Revenues &
Business Support approves standard text
for issue of statement.
Collection Of BID Risk Risk Risk Preventative / Mitigatory Measures | Contingency Arrangements
Number | Rating | Description
FIN 09a 2 Loss of Staff e 7 part time/full time members, processes | Derek Yule, Director Of Finance, invokes the

carried out by variable staff.

e Detailed guides available for all Rates
Team Members to carry out the
processes required.

Business Continuity Plan by informing

Service Crisis Response Team member

dependant on area of loss of staff:

e Allan Gunn, Head of Revenues &
Business Support refers to the key
trained staff information list and allocates
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the processes to be completed to
members of staff still present.
FIN 09d Loss of ICT e FSAT log a Priority System Down Call for | Derek Yule, Director Of Finance, invokes the
Microsoft Excel. Business Continuity Plan by informing
e Process can be continued manually Service Crisis Response Team member
without the use of ICT and a hand written | dependant on area of loss of ICT:
record can be kept and updated into e Allan Gunn, Head of Revenues &
Excel once ICT services are back up and Business Support confirms that a Priority
running. 1 System Down Call has been logged.
e Allan Gunn, Head of Revenues &
Business Support would approve FSAT to
invoke the THC Disaster Recovery Plan.
FIN 09f Loss of e There are 8 area team offices, move Derek Yule, Director Of Finance, invokes the
Utilities priority work and team members to Business Continuity Plan by informing
offices unaffected by the loss Service Crisis Response Team member
e Second generator switched on by dependant on area of loss of utilities:
Richard Jones, Plant Engineer.
o Liaise with contractors to reduce risk of e Service Response Team member
power failure during outside maintenance contacts Responsible Premises Officer
e Regular checking of fire alarms for particular area with loss of electricity.
e Compliance with electrical safety check
FIN 09j Loss of Critical | e«  Ensure security of all buildings is Derek Yule, Director Of Finance, invokes the
or Sensitive maintained. Business Continuity Plan by informing
Data e Awareness of all staff of the need for Service Crisis Response Team member
confidentiality and Data Protection. dependant on area of loss of data:
e Allan Gunn, Head of Revenues &
Business Support refers the loss to the
Data Protection Officer, Miles Waters.
FIN 09k Loss of e Update HC website homepage when Derek Yule, Director Of Finance, invokes the
Reputation available with situation details Business Continuity Plan by informing
e Emergency Radio announcement to Service Crisis Response Team member
inform the public of the situation dependant on area of loss of reputation:
e Allan Gunn, Head of Revenues &
Business Support approves standard text
for issue of statement.
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Income Collection

Risk Risk Risk Preventative / Mitigatory Measures | Contingency Arrangements

Number | Rating | Description

FIN 10a 3 Loss of Staff o 5 part time/full time members, processes | Derek Yule, Director Of Finance, invokes the
carried out by variable staff. Business Continuity Plan by informing

e Detailed guides available for all Income Service Crisis Response Team member
members to carry out the majority of the dependant on area of loss of staff:
processes required.

e Revenues Manager and Assistant
Income & Recovery Manager are fully e Allan Gunn, Head of Revenues &
trained in the processes. Business Support refers to the key

o Kirsteen Kennedy (FSAT, previous team trained staff information list and allocates
member), trained in some of the the processes to be completed to
processes required members of staff still present.

e Detailed guides available to allow Jamie
Mackay in Fujitsu to carry out processing
in the event of total loss of Income Team.

e Deliver and review on a regular basis
training to staff identified out with Income
team

e Income requiring immediate processing
could be passed to Church Street,

Service Point

o Advice customers to use internet self-
service payment site.

FIN 10d 3 Loss of ICT e AXIS. Included in THC Disaster Derek Yule, Director Of Finance, invokes the
Recovery Plan. Business Continuity Plan by informing

e FSAT log a Priority 1 System Down Call Service Crisis Response Team member
(4 hours). dependant on area of loss of ICT:

e Fujitsu switch to Disaster Recovery e Allan Gunn, Head of Revenues &
secondary site to allow processes to run Business Support confirms that a Priority
on this server/software. 1 System Down Call has been logged.

e Allan Gunn, Head of Revenues &
Business Support would approve FSAT to
invoke the THC Disaster Recovery Plan.
FIN 10e 2 Loss of e Income Team users are able to work on Derek Yule, Director Of Finance, invokes the
Internet ACR offline and take cash and cheque Business Continuity Plan by informing

payments (not Cards).
e Paye.net unavailable, Recovery Team

Service Crisis Response Team member
dependant on area of loss of Internet:
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users pass payment calls to Income
Team users with access to ACR. e Allan Gunn, Head of Revenues &
e Internet access included in THC Disaster Business Support confirms that a Priority
Recovery Plan 1 System Down Call has been logged.
e FSAT log a Priority 1 System Down Call
(4 hours).
FIN 10f Loss of e Move priority work and team members to | Derek Yule, Director Of Finance, invokes the
Utilities ACR Service Point network offices Business Continuity Plan by informing
unaffected by the loss Service Crisis Response Team member
e Second generator switched on by dependant on area of loss of utilities:
Richard Jones, Plant Engineer.
e Liaise with contractors to reduce risk of e Service Response Team member
power failure during outside maintenance contacts Responsible Premises Officer
e Regular checking of fire alarms for particular area with loss of electricity.
e Compliance with electrical safety check
FIN 10h Loss of e Fujitsu Disaster Recovery Plan Derek Yule, Director Of Finance, invokes the
External e AXIS. included in THC Disaster Business Continuity Plan by informing
Suppliers Recovery Plan Service Crisis Response Team member
dependant on area of loss of suppliers:
e Allan Gunn, Head of Revenues &
Business Support confirms action
dependant on which external supplier is
lost.
FIN 10j Loss of Critical | ¢« Ensure security of all buildings is Derek Yule, Director Of Finance, invokes the
or Sensitive maintained. Business Continuity Plan by informing
Data e Awareness of all staff of the need for Service Crisis Response Team member
confidentiality and Data Protection. dependant on area of loss of data:
e All accesses to HC network controlled by
Fujitsu. e Allan Gunn, Head of Revenues &
e All access to HC systems controlled by Business Support refers the loss to the
FSAT. Data Protection Officer, Miles Waters.
e All accesses to Clydesdale Bank
controlled by bank signatories.
e All accesses to CO-OP Bank controlled
by Revenues Manager.
FIN 10k Loss of e Update HC website homepage when Derek Yule, Director Of Finance, invokes the
Reputation available with situation details Business Continuity Plan by informing
e« Emergency Radio announcement to Service Crisis Response Team member
inform the public of the situation dependant on area of loss of reputation:
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e Allan Gunn, Head of Revenues &
Business Support approves standard text
for issue of statement.

Pensions

Administration

Risk Risk Risk Preventative / Mitigatory Measures | Contingency Arrangements

Number | Rating | Description

FIN 11a 3 Loss of Staff e Ensure pension staff are multi skilled with | Derek Yule, Director Of Finance, invokes the
no single point of failure Business Continuity Plan by informing

e Work to a list of business critical Service Crisis Response Team member
processes dependant on area of loss of staff:

e Ensure Benefit calculations are » David Robertson, Head of Corporate
processed 7 calendar days prior to Finance refers to the key trained staff
payment. This contingency is included in information list and allocates the business
current business practice. critical processes to be completed to

members of staff still present
FIN 11d 3 Loss of ICT e Incorporated in Service continuity Derek Yule, Director Of Finance, invokes the
plan Business Continuity Plan by informing
Service Crisis Response Team member
dependant on area of loss of ICT:
e David Robertson, Head of Corporate
Finance confirms that a Priority 1 System
Down Call has been logged.
FIN 11h 3 Loss of e The requirement for external suppliers is ¢ Situation managed by Charlie MacCallum,
External limited to the issuing of Pension Increase Payroll ,Pensions and Creditors Manager.
Suppliers letters and Annual Benefit Statements. The
risk would not affect the payment of
pension benefits
FIN 11 3 Loss of Critical | e Initiate Disaster recovery plan agreed | Derek Yule, Director Of Finance, invokes the
or Sensitive with software supplier’s. Business Continuity Plan by informing
Data Service Crisis Response Team member
dependant on area of loss of suppliers:
. David Robertson, Head of Corporate
Finance contacts Northgate Arniso to run
payslips
FIN 11k 3 Loss of  Update Highland Council Pension Website | Derek Yule, Director Of Finance, invokes the
Reputation Business Continuity Plan by informing

Service Crisis Response Team member
dependant on area of loss of suppliers:

Page 25 of 35

Document in Comm\Resources Committee 2014\Reports\2015\2015.11.25\Item 13b HC General BCP Complete with Embedded Annexes.docx






OFFICIAL

¢ David Robertson, Head of Corporate
Finance approves the standard text for
issue of statement on website.
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Outstanding Actions for Finance Business Continuity Plan

Lead Service;

Finance Service

Lead Officer:

Mitigation

Allan Gunn

Critical Business Area

W: 01463 216676
Lead Officer

E: allan.gunn@highland.gov.uk

Target date

Date completed

Measure 1 Train Fiona Thompson (FSAT) in processes FIN 02a David Robertson August 2015
Measure 2 Ensure Filezilla on all appropriate computers | FIN 02a David Robertson September 2015
Measure 3 Ensure Payroll, Pensions and Creditors FINO2a David Robertson September 2015
Manager trained in processes

Measure 4 Use a previously saved file copy FINO2d Mark Blair September 2015
Measure 5 Issue manual cheques from HQ or areas FIN 02d Mark Blair September 2015
Measure 6 Pass file to HC Printing Dept. FIN 02h, FIN 04h, FIN Mark Blair September 2015

06h, FIN 07h, FIN 08h
Measure 7 Pass cheque file to HC printing Dept FIN 02h Mark Blair September 2015
Measure 8 Update HC Website Page FIN 02k, FIN 03k, FIN Alister MacBain July 2015

04k, FIN 06k, FIN 07k,

FIN 08k, FIN 09k, FIN

10k
Measure 9 Issue Radio Announcement FIN 02k, FIN 03k, FIN Alister MacBain July 2015

04k, FIN 06k, FIN 07Kk,

FIN 09k, FIN 10k
Measure 10 Distribute Email list to interested parties FIN 02k, FIN 03k, FIN Alister MacBain July 2015

04k, FIN 06k, FIN 07Kk,

FIN 08k
Measure 11 Train another team to cover the process FIN 03a Alasdair Bruce September 2015
Measure 12 Detail Guides to Train staff out with OP’s FIN 03a Alasdair Bruce August 2015
Measure 13 Liaise with another Authority to provide FIn 03a Alasdair Bruce September 2015

service
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Measure 14 Pay by open cheque, collect Inverness FIN 03e, FIN 03h Alasdair Bruce August 2015
Measure 15 Pay by open cheque, next day delivery FIN 03e, FIN 03h Alasdair Bruce August 2015
Measure 16 Faster payment direct to Bank Account FIN 03e, FIN 03h Alasdair Bruce August 2015
Measure 17 CHAPs payment direct to Bank Account FIN 03e, FIN 03h Alasdair Bruce August 2015
Measure 18 Another LA generates payment FIN 03e, FIN 03h Alasdair Bruce September 2015
Measure 19 Pay from local office Petty Cash FIN 03e, FIN 03h Alasdair Bruce August 2015
Measure 20 OP’s managers check ECDM in affected FIN 04a, FIN 06a, FIN Alasdair Bruce July 2015
areas 07a
Measure 21 ECDM included into THC Disaster Recovery | FIN 04d Mark Blair August 2015
Plan
Measure 22 Revert to manual document processing FIN 04d Alasdair Bruce August 2015
Measure 23 Use private postal service for delivery gg;l] 02h, FIN 07h, FIN Mark Blair August 2015
Measure 24 Issue bills by manual process FIN 09d Brian Murison August 2015
Measure 25 Train Kirsteen Kennedy in processes FIN 10a Brian Murison August 2015
Measure 26 Detail guides for Fujitsu cover if required FIN 10a Brian Murison August 2015
Measure 27 Train and review training regularly to staff FIN 10a Brian Murison September 2015
other than Income
Measure 28 Pass Income to Church Street to process FIN 10a Brian Murison September 2015
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INCIDENT RESPONSE

AN

ACTIONS TAKEN

REMARKS

Have you:

o assessed the severity of the incident?

e started an Event Log?

e activated your response plan?

e activated staff members and resources?

e appointed a spokesperson?

e gained more information as a priority?

e briefed team members on incident?

¢ allocated specific roles and responsibilities?

e identified critical business activities that have been
disrupted?

o Dbriefed your Service Director?

o Kkept staff informed?

e contacted key stakeholders?

¢ initiated media/public relations response?

o000 00000000
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ROLES AND RESPONSIBILITIES (This table allows you to assign responsibility for completion of each task to one of your designated roles. You
will then assign each role, or multiple roles, to one or more staff members and assign back-up staff as appropriate. The staff members involved should
then be given this table in order to understand their roles and as a task assignment list for completion of pre-emergency planning and emergency tasks).

Role Designated Employee(s) Alternate
Director Of Finance, Name: Derek Yule Name: Allan Gunn, Head of Revenues and Business Support
Head of Service Crisis Contact Information: Contact Information:
Response Team 01463 702301 01463 702491

Emergency Responsibilities:
e Head of Service Crisis Response Team
e ensure the Business Continuity Plan has been activated
e oversee smooth implementation of the response and recovery section of the plan
e determine the need for and activate the use of an alternate operation site and other continuity tasks
e communicate with key stakeholders as needed
e provide important information to the Communication Officer for distribution
o keep key staff apprised of any changes to situation

Role Designated Employee(s) Alternate
Head of Revenues and Name: Allan Gunn Name: Any other Service Crisis Response Team Member
Business Support, Contact Information: 01463 702491 Contact Information:

member of Service Crisis
Response Team

Emergency Responsibilities:
e member of Service Crisis Response Team
e ensure the Business Continuity Plan for risk FIN 02, FIN 03,FIN 04, FIN 06, FIN 07,FIN 08, FIN 09 and FIN 10 has been activated
e in absence of Director of Finance, ensure the Business Continuity Plan has been activated
e in absence of Director of Finance, oversee smooth implementation of the response and recovery section of the plan
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in absence of Director of Finance, determine the need for and activate the use of an alternate operation site and other continuity tasks

in absence of Director of Finance, communicate with key stakeholders as needed

in absence of Director of Finance, provide important information to the Communication Officer for distribution

in absence of Director of Finance, keep key staff apprised of any changes to situation.

in absence of Head of Corporate Finance, assume his responsibilities as stated within this document. If these 2 post holders are not available, then the Head
of Internal Audit & Risk Management and/or the Head of Procurement would assume lead role.

Role Designated Employee(s) Alternate
Head of Corporate Name: David Robertson Name: Any other Service Crisis Response Team Member
Finance, member of Contact Information: 01463 702302 Contact Information:

Service Crisis Response
Team

Emergency Responsibilities:

member of Service Crisis Response Team

ensure the Business Continuity Plans for risk FIN 01, FIN 05 and FIN 11 have been activated

in absence of Director of Finance, ensure the Business Continuity Plan has been activated

in absence of Director of Finance, oversee smooth implementation of the response and recovery section of the plan

in absence of Director of Finance, determine the need for and activate the use of an alternate operation site and other continuity tasks

in absence of Director of Finance, communicate with key stakeholders as needed

in absence of Director of Finance, provide important information to the Communication Officer for distribution

in absence of Director of Finance, keep key staff apprised of any changes to situation.

in absence of Head of Revenues & Business Support, assume his responsibilities as stated within this document. If these 2 post holders are not available,
then the Head of Internal Audit & Risk Management and/or the Head of Procurement would assume lead role.

Role Designated Employee(s) Alternate
Head of Internal Audit & | Name: Nigel Rose Name: Any other Service Crisis Response Team Member
Risk Management, Contact Information: 01463 702399 Contact Information:
member of Service Crisis
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Response Team |

Emergency Responsibilities:

member of Service Crisis Response Team

in absence of Director of Finance, Head of Corporate Finance and Head of Revenues & Business Support, ensure the Business Continuity Plan has been
activated

in absence of Director of Finance, Head of Corporate Finance and Head of Revenues & Business Support, oversee smooth implementation of the response
and recovery section of the plan

in absence of Director of Finance, Head of Corporate Finance and Head of Revenues & Business Support, determine the need for and activate the use of an
alternate operation site and other continuity tasks

in absence of Director of Finance, Head of Corporate Finance and Head of Revenues & Business Support, communicate with key stakeholders as needed
in absence of Director of Finance, Head of Corporate Finance and Head of Revenues & Business Support, provide important information to the
Communication Officer for distribution

in absence of Director of Finance, Head of Corporate Finance and Head of Revenues & Business Support, keep key staff apprised of any changes to
situation.

Role Designated Employee(s) Alternate
Head of Procurement, Name: Ashley Gould Name: Any other Service Crisis Response Team Member
member of Service Crisis | Contact Information: 01463 785146 Contact Information:
Response Team

Emergency Responsibilities:

member of Service Crisis Response Team

in absence of Director of Finance, Head of Corporate Finance and Head of Revenues & Business Support, ensure the Business Continuity Plan has been
activated

in absence of Director of Finance, Head of Corporate Finance and Head of Revenues & Business Support, oversee smooth implementation of the response
and recovery section of the plan

in absence of Director of Finance, Head of Corporate Finance and Head of Revenues & Business Support, determine the need for and activate the use of an
alternate operation site and other continuity tasks

in absence of Director of Finance, Head of Corporate Finance and Head of Revenues & Business Support, communicate with key stakeholders as needed
in absence of Director of Finance, Head of Corporate Finance and Head of Revenues & Business Support, provide important information to the
Communication Officer for distribution
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e in absence of Director of Finance, Head of Corporate Finance and Head of Revenues & Business Support, keep key staff apprised of any changes to

situation.

KEY CONTACT LISTS

Contact List - Internal

Contact
Person number/s Email Responsibilities
Derek Yule 01463 702301 Derek.yule@highland.gov.uk Head of Service Crisis Response Team
Allan Gunn 01463 702491 Allan.gunn@highland.gov.uk Member of Service Crisis Response Team

David Robertson

01463 702302

David.robertson@highland.gov.uk

Member of Service Crisis Response Team

Nigel Rose

01463 702399

Nigel.rose@highland.gov.uk

Member of Service Crisis Response Team

Ashley Gould

01463 785146

Ashley.gould@highland.gov.uk

Member of Service Crisis Response Team

Charlie MacCallum

01463 702334

Charlie.maccallum@highland.gov.uk

Payroll, Pensions & Creditors Manager

Mark Blair

01463 702388

Mark.blair@highland.gov.uk

Finance Systems & Change Manager

Kirsteen Kennedy

01463 702340

Kirsteen.kennedy@highland.gov.uk

Senior Systems Admin Team

Audrey Macdonald

01463 702378

Audrey.macdonald@highland.gov.uk

Senior Systems Admin Team

Maxine Macleod

01463 702490

Maxine.macleod@highland.gov.uk

Creditors Technician

Alison Bernard

01463 702416

Alison.bernard@highland.gov.uk

Senior Clerical Assistant

Alasdair Bruce

01478 613801

Alasdair.bruce@highland.gov.uk

Service Delivery Manager

Page 33 of 35

Document in Comm\Resources Committee 2014\Reports\2015\2015.11.25\Item 13b HC General BCP Complete with Embedded Annexes.docx




mailto:Derek.yule@highland.gov.uk

mailto:Allan.gunn@highland.gov.uk

mailto:David.robertson@highland.gov.uk

mailto:Nigel.rose@highland.gov.uk

mailto:Ashley.gould@highland.gov.uk

mailto:Charlie.maccallum@highland.gov.uk

mailto:Mark.blair@highland.gov.uk

mailto:Kirsteen.kennedy@highland.gov.uk

mailto:Audrey.macdonald@highland.gov.uk

mailto:Maxine.macleod@highland.gov.uk

mailto:Alison.bernard@highland.gov.uk

mailto:Alasdair.bruce@highland.gov.uk



OFFICIAL

Margaret Beharrell

01463 254791

Margaret.beharrell@highland.gov.uk

Ops Team Leader

Sheila McKandie

01463 702411

Sheila.mckandie@highland.gov.uk

Benefits & Welfare Manager

Brian Murison

01463 254976

Brian.murison@highland.gov.uk

Revenues Manager

Adrienne King

01463 702740

Adrienne.king@highland.gov.uk

Income & Recovery Assistant Manager

Yvonne Henderson

01463 216638

Yvonne.henderson@highland.gov.uk

Revenues and Business Support
Operations Manager - HQ

lain Swayne

01349 868681

lain.swayne@highland.gov.uk

Revenues and Business Support
Operations Manager - Mid

Katriona Green

01955 609574

Katriona.green@highland.gov.uk

Revenues and Business Support
Operations Manager - North east

Dorothy Mackenzie

01463 703102

Dorothy.mackenzie@highland.gov.uk

Revenues and Business Support
Operations Manager - South

Carol Campbell

01478 613861

Carol.campbell@hihgland.gov.uk

Revenues and Business Support
Operations Manager - West

Richard Jones

01463 702244

Richard.jones@highland.gov.uk

Plant Engineer

Alister MacBain

01463 254970

Alister.macbain@highland.gov.uk

Client Manager

Contact List — External

Key Suppliers/contacts

Contact number/s

Email Address

IEG4 Dave Garnett, Account Manager - 07796 578175 dave.garnett@ieg4.com

PayPoint Richard Gill, Account Manager - 01707 600655 richardgill@paypoint.co.uk

DO Fujitsu - 702702 printing.outputservices@uk.fujitsu.com
DWP (Atlas) LA-SST.HDD@DWP.GSI.GOV.UK
HMRC (RTI) LA-SST.HDD@DWP.GSI.GOV.UK

Northgate Arniso

Fujitsu - 702702
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EVENT LOG (Use the Event Log to record information, decision and actions in the period immediately following the critical event
or incident. Blank copies of the table should be printed off as required)

Date Time Information / Decisions / Actions Initials

Activate Business Continuity Plan.
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SERVICE BUSINESS CONTINUITY PLAN

1.

AIM. The aim of the Service Business Continuity Plan (BCP) is to maintain the delivery of key services within critical business areas in
the event of a major incident.

. OBJECTIVES. The BCP has several inter-related objectives, namely to;

« ldentify and prioritise critical business areas,

« Complete a business impact analysis,

« ldentify where mitigatory actions or risk reduction can be applied,

« Detail the immediate response to a major incident, and

« Review and update the plan on a regular basis or in light of a real incident.

. CONSEQUENCES. The Service BCP identifies the actions required to deal with a range of risks to a number of identified critical

business areas. These risks have been identified on the basis of consequences rather than trigger events since, for instance, “loss of
staff”” can arise from a number of different triggers (e.g. industrial action, iliness, severe weather). The BCP therefore focusses on
conseguence management.

. CRITICAL BUSINESS AREAS. Critical business areas have been identified through conducting a Business Impact Analysis (BIA) for

the Service. The BIA is an integral part of the Service BC Plan since it identifies the relative importance of each critical business area
and also ranks these on the basis of those critical business areas which;

« Must be kept functioning 24/7 if immediate serious consequences are to be avoided,
« Could accept a business interruption of up to 3 days before having serious consequences, and
« Could accept a business interruption of up to 7 days before having serious consequences.

. ACTION PLANNING. The BIA also assesses the likelihood of any particular risk occurring and ranks the risk accordingly. A series of

action plans, for dealing with each of these risks to the delivery of critical services and activities, is required.
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P & D BUSINESS IMPACT ANALYSIS (BIA) TABLE
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Risk Owner

D&l 01| Dangerous Building Y N Y Y N N Y Y Y N Y Malcolm
Incidents 2,4=8 2,4=8 2,3=6 3,3=9 2,4= 2,4= 2,5=10
MacLeod
Up To 3 Days
D&l Enforcement (Listed Y N Y Y N N N N N N Y Malcolm
ildi 2,4=8 2,4=8 2,2=4 2,5=10
02 Buildings & TPOSs) MacL eod
D&l Managing Contract Y N Y N N Y Y Y N N Y Finl
03 Failure 24=8 23=6 2,3= 23=6 | 24= 23=6 inlay
MacDonald
Up To 7 Days
D&l Maintenance & Y N Y Y Y Y Y Y N Y Y Finl
04 Servicing of Critical 24=8 23=6 | 24=8 | 24=8 | 23= 23=6 | 24= 24=8 | 23-6 inlay
MacDonald

Plant
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D & | SERVICE BUSINESS IMPACT ANALYSIS (BIA) TABLE

CRITICAL BUSINESS AREA 24/7

Critical

the BIA

Business Area
as identified in

GC

Risk Number as | Risk Rating | Risk o Description of preventative or mitigating ¢ Description of contingency arrangements.
listed in the BIA | taken from | description measures. Where these are not in place, Where these are not in place, they must be
the BIA as listed in they must be addressed in an addressed in an appropriate action plan.
the General appropriate action plan.
BCP
D&l 0la 8 Loss of Staff | There are 8 PBSS, 3 BSTLs and a BSM In the unlikely scenario where all 8 PBSS, 3
available to attend DB incidents. It's BSTLs and the BS manager are unavailable
unlikely such an incident will require all the H & | Consortia partners can be called on
staff to attend as well as Moray Council to assist. A retired
BSS is also available
D&l 01b 8 Loss of Landlines, mobile phones and e-mail In the unlikely event of all three methods of
Communicati | systems are used to receive and send communication being unavailable surveyors
ons communications would need to travel
D&l 01c 6 Loss of ICT The BS Register is held electronically but | Surveyors would resort to recording
information could be stored temporarily information using paper
using paper filing
D&l 01d 9 Loss of Internal resources (via Building Building Maintenance are the first Call on
Internal Maintenance) are available Supplier to cordon off buildings and make
Suppliers safe from unauthorised entry. Thereafter a
private sector company will be used
D&l Ole 8 Loss of There is a significant number The PBSSs in each area have a list of
External building/demolition contractors and suitable contractors and structural engineers
Suppliers engineers in Highland to provide the to call on that are proficient in dealing with DB
necessary expertise the Council may incidents
require
D&l 01f 8 Excess There are 8 PBSS, 3 BSTLs and a BSM In the event of the whole BS team being
Demand available to attend DB incidents. It's unavailable to attend an incident measures

unlikely such an incident will require all
staff to attend

are in place whereby partners inthe H & |
Consortia will respond on our behalf
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D&l 01g

10

Los of
Reputation

It's policy to respond to DB incidents
immediately

Only where a building poses no risk to public
safety will consideration be given to delaying
a DB inspection

BSM — Building Standards Manager

BSTL Enforcement — Building Standards Team Leader-Enforcement

PBSS — Principal Building Standards Surveyor
DB — Dangerous Building
P & BS — Planning & Building Standards

C:\Users\jgreen\Desktop\Annex C - Development and Infrastructure.docx

Page 8 of 30






OFFICIAL

D & | SERVICE BUSINESS IMPACT ANALYSIS (BIA) TABLE

CRITICAL BUSINESS AREA

UP TO 3 DAYS

Critical Business
Area as identified
in the BIA

DM

Risk Number | Risk Risk description e Description of measures. Where these ¢ Description of arrangements. Where these
as listed in Rating as listed in the are not in place, they must be addressed are not in place, they must be addressed in
the BIA taken General BCP in an appropriate action plan. an appropriate action plan.
from the
BIA
D&l 02a 8 Loss of Staff There are 2 Enforcement Officers available | Staff cover critical element. Current practice
to attend a demolition of a listed building is that a minimum of one officer to be
incident. There are 3 Forestry Officers available at all times to attend call-out. If not
available to attend a TPO incident. All have | within office officers are contactable by
the power to issue an immediate stop to mobile phone.
any work. It's unlikely such an incident will
require all staff to attend but will require at
least one.
D&l 02b 8 Loss of Landlines, mobile phones and e-mail It is unlikely that reports of incidents would
Communications | systems are used to receive and send be known to the Council in the event of loss
communications. of landline/e-mail. No arrangements
required.
D&l 02c 4 Loss of ICT Reporting a breach of planning control No arrangements required.
relies on ICT. However, reports of works to
demolish listed buildings or fell trees
bypass this system and are usually
reported by phone.
D&l 02d 10 Loss of It is policy to respond to reports of Ensuring availability of staff and mobile
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Reputation

demolition of a listed building or felling of a
protected tree immediately

contact as a minimum.
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CRITICAL BUSINESS AREA
UP TO 3 DAYS

Critical Business | Risk Number | Risk Risk description e« Description of measures. Where these ¢ Description of arrangements. Where these
Area as identified | 8 listed in Rating as listed in the are not in place, they must be addressed are not in place, they must be addressed in
in the BIA the BIA taken General BCP in an appropriate action plan. an appropriate action plan.
from the
BIA
FMacD | p&l 03a Loss of Staff A Contract Administrator is allocated to Where contracts are administered by
8 each contract with programmes of external Contract Administrators an internal
contracts managed by Project Managers. member of staff is assigned to oversee the
Contract workload is overseen by Principal | contract. Regular workload reviews ensure
Architects/Engineers and programmes are cover is maintained during holidays/periods
reviewed by Principal Project Managers. of sickness. Contingency measures are also
set out in separate Action Plan 3
D&l 03b 6 Loss of Landlines, mobile phones and e-mail Contingency measures are set out in
Communication systems are used to receive and send separate Action Plan 3
communications.
D&l 03c 6 Loss of Utilities Landlines, mobile phones and e-mail Contingency measures are set out in
systems are used to receive and send separate Action Plan 3
communications.
D&l 03d 6 Loss of Internal External Contract Administrators are used Contingency measures are set out in
Suppliers for projects and can be called to separate Action Plan 3
supplement / give temporary support any
shortfall in internal resources if required.
D&l 03e 8 Loss of External Internal resources for design and contract Contingency measures are set out in
Suppliers administration are limited (no M&E separate Action Plan 3
discipline).
D&l 03f 6 Loss of Quality control processes and procedures Contingency measures are set out in
Reputation are in place. separate Action Plan 3
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D & | SERVICE BUSINESS IMPACT ANALYSIS (BIA) TABLE

CRITICAL BUSINESS AREA
UP TO 7 DAYS

Critical Business Area Risk Risk Generic Impacts ¢ Description of measures. Where these are | o Description of arrangements. Where these
as identified in the BIA | Number Rating as listed in the not in place, they must be addressed in are not in place, they must be addressed in
as listed in | taken General BCP an appropriate action plan. an appropriate action plan.
the BIA from the
BIA
8 Loss of Staff Maintenance is managed across a Contingency measures are set out in
FMacD | D&l 04a number of geographical areas (and separate Action Plan 4
centrally for highland wide let contracts)
with flexibility in reallocation of staff.
6 Loss of Landlines, mobile phones and e-malil Contingency measures are set out in
D&l 04b Communications systems are used to receive and send separate Action Plan 4
communications.
8 Loss of ICT Reporting a reactive repair relies on ICT Contingency measures are set out in
D&l 04c (K2 Asset management system). separate Action Plan 4
However, reports of reactive repairs can
bypass this system in an emergency and
are usually reported by phone.
8 Loss of internet Reporting a reactive repair relies on ICT Contingency measures are set out in
D&l 04d (K2 Asset management system). separate Action Plan 4
However, reports of reactive repairs can
bypass this system in an emergency and
are usually reported by phone.
6 Loss of Utilities Landlines, mobile phones and e-mail Contingency measures are set out in
D&l 0e4 systems are used to receive and send separate Action Plan 4
communications.
6 Loss of Internal Contracts for cyclical and maintenance Contingency measures are set out in
D&l 04f Suppliers works for property have been established separate Action Plan 4
with a range of external contractors
8 Loss of External Internal Building Maintenance resources Contingency measures are set out in
D&l 04g Suppliers are available (though not covering all separate Action Plan 4
geographical areas).
8 Loss of Critical or Back-ups and K2 asset management Contingency measures are set out in
D&l 04h Sensitive Data record storage is covered by the council’s separate Action Plan 4
data recovery arrangements.
6 Loss of Contracts for cyclical and maintenance Contingency measures are set out in
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D& 04

Reputation

works for property have been established
with a range of external contractors.

separate Action Plan 4
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Critical
Business
Area:

Dangerous Building incidents

OFFICIAL

RISK: D&l LOSS OF BUILDINGS.
01

Response | 24/7

Time:

Lead Service:

Development & Infrastructure

Lead Officer

The Building Standards Manager
PREVENTATIVE ACTIONS AND

RESOURCES REQUIRED

CONTINGENCY ARRANGEMENTS

TARGET
DATE?

DATE
COMPLETE

Measure 1 The 7 risks stated in the Critical Business Regular consortia and partner meetings will highlight currently currently
Area 24/7 are monitored annually by the BS | any changes to protocols or policies operational | operational
management team. Where contact
numbers, suppliers or other changes occur
the relevant person in the BS team are
notified.

Measure 2 The Dangerous Building Protocol is Surveyors in the area offices have contractors/supplier | currently currently
reviewed annually and updated as required. | lists and contact details available in printed versions in | operational | operational
The document is stored in BS Sharepoint. the event of ICT failure.

Measure 3 It is a legislative requirement and therefore | The BS manager and/or BSTL will attend in the event | currently currently
a service policy for surveyors to attend an of the PBSS being unavailable operational | operational

incident immediately upon receiving a report
of a possible dangerous building
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ACTION PLAN -2

Critical Business Area:

D & I - Attendance at Dangerous Building Incidents

Response Time: 2417
Lead Service: Development & infrastructure
Lead Officer: Glenn Campbell W: 01463 702 561 H: 01540 651 667
(Highland wide remit) M: 078 2535 7912 E: glenn.campbell@highland.gov.uk
Staff to be contacted in the event of an incident in an area
Measure 1 | Staff identified that are trained to | Angus MacGruer Building Standards Team Leader | (Highland wide remit) W 01463 255 190
manage Dangerous Building Kintail House, Inverness H 01456 486 314
Incidents. M 077 6767 0482
Barry Reid Principal Building Standards (Caithness area) W 01955 609 558
Surveyor Girnigo St, Wick H 01955 604 154
M 077 7082 2549
Frank Doherty Building Standards Team Leader | (Sutherland and East W 01408 635 276
Ross area) H 01862 832 358
Drummuie, Golspie M 077 1768 0899
Tony Miller Principal Building Standards (Ross-shire area) W 01349 868 491
Surveyor Council Offices, Dingwall H 01463 729 602
M 077 6508 0913
Roddy MacKinnon Principal Building Standards (Skye & Lochalsh) W 01478 613 821
Surveyor Council Offices Portree H 01471 866 255
M 078 2582 3806
Tony Edge Principal Building Standards (Lochaber) W 01397 707 024
Surveyor Falcon House, Fort William | H 01506 651 336
Page 15 of 30 M 078 2511 6514
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Alasdair Murray Principal Building Standards (Inverness) W 01463 255 188

Surveyor Kintail House, Inverness H 01463 229 793

M 077 6767 0491

Scott Willox Principal Building Standards W 01462 255 189
Surveyor H

M 077 6767 0495

John Dougherty Principal Building Standards (Badenoch & Strathspey) W 01540 661 700

Surveyor 100 High St, Kingussie H 01540 673 435

M 078 2535 7922

lan Patience Building Standards Team Leader | (Highland wide remit) W 01349 868 446

Council Offices Dingwall H 01463 793 037

M 077 6767 0489
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Critical
Business Area:

RISK: D&l 03

Managing Contract Failure

Managing Contract Failure

OFFICIAL

Response Time:

Up To 3 Days

Lead Service:

Development & Infrastructure

Lead Officer

Acting Head of Property
PREVENTATIVE ACTIONS AND

RESOURCES REQUIRED

CONTINGENCY ARRANGEMENTS

TARGET
DATE?

DATE
COMPLETE

Measure 1 — Lack | A list of consultant designers is a) Create a List of Typical Scenarios where Priority | October
of access to maintained containing professional or urgent Design Needs may be required including | 2015
competent discipline and expertise/experience the range/type of designer competence and
Designers/Contract resources/standards to be met/ required for each
Administrators e.g. to design and construct Temporary Care or
Medical facility, Temporary Mortuary etc.

Designers are appointed for individual b) Develop strategies to source availability and October

commissions as and when projects are enable prompt procurement / engagement of 2015

identified competent designer team.
Measure 2 - Designers have access to design guides | a) Assemble best practice guidance on design currently currently
Designer/Contract | and technical libraries standards and design layouts for each item on the | operational | operational
Administrators List of Typical Scenarios to suit a range of Design
availability Needs that may be urgently required.
_restrlcte_d o Partnership working takes place at b) Investigate partnership working with contractors | currently currently
inexperienced or : : . . .
part qualified present (e_.g. SCAPE, HUB, D&B and or sgppllgrs to explore poss!ble solutions to ensure | operational | operational
resource School science laboratory refurbishments) | quality criteria are met consistently.
Measure 3 - Key Briefing information is developed at the a) As part of the process to compile a List of Typical | March
design or project initial formation stage of a project Scenarios where Priority Design Needs may be 2016

constraints/briefing

required, involve clients to establish a suite of
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information unable
to be determined

Generic Design Briefs containing requirements that
could be used for each emergency scenario type.

Project design constraints and related
information are compiled during concept
and scheme design stages

b) As part of the process to compile a List of Typical
Scenarios where Priority Design Needs may be
required, assess available sites or properties in
each area for suitability/use in each emergency
scenario, with a view to recording obvious/
foreseeable design constraints/site issues.

March
2016
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ACTION PLAN 4

Critical

OFFICIAL

Maintenance & Servicing of Critical Plant

Business Area:

RISK: D&l 04 Maintenance & Servicing of Critical Plant
Response Up To 7 Days
Time:

Lead Service:

Development & Infrastructure

Lead Officer

Acting Head of Property
PREVENTATIVE ACTIONS AND

RESOURCES REQUIRED

CONTINGENCY ARRANGEMENTS

TARGET
DATE?

DATE
COMPLETE

Measure 1 — for Reliance on telephone, e-mail and postal | a) Explore practical protocol for communication that | currently currently
inability to readily | service to communicate with staff. could be used i.e. named collection point (local and | operational | operational
contact Area staff core), to pick up instructions/pass on messages.
Process of issuing works orders using K2 | b) Create an Empowerment List of currently currently
has been documented and staff trained. Instructions/Guidance to all staff, not just Property operational | operational
Section, for actions to be taken in event of
emergency request.
Emergency information is posted on the ¢) Produce an 'On-call Manual' containing lists of currently currently
intranet. contractors, property telephone numbers, staff operational | operational
Housing Maintenance Officers can be contacts, hazard information, etc so that staff
used as a call out resource. throughout the Service have a resource pack they
can use to be able to respond to a Priority Property
enquiry that is out with their current area (location).
Measure 2 — for Property and Contract information is a) Carry out a review of what property information October
area Office(s) not | available on line by accessing Service needs to be available/accessible on-line (e.g. from 2015
in use databases and shared network folders. home VPN) that is not currently easily accessible
and how staff can obtain VPN (if they do not have
this).
Property staff are experienced in b) Create an 'Event Tree' diagram of Emergency October
diagnosing and responding to emergency | Cover / Response Protocols for typical reactive 2015
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/ reactive repair situations.

repair situations so that any technical staff (i.e.
Technician or Quantity Surveyor) can be trained and
have guidance on how to respond to maintenance /
repair issue in the event of immediate non-
availability of area maintenance or Property Section
staff.

Reactive repair requests are received by:- | ¢) Establish a 'Single Telephone Number' contact currently currently
- Maintenance Request for Service (RfS) | response facility that can be provided to enable calls | operational | operational
- Telephone complaint to local area office for maintenance repairs to be diverted / routed to
(taken / processed by Business Support occupied / manned / home Ioca_tlor_1 [i.e. to ensure
staff) calls are answere(_j and dea!t with in the event.of an
) ) ] ) area office becoming unavailable]. Also establish a
- Direct to Maintenance Officer mobile Daily D&I Availability List to log staff at work and
- Direct to Maintenance Officer by e-mail. | their location (i.e. if staff are available but only
working from home, etc) for call routing.
Communication protocol exists to contact | d) Establish a communication protocol within D&I currently currently
the Council’'s Public Relations Office with | and Community Services that can inform the operational | operational
information for press releases (to advise Council's Public Relations Office to relay any
on changes to requesting maintenance property-related status/progress/issue reports to key
service to RPOs) or to answer press Public Information Centres (Service Points?).
queries.
Measure 3 — for A Priority List of properties has been a) Create a list of Prioritised Properties that are to be | currently currently
inability to established as part of Asset Management | kept open (in relation to critical council functions that | operational | operational
redeploy staff Planning programming. have been identified to be maintained 24/7) and
resources circulate to all staff so that everyone is aware of it.
A list of staff ‘available’ to respond to b) Establish and maintain an Availability List of all currently currently
winter holiday reactive situations has relevant staff so that succession / staff availability operational | operational
been compiled. for readiness to respond to reactive property repair
requests can be readily accessed/monitored.
Police Scotland and Building Maintenance | c) Investigate links with other partners (e.g. Service | October
resources are currently utilised for out of Centre) to expand contingency regarding staff 2015
hours calls received. resource sharing, etc.
Electronic systems are used to record / d) Establish adhoc recording method/system to October
instruct property repair transactions. ensure audit trail of instructions/transactions can be | 2015
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demonstrated and assist with handovers where
different staff take charge, etc in the event of non-
availability or persons are not trained in using
electronic Works Order system.

Measure 4 — for
contractor non-
availability or non-
attendance or
non-performance

Programmes / lists of cyclical and a) Create a Pre-identified List of specific / critical October
maintenance works for property have operations / maintenance works / plant, etc that 2015
been established. would be required to prevent closure for each of the

key priority properties.
Contracts for cyclical and maintenance b) Formalise arrangements with local March
works for property have been established | contractors/suppliers to confirm availability to attend | 2016
with certain contractors. to emergency call outs. Consider;
There is a list of ‘most frequently used’ - preparing a specification setting out standards and
contractors. protocols to be met when emergency works are

issued

- preparing a common list of typical maintenance

failure occurrences

- looking at establishing a Preferred List of

local/highland wide contractors who could attend to

repairs/scope works during an emergency period.
Commissioning sequences and lists and c) Consider creating a list of standard actions to be | October
are developed for new project properties | taken to re-open or close a strategic facility in a safe | 2015
as part of handover procedures. manner;

- establish inventories of plant and equipment

- develop generic commissioning sequencing for

typical plant/property types

- develop specific commissioning sequences for

particular properties
Community Services have fuel facility for | d) Consider the possibility of Preferred Emergency March
refuelling council vehicles (gritters, refuse | Contractors having access to council resources 2016

lorries, etc).

Community Services have a network of
depots/stores.

(e.g. fuel, depots, etc) to ensure essential repairs to
priority properties — liaise with other Services
regarding viability/ liabilities/ strategy/ protocols/
insurance, etc
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Measure 5 — for Building Maintenance and Community a) Consider identifying / establishing Collection March
supplier non- Services depots may have supplies of Points (stores or depots) in strategic locations 2016
availability or non- | certain materials (cables, pipes, etc) across areas to obtain key parts / materials, etc for
performance sourcing / collecting items from the pre-identified
list.
Community Services have a network of b) Consider the possibility of Preferred Emergency March
depots/stores Suppliers having access to council resources (fuel, | 2016
depots, etc).
Measure 6 — for Payments to contractors are currently a) Consider the possibility of Preferred Emergency March
contractor/supplier | made by check (or debit to bank?) Contractors being provided with a facility to receive | 2016

payment
restriction

cash payment for work invoices presented at council
Finance offices (HQ).

b) Train staff other than Property Support team on
the procedure for authorisation and payment
process
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INCIDENT RESPONSE PLAN

Immediate Response Checklist
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INCIDENT RESPONSE

AN

ACTIONS TAKEN

REMARKS

Have you:

e assessed the severity of the incident?

e evacuated the site if necessary?

e accounted for everyone?

¢ identified any injuries to persons?

e created an incident cordon — to prevent unauthorised
access

e contacted Emergency Services if necessary?

e started an Event Log?

e activated your response plan?

e activated staff members and resources?

e gained more information as a priority?

e briefed team members on incident?

¢ allocated specific roles and responsibilities?

¢ identified any damage?

¢ identified critical business activities that have been
disrupted?

O 00000000 0 0000
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o briefed your Service Director and Emergency Director?

o Kkept staff informed?

e contacted key stakeholders?

¢ understood and complied with any regulatory/compliance
requirements?

oo oo

¢ initiated media/public relations response?
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ROLES AND RESPONSIBILITIES
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Role

Designated Employee(s)

Alternate

Building Standards
Manager

Name: Glenn Campbell
Contact Information:

W 01463 702 561
H 01540 651 667
M 078 2535 7912
glenn.campbell@highland.gov.uk

Name: Angus MacGruer
Contact Information:

W 01463 255 190

H 01456 486 314

M 077 6767 0482
anqus.macgruer@highland.gov.uk

Emergency Responsibilities:
e ensure Public Safety

e ensure good communication with key personnel
e prevent unauthorised access to site and secure the site
e issue Enforcement Notice

Role

Designated Employee(s)

Alternate

Development Management
Team Leader

Name: David Mudie
Contact Information:
W 01463 702 255

H
M 077 9940 1701

david.mudie@highland.gov.uk

Name: Kerry Hawthorne Conservation Officer
Contact Information:
W 01463 702 281

H
M

kerry.hawthorne@highland.gov.uk

Responsibilities:

¢ Reporting a breach of planning control
e ensure good communication with key personnel
e issue Enforcement Notice

Role

Designated Employee(s)

Alternate
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Acting Head of Property | Name: Finlay MacDonald Name: Stuart Duncan
Contact Information: Contact Information:
W 01463 702 211 W 01463 702 239
H H
M 07785385765 M 07748703812
finlay.macdonald@highland.gov.uk stuart.duncan@highland.gov.uk

Responsibilities:
e Manage corporate property assets
o delivery of property-related capital projects and programmes of property maintenance
e ensure good communication with key personnel

Page 26 of 30

C:\Users\jgreen\Desktop\Annex C - Development and Infrastructure.docx



mailto:finlay.macdonald@highland.gov.uk

mailto:stuart.duncan@highland.gov.uk



KEY CONTACT LISTS

Contact List - Internal
For Dangerous Building Incidents
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Person

Contact number/s

Email

Responsibilities

Glenn Campbell
Building Standards Manager

W 01463 702 561
H 01540 651 667
M 078 2535 7912

glenn.campbell@highland.gov.uk

Highland wide responsibility
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Angus MacGruer
Building Standards Team Leader —
Enforcement

W 01463 255 190
H 01456 486 314
M 077 6767 0482

angus.macqgruer@highland.gov.uk

Highland wide responsibility

Barry Reid
Principal Building Standards Surveyor

W 01955 609 558
H 01955 604 154
M 077 7082 2549

barry.reid@highland.gov.uk

Caithness area

Frank Doherty
Building Standards Team Leader
- Reasonable Inquiry

W 01408 635 276
H 01862 832 358
M 077 1768 0899

frank.doherty@highland.gov.uk

Drummuie, Golspie

Tony Miller
Principal Building Standards Surveyor

W 01349 868 491
H 01463 729 602
M 077 6508 0913

tony.miller@highland.gov.uk

Dingwall and Ross Shire

Roddy MacKinnon
Principal Building Standards Surveyor

W 01478 613 821
H 01471 866 255
M 078 2582 3806

roddy.mackinnon@highland.gov.uk

Skye and Lochalsh

Tony Edge
Principal Building Standards Surveyor

W 01397 707 024
H 01506 651 336
M 078 2511 6514

tony.edge@highland.gov.uk

Lochaber

Alasdair Murray
Principal Building Standards Surveyor

W 01463 255 188
H 01463 229 793
M 077 6767 0491

alasdair.murray@highland.gov.uk

Inverness and Nairn

Scott Willox
Principal Building Standards Surveyor

W 01462 255 189
H
M 077 6767 0495

scott.willox@highland.gov.uk

Inverness and Nairn

John Dougherty
Principal Building Standards Surveyor

W 01540 661 700
H 01540 673 435
M 078 2535 7922

john.dougherty@highland.gov.uk

Badenoch & Strathspey
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lan Patience
Building Standards Team Leader
- Applications

W 01349 868 446
H 01463 793 037
M 077 6767 0489

ian.patience@highland.gov.uk

Highland wide responsibility

For Enforcement (Listed Buildings & TPOSs)

David Mudie

Development Management Team Leader

W 01463 702 255
H
M 077 9940 1701

david.mudie@highland.gov.uk

Highland wide responsibility

Kerry Hawthorne
Conservation Officer

W 01463 702 281
H
M

kerry.hawthorne@highland.gov.uk

Highland wide responsibility

For Managing Contract Failure

Finlay MacDonald
Acting Head of property

W 01463 702 211
H
M 07785385765

finlay.macdonald@highland.gov,uk

Highland wide responsibility

For Maintenance & Servicing of
Critical Plant

Finlay MacDonald
Acting Head of property

W 01463 702 211
H
M 07785385765

finlay.macdonald@highland.gov.uk

Highland wide responsibility
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EVENT LOG (Use the Event Log to record information, decision and actions in the period immediately following the critical event or
incident. Blank copies of the table should be printed off as required)

Date

Time

Information / Decisions / Actions

Initials
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ANNEX D

THE HIGHLAND COUNCIL

BUSINESS CONTINUITY PLAN FOR THE CARE AND LEARNING SERVICE

BC Plan Owner: Bill Alexander, Service Director
Release Date: 27 08 2015
Review Date: 01 09 2016
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DISTRIBUTION LIST

Copy Number

Name

Location

1 Care and Learning Director and Heads of Service Headquarters, Inverness

2 Care and Learning Area Manager — South Headquarters, Inverness

3 Care and Learning Area Manager — West Camaghael, Fort William

4 Care and Learning Area Manager — Mid & North Council Buildings, Dingwall
5+ Those listed above to arrange onward distribution to all | Various

managers within their remit.
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Document Title

APPENDIX 1 — INCIDENT RESPONSE PLAN, BLANK TEMPLATE FOR USE DURING INCIDENTS

APPENDIX 2 — EVENT LOG, BLANK TEMPLATE FOR USE DURING INCIDENTS

APPENDIX 3 — ROLES AND RESPONSIBILITIES INCLUDING CONTACT DETAILS OF SENIOR MANAGEMENT

APPENDIX 4 — OTHER CONTACT DETAILS FOR KEY INTERNAL AND EXTERNAL CONTACTS
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Reason for Amendment

By Whom

V1.0

Submitted to ECAS Committee 27 August 2015 for approval

Brian Porter, Head of Resources
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OVERVIEW - CARE AND LEARNING SERVICE BUSINESS CONTINUITY PLAN

1.

AIM. The aim of the Care and Learning Service Business Continuity Plan (BCP) is to maintain the delivery of key services within critical
business areas in the event of a major incident.

. OBJECTIVES. The BCP has several inter-related objectives, namely to;

« Identify and prioritise critical business areas,

o Complete a business impact analysis,

« Identify where mitigatory actions or risk reduction can be applied,

« Detail the immediate response to a major incident, and

« Review and update the plan on a regular basis or in light of a real incident.

. CONSEQUENCES. The Service BCP identifies the actions required to deal with a range of risks to a number of identified critical

business areas. These risks have been identified on the basis of consequences rather than trigger events since, for instance, “loss of
staff”” can arise from a number of different triggers (e.g. industrial action, iliness, severe weather). The BCP therefore focusses on
consequence management.

. CRITICAL BUSINESS AREAS. Critical business areas have been identified through conducting a Business Impact Analysis (BIA) for

the Service. The BIA is an integral part of the Service BC Plan since it identifies the relative importance of each critical business area
and also ranks these on the basis of those critical business areas which;

« Must be kept functioning 24/7 if immediate serious consequences are to be avoided,
« Could accept a business interruption of up to 3 days before having serious consequences, and
« Could accept a business interruption of up to 7 days before having serious consequences.

. ACTION PLANNING. The BIA also assesses the likelihood of any particular risk occurring and ranks the risk accordingly. A series of

action plans, for dealing with each of these risks to the delivery of critical services and activities, is set out within this plan.
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Risk Assessment

All critical business areas are assessed using the following Council risk assessment matrix. For the purposes of this plan, any risks
assessed as greater than ‘LOW’, have an expanded business impact analysis undertaken as detailed within this plan.

5 10 15 20 25
5 MEDIUM HIGH VERY HIGH | VERY HIGH  VERY HIGH
CATASTROPHIC
Y A R R R
4 8 12 16 20
4 MEDIUM HIGH VERY HIGH | VERY HIGH  VERY HIGH
SIGNIFICANT
Y A R R
. 3 6 9 12 15
3 3 MEDIUM MEDIUM HIGH HIGH HIGH
< MODERATE
= Y Y A A A
6 8 10
2 2 4 MEDIUM MEDIUM MEDIUM
MINOR LOW LOW
Y Y Y
1 2 3 4 5
1 LOW LOW LOW LOW LOW
INSIGNIFICANT
G G G G G
1 2 3 4 5
NEGLIGIBLE RARE UNLIKELY | POSSIBLE | PROBABLE
LIKELIHOOD
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THE CARE & LEARNING — SUMMARY BUSINESS IMPACT ANALYSIS (BIA) TABLE

2] n _ o
= c 2 0 G © 2 -
(7)) = (@) c O c c < T ©
0 y— © = = = @®© Q =
- £ e > S |5 £ | |2 2 ¢ |E0 c
2 » n o) c = £ D S0 woe a) O o o =
e m o o ° ¢ o o o o= |0O.= 0 o= | ol | c
=) — ) ) 0 = n n ) n L n > (o) n n 0w 3 |lo =
Z © ) 0 n n n ) nw o |lvo o nwnc|lovwolc @)
~ ° w o o o Q o o o o> |o> < OV | 009 |= >
) = 0 - - 0 — 4 - a0 |Oum L a0 | 2 O 7
- — | S - - —
e O < a. b. C. d e. f g. h. i j k. I o

CAL [Children’s Y Y Y Y
01 |Residential Care W pXrmep] N | N | N dga 9] N fgg o N | N | N | N Sandra Campbell
CAL [School Hostels N N N N N N [Norma Young
02 |((Term Time)
CAL [Provision of N Y N Y N N Jim Steven
03 [Schooling (Exam 2,4=8 2,4=8

Time)
CAL [EVOLVE system Y Brian Porter
04 N N N 2.4=8 N N
CAL |Commissioned Y Fiona Palin
05 |Adult Services A A A X A A N 1,5=5 A A X X
CAL |Out of Hours Social| Y N N Y Y N N N [Fiona Palin
06 |Work 3,3=9 2,2=4|2,4=8
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c o n m c = £ D v wo Q O o A= <
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= e o o o 0o o o o o> |o3> < oOL| 09 = =
o O < - — -1 0 — — — 40 |aOun L J40n | ax |O o
a. b. C. d. e. f. g. h. i J. k. [
Up To 3 Days

Care and Y Y
07 |Protection N N 2,326 |2,4=8 Sandra Campbell
CAL [Children’s  Foster Y Y
08 lcare N 3.3=9 23=6 Sandra Campbell
CAL |Care First System Y .
09 N N N N 2 4=8 N Brian Porter
CAL |Management of Y Y . .
10 |Sex Offenders  |32=6| N | N N 1o 361 N Fiona Palin
CAL |Children’s Welfare Y Y Y .
11 (School Absence) |2,4=8| - N 12,4=8 24=8| N Jim Steven
Schools
CAL |Information Y Y .
12 |Management ) X ) X 1,5=5 2,4=8 ) Brian Porter
System
Home Support for
CAL . ! Y Y Y Y
13 Chlldrgr! with N 3.3= N 3.3=9 23=62.3=6 Sandra Campbell
Disabilities
1 External Supplier is Police Scotland and dialogue may be required.
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a. b. C. d e. f g. h. [ ] K. I
D 10 Dr
Mental Health Y Y Y Y Y . .
CAL Moticers 33=9| N | N |24-8|24-8|24=8| N | N 24=g| N | N [FionaPalin
Provision of
. Y Y Y Y Y Y Y Y Y .
CAL 15?5;‘2)0"”9 (Term 13 4-8|2,4=83,3=0 | 2,4=8 | 2,4=8 | 2,4=8 | 2,2=4 | 2,2=4| N |[24=g| N | N JimSteven
Highlife  Highland Y
CAL 16/Commissioned N N N N N N N 31=3 N N N N |Fiona Palin
Services =
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EXPANDED BUSINESS IMPACT ANALYSIS TABLE — FOR MEDIUM/HIGH/VERY HIGH RISKS

CRITICAL BUSINESS AREA

2417

Critical Business
Area as identified
in the BIA

Risk
No. as
listed in
the BIA

Children’s
Residential care

CAL 01
(a, b)

(f)

Risk
Rating
taken
from the
BIA

Risk
description as
listed in the
General BCP

Preventative/Mitigatory Measures

Contingency Arrangements

Loss of staff,
loss of buildings

e Loss of staff is addressed through a
pool of experienced sessional staff
and/or deployment of managers.

e List of sessional staff

e Units have managers’ contact
details

e Loss of buildings or utilities —
staff and young people could be
decanted to another suitable
building or young people
dispersed to other placements.
Local liaison would take place
regarding appropriate
alternatives.

loss of utilities

e Loss of buildings or utilities —
staff and young people could be
decanted to another suitable
building or young people
dispersed to other placements.
Local liaison would take place
regarding appropriate
alternatives.

(h)

Loss of external
suppliers

« Contracted service providers have
business continuity plans.

« Other providers would be used
where necessary.
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CRITICAL BUSINESS AREA
24]7

Critical Business Risk Risk Risk Preventative/Mitigatory Measures Contingency Arrangements
Area as identified No. as Rating description as
in the BIA listed in | taken listed in the
the BIA | from the | General BCP
BIA
School Hostels CALO2 |8 Loss of Staff e Loss of staff addressed through the | eList of Supply Staff
(Term Time) (@) supply list of staff with PVG APT&C/School Nurses and
clearance and /or the deployment of | Teaching staff available to
Managers Manager
¢ Any professional registered with a
governing body eg Nurse/ Teacher | eList of contact details for all
can be deployed on a temp basis as | Residence Managers
they would meet SSSC requirement
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(b, )

8,12

Loss of
buildings,
utilities

e Some children to be sent home
depending on the distance to travel.

e For those in remote and island
communities, alternative
arrangements made:

¢ Establish temp accommodation in a
school setting

e Make use of resource held at key
council; offices eg Tigh na Sgire
as used in community
emergency situations

e Contact details for above in each
area eg Ward Managers and
Head Teachers

e Transport for young people to get
home and, in getting to school in
the short term.

e Plockton, Portree, Mallaig all
have a back-up generator

e Ardnamurhcan and Ullapool —
move pupils to school and home
( small numbers of pupils)

CRITICAL BUSINESS AREA
24]7

communication

of sites and all have a copy of
emergency contact numbers to
support communication

¢ Analogue line in each establishment

Critical Business Risk Risk Risk Preventative/Mitigatory Measures Contingency Arrangements
Area as identified No. as Rating description as
in the BIA listed in | taken listed in the
the BIA | from the | General BCP
BIA
(c) 9 Loss of e Staff are located across a number e Analogue telephone for each

establishment
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Provision of CALO3 |8 Loss of staff e Staff- minimal risk given main issue | eList of invigilators, with cover
Schooling (Exam (@) would relate to invigilation staff arrangements (reserve list)
Time) requirements rather than across the available if required.
entire school.
(b) 8 Loss of e The risk relates mainly to the loss of | e Other local facilities, including
Buildings facilities from which the exams other local schools, village halls,
would be provided, mainly school etc., could be used.
halls. e Each school will consider what

their nearest and most
appropriate alternative solutions
would be, and ensure a list with
appropriate contact details is
maintained.

CRITICAL BUSINESS AREA

2417
Critical Business Risk Risk Risk Preventative/Mitigatory Measures Contingency Arrangements
Area as identified No. as Rating description as
in the BIA listed in | taken listed in the
the BIA | from the | General BCP
BIA
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d,e,f)

Loss of ICT,
Internet,
Utilities

e Enhanced 4 or 5 star service is
provided from contracted ICT provider
during key aspects of the school
session, incl exam times.

e Backup links for some schools with
radio pathfinder links explored.

e Loss of internet would affect the
completion of digital exams for some
pupils with ASN. An alternative would
be to use a reader and scribe, but
pupils may not be practiced in using
these supports.

« Copies of exam papers could be
arranged via other schools or
SQA direct where required.

« It is noted that for particular ASN
pupils, loss of ICT may be a
particular challenge in the sitting
of exams. The mitigation would
be for HTs to have copies of
required digital exams on disc in
a locked cabinet, to cover this
eventuality.

(h)

CRITICAL BUSINESS AREA
24]7

Loss of external
suppliers

e Transport — loss of school transport
contractors would be the most
significant issue. This may be
particularly critical for pupils with
physical needs who would require
adapted transport.

e In terms of mitigation, the Council
has contractual arrangements in
place for school transport which (a)
contractually oblige the contractor to
put in place alternative
arrangements where the contractor
is unable to directly fulfil the
contract and (b) which allows the
Council to step in and make its own
arrangements where necessary.

Page 15 of 37
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Critical Business Risk Risk Risk Preventative/Mitigatory Measures Contingency Arrangements
Area as identified No. as Rating description as
in the BIA listed in | taken listed in the
the BIA | from the | General BCP
BIA
()] 8 Loss of critical e Schools are clear on SQA security ¢ Any loss would be reported and
or sensitive guidelines around exam papers. duly investigated.
data .
Evolve System CAL 04 Loss of ICT, e The Evolve system is provided by e Manual contingency processes
(d,ef) 8 Loss of supplier EQUFOCUS. It is cloud- will be established to provide a
Internet, Loss based which provides resilience in solution in the event of system
of Utilities terms of failure VS server based unavailability.
systems.
e The service agreement with
eduFOCUS provides for obligations
on the supplier in relation to service
availability and backup.
) Loss of critical « The service agreement with « Any loss would be reported and
8 or sensitive eduFOCUS provides for obligations duly investigated.
data on the supplier in relation to data
security.
« HLH and THC staff are aware of
information security requirements.
Commissioned CALO5 |5 Loss of « NHS Adult care services have ¢In house services can be
Adult Services (h) External contracts with a range of providers provided on a temporary basis
Suppliers e Spot purchase arrangements can
be agreed with other providers
Out of Hours CALO6 |9,8 Loss of Staff e The out of hours team is very small | eEXxisting staff work additional
Social Work (ai) Excess and relies on staff working flexibly hours
Demand and providing additional cover for e Day time staff can be called in to

sickness and times when the
demand for the service is high

assist during times when demand
for service is high
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CRITICAL BUSINESS AREA

24]7

Critical Business Risk

Area as identified No. as

in the BIA listed in
the BIA
(c,d,f)

Risk
Rating
taken
from the
BIA

Risk

OFFICIAL

Preventative/Mitigatory Measures

Contingency Arrangements

description as

listed in the

General BCP

Loss of e The Out of Hours team has a e Out of hours staff can work from
Communication process for dealing with referrals home and when appropriate can
s, ICT and when the Care First system is being seek assistance from the police
Utilities upgraded in undertaking home visits

e The NHS Hub screen calls for the
team

e Staff have mobiles

e Staff can work from the NHS Hub
and link into their contingency
arrangements
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CRITICAL BUSINESS AREA

OFFICIAL

UP TO 3 DAYS
Critical Business Risk Risk Risk Preventative/Mitigatory Measures Contingency Arrangements
Area as identified No.as | Rating description as
in the BIA listed taken listed in the
in the from the | General BCP
BIA BIA
Care and CAL 07 Loss of staff ¢ Within each area Family teams can | elIf necessary, staff cover can be
Protection (@) arrange cover for one another. provided across areas. In
extremis agency staff can be
engaged.
e Critical issues are escalated to
Head of Service/Director.
(c) Loss of e Staff are located across numerous e Re-location of staff or working
communications | sites. from home.
(d, f) Loss of ICT,
utilities
) 6 Loss of critical e Staff are aware of risks and have e Breaches are reported and
or sensitive data | procedures in place. investigated and any
improvement in processes
implemented.
(k) 8 Loss of e Reputational risk is reduced through | e Critical issues are escalated to
reputation staff training and procedures, and Head of Service/Director.

management oversight.

e Serious case reviews are
conducted via the Child
Protection Committee.
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CRITICAL BUSINESS AREA
UP TO 3 DAYS

Critical Business Risk Risk Risk Preventative/Mitigatory Measures Contingency Arrangements
Area as identified No.as | Rating description as
in the BIA listed taken listed in the
in the from the | General BCP
BIA BIA
Children’s foster CALO08 |9 Loss of « Staff are based across a number of | e Staff would re-locate or work
care (c) communication localities from home.
« Paper records would be kept.
(d.f) Loss of ICT,
utilities
(h) Loss of external | eReliance on external suppliers is e There is more than one external
9 suppliers low. supplier
) 6 Loss of critical ¢ Staff are aware of risks and have eBreaches are reported and
or sensitive data | procedures in place. investigated and any
improvement in processes
implemented.
Care First System CAL 09 |8 Loss of ICT, e Routine backups are undertaken e For the main assessments in the
(d,ef) Internet, utilities including a full cold backup every system, paper based back up

Monday.

¢ In the event of any failings in local
ICT hardware, software or network
connectivity, the Council’s
contracted ICT provider has in place
disaster recovery arrangements
which would activate services within
up to 48 hours.

provision is in place for
recording. This applies to the
child's plan.

e n relation to payments, the
Finance Service’'s BCP
arrangements for financial
payments would apply.
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CRITICAL BUSINESS AREA

UP TO 3 DAYS

Critical Business Risk Risk Risk Preventative/Mitigatory Measures Contingency Arrangements
Area as identified No.as | Rating description as
in the BIA listed taken listed in the
in the from the | General BCP
BIA BIA
()] 8 Loss of critical e The Council has PSN accreditation, | ePolicies are in place to ensure
or sensitive data | Information Management that where appropriate, data
procedures incl information asset breaches are reported and
registers, retention schedules and investigations undertaken.
an ongoing review of secure record | eA review is ongoing with NHSH
stores. An acceptable use of ICT to consider the appropriate
policy is in place. hosting arrangements for
o administration of the Carelst
system.
Management of Sex | CAL 10 | 6 Loss of staff ¢ Criminal Justice Social Work staff e Staff from other areas can be
Offenders (a,h) Loss of External work with the Police in monitoring asked to cover cases in addition
Suppliers sex offenders to the police assisting
e Arrangements can be set up to
spot purchase services from
other providers
Children’s Welfare |CAL 11 |8 Loss of staff e Cover arrangements are in place e In extremis, and unavailability of
(School Absence) @) within schools for staff (guidance guidance or other staff routinely

teachers and admin staff) dealing
with children’s welfare.

e Data and information held in relation
to the pupil can be accessed by
more than 1 member of staff if
required.

dealing with child welfare
matters, other teaching or non-
teaching staff would provide
cover.

e Contingency arrangements
relating to SEEMIS the schools
management information system
are dealt with separately (see
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CAL 12 below).

CRITICAL BUSINESS AREA
UP TO 3 DAYS

Critical Business Risk Risk Risk Preventative/Mitigatory Measures Contingency Arrangements
Area as identified No.as | Rating description as
in the BIA listed taken listed in the
in the from the | General BCP
BIA BIA
(c) Loss of e Telephone communications plays e Alternative contact details will be
communications | an essential role in child welfare and | held for parents, guardians and
absence from school. other key contacts e.g. email as
e In the event that telephone well as phone numbers.
communications are not available, e Contingency arrangements
for contacting parents, guardians, or relating to SEEMIS the schools
other departments or agencies management information system
connected with a child’s welfare, are dealt with separately (see
other means of communication can CAL 12 below).

be used e.g. email.

¢ \When the child is in school and for
any reason contact with a parent
cannot be made due to
communication issues, the child
would be looked after within the
school environment until such time
as contact could be made.

(d,ef,h) Loss of ICT, e The Council’'s contracted ICT « Paper based systems and
Loss of Internet, | provider has in place disaster processes would be deployed in
Loss of Utilities recovery arrangements which would | the event of ongoing issues with
Loss of external activate services within up to 48 access to ICT.
suppliers hours.
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CRITICAL BUSINESS AREA

UP TO 3 DAYS

Critical Business Risk Risk Risk Preventative/Mitigatory Measures Contingency Arrangements
Area as identified No.as | Rating description as
in the BIA listed taken listed in the
in the from the | General BCP
BIA BIA
()] 8 Loss of critical e The Council has PSN accreditation, | ePolicies are in place to ensure
or sensitive data | Information Management that where appropriate, data
procedures incl information asset breaches are reported and
registers, retention schedules and investigations undertaken.
an ongoing review of secure record
stores. An acceptable use of ICT
policy is in place.
Schools CAL 12 Loss of ICT, e SEEMIS LLP (the MIS provider) ¢ As a contingency, in the event
Information (d,e,f) Loss of Internet, have their own disaster recovery that neither SEEMIS LLP nor the
Management Loss of Utilities arrangements which includes 2 Council’s contracted ICT
System operational data centres to provide provider can resolve issues or
8 backup, although this arrangement put in place fall-back

will not be operational until later in
2015.

e |n the event of any failings in local
ICT hardware, software or network
connectivity, the Council’s
contracted ICT provider has in place
disaster recovery arrangements
which would activate services within
up to 48 hours.

arrangements, the Council’'s own
plans would be to revert to
manual/paper based systems.
Some guidance on this is in
place for schools but should be
further developed.
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CRITICAL BUSINESS AREA
UP TO 3 DAYS

Critical Business Risk Risk Risk Preventative/Mitigatory Measures Contingency Arrangements
Area as identified No.as | Rating description as
in the BIA listed taken listed in the
in the from the | General BCP
BIA BIA
Schools CAL 12 Loss of ICT, e The Council also has enhanced e The most business critical
Information (d,e,f) Loss of Internet, service arrangements with its aspects of the MIS relate to pupil
Management Loss of Utilities contracted ICT provider, in relation attendance (and absence
System (continued) (continued) to key parts of the academic year. recording) and parental contact
8 Schools have enhanced 4* service details, which are fundamental to
in Aug/Sept for statistical reporting child protection.
requirements and Nov/Dec for ¢ Other aspects of the MIS
prelim exams. 5* enhanced service functionality, are not business
is in place during Mar, May, Jun for critical in nature in the short-
SQA exams. term, or suitable work-arounds
can be established.
(h) Loss of External | e SEEMIS LLP, the MIS provider, is a | e The LLP partnership agreement
5 Suppliers partnership of all 32 Local has provisions which cover

Authority’s using the system. While
conceivably circumstances could
arise which put into question the
organisation’s ongoing viability, it is
inconceivable that the 32 LA
partners would not put in place
appropriate action to stabilise the
position.

¢ As stated directly above, both

contingency arrangements in the
event of any issues impacting on
the LLP’s ongoing viability.

¢ In the event of an ICT supplier
being lost, for whatever reason,
the contingency arrangements
described directly above, in
relation to business critical
aspects of the SEEMIS system,
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CRITICAL BUSINESS AREA

SEEMIS LLP and the Council’s
contracted ICT provider have their
own business continuity and
disaster recovery arrangements.

would apply.

UP TO 3 DAYS

Critical Business Risk Risk Risk Preventative/Mitigatory Measures Contingency Arrangements
Area as identified No.as | Rating description as
in the BIA listed taken listed in the
in the from the | General BCP
BIA BIA
() Loss of Critical | eThe Council has PSN accreditation, | ePolicies are in place to ensure
8 or Sensitive Information Management that where appropriate, data
Data procedures incl information asset breaches are reported and
registers, retention schedules and investigations undertaken.
an ongoing review of secure record
stores. An acceptable use of ICT
policy is in place.
e SEEMIS LLP is working towards
ISO 270001 accreditation in relation
to PSN compliance.
Home support for CAL 13 Loss of staff e Support is provided through a mix of | e There is more than one external
children with (@) in-house and external suppliers. supplier.
disabilities e Reputational risk is reduced through | e Critical issues are escalated to
staff training and procedures, and Head of Service/Director.
management oversight.
(c) Loss of e Staff are located across more than e Staff could be re-located or work
communications | one site. from home.
(d,H) Loss of ICT,
utilities
(h) 9 Loss of external | e More than one external supplier is e Priority cases would receive a
suppliers used. service.
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@)

Loss of critical
or sensitive data

e Staff are aware of risks and have
procedures in place.

e Breaches are reported and
investigated and any
improvement in processes
implemented.

CRITICAL BUSINESS AREA
UP TO 3 DAYS

management oversight.

e Good relationships are maintained
with service users and the Third
Sector.

Critical Business Risk Risk Risk Preventative/Mitigatory Measures Contingency Arrangements
Area as identified No.as | Rating description as
in the BIA listed taken listed in the
in the from the | General BCP
BIA BIA
(k) 6 Loss of e Reputational risk is reduced through | e Critical issues are escalated to
reputation staff training and procedures, and Head of Service/Director.

e Serious case reviews are
conducted via the Child
Protection Committee.
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CRITICAL BUSINESS AREA

OFFICIAL

UP TO 7 DAYS
Critical Business Risk Risk Generic Preventative/Mitigatory Measures Contingency Arrangements
Area as identified in | No.as | Rating Impacts as
the BIA listed taken listed in the
in the from the | General BCP
BIA BIA
Mental Health 9 Loss of Staff e Mental Health officers require o Staff from other areas to respond
Officers CAL 14 additional training to undertake this to referrals
@) role e Ensure that NHS Highland
agrees to release Adult Social
Care staff to undertake training
8 Loss of ICT, e Staff are located across Highland e Staff can work from another base
e Internet, Utilities | and can work from home including the hospital which has
T contingency arrangements for
loss of power
Excess Demand | e« The Mental Health Officer Service is | e Waiting list for less urgent
a statutory service with the referrals
expectation that all referrals will be e Working with Colleagues in NHS
() responded to Highland to encourage more
people to make Power of
Attorney arrangements before
they become incapable
Loss of critical e Mental Health Officers have access | eEnsure all staff are aware of
or sensitive data | to confidential medical information. Data Protection legislation
This has to be stored and shared e Ensure staff record electronic
appropriately and written information
() appropriately

Page 26 of 37

Document in Comm\Resources Committee 2014\Reports\2015\2015.11.25\Item 13b HC General BCP Complete with Embedded Annexes.docx






OFFICIAL

CRITICAL BUSINESS AREA
UP TO 7 DAYS

Critical Business Risk Risk Generic Preventative/Mitigatory Measures Contingency Arrangements
Area as identified in | No. as | Rating Impacts as
the BIA listed taken listed in the
in the from the | General BCP
BIA BIA
Provision of CAL 15 4,8,9 | Loss of staff, e There are already instances where e In relation to loss of buildings or
Schooling (Term (a,b,c,d buildings, a school or schools may be loss of utilities impact on the
Time) .e,f,0,h, communications | unavailable for up to 7 days e.g. building, where appropriate, and
)] , ICT, internet, through adverse weather events. alternative local accommodation
utilities, internal As a result, and where outwith exam exists, this will be discussed at a
suppliers, time (see CAL 03), this critical area local level, giving consideration
external has been placed in the ‘up to 7 to decant and travel implications
suppliers. Loss days’ category in recognition of the associated with a short-term
of critical or challenges of putting in place move.
sensitive data. appropriate alternative e In relation to school transport,
arrangements, and an acceptance modifications to existing route
that for a short time period, loss of arrangements, or engagement
service may be acceptable. with contractors about additional
¢ This issue may be more acute for provision would be initiated.
pupils attending special schools due
to the accessibility required in an
substitute building.
Highlife Highland CAL 16 3 Loss of external | eHLH has its own business continuity | e HLH activate its own Business
Commissioned (h) suppliers plan arrangements. Continuity Plan.
Services e For a short to medium term period, ¢ THC/HLH liaise to agree
loss of service could be appropriate alternative
accommodated/accepted based on arrangements, or an accepted
nature of service provided. position regards loss of service.
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ACTION PLAN

CRITICAL BUSINESS
AREA & RISK
REFERENCE

PREVENTATIVE ACTIONS AND
RESOURCES REQUIRED

OFFICIAL

CONTINGENCY
ARRANGEMENTS

PENDING COMPLETION OF
ACTION

LEAD
OFFICER

TARGET DATE
DATE COMPLETE

General Dissemination of the agreed Not applicable Brian Sept
Business Continuity Plan to Porter 2015
relevant persons in the Service

CAL 01 Ensure contingency plans are up Existing plans in use Neil Sept

Children’s Residential | to date for each council residential Campbell | 2015

care home Residential

Resource
Manager

CAL 02 List of staff able to cover in event Existing lists and arrangements in Margaret Dec 2015

School Hostels (term | of loss of staff to be reviewed and | place Ann

time) maintained on ongoing basis Beaton

Residence
Hostel contingency plans to be Manager
reviewed and updated

CAL 03 School contingency plans to be Existing plans and arrangements in | Individual | June

Provision of schooling | reviewed and updated. place Head 2016

(exam t|me) Teachers

CAL 04 Manual based backup processes Workarounds to be identified Will Jan 2016

EVOLVE system to be developed in the event of Manners
system failure/unavailability. Outdoor

Education,
HLH
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CALO7
Care and Protection

Review processes for handling
critical and sensitive data

Agree local plan to decant staff if
required.

Existing processes and guidance
will apply.

Dawn
Grant,
Kath
McAvoy,
Debbie
Milton,
Mairi
Morrison.
Children’s
Services
managers

Oct 2015

CAL 08
Children’s foster care

Review processes for handling
critical and sensitive data

Existing processes in place

Alison
Gordon

Resource
Manager
for
Fostering
and
Adoption

Oct
2015

CAL 09
Care First System

Review hosting/administration
arrangements with NHSH

NHSH arrangements apply.

Brian
Porter

Head of
Resources

Dec 2015

CAL 11

Children’s Welfare
(School Absence)

Review contingency
arrangements, including backup
contact and communication
arrangements (see CAL 12 below)

Existing arrangements apply

Brian
Porter
Head of
Resources

Dec 2015
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CAL 12 Further guidance to schools to be | Existing guidance is in place and Brian Dec
Schools Management | developed on contingency will be used meantime. With a Porter 2015
Information System arrangements (manual/paper reminder issues to schools.
based systems) in the event of the
Schools Management Information
System not being available, in
particular in relation to school
attendance and absence
recording, and parental contact
information.
CAL 13 Review processes for handling Existing processes and guidance Dawn Oct 2015
Home support for critical and sensitive data will apply. Grant,
children with Kath
disabilities Agree local plan to decant staff if McAvoy,
required. D?bb'e
Milton,
Mairi
Morrison.
Children’s
Services
managers
CAL 14 Review contingency arrangements | Existing processes and Fiona Dec 2015
Mental Health Officers | including staff training and backup | arrangements apply Palin

to electronic systems
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APPENDIX 1

INCIDENT RESPONSE PLAN
— BLANK TEMPLATE FOR USE IN EVENT OF INCIDENTS
Immediate Response Checklist
INCIDENT RESPONSE v ACTIONS TAKEN REMARKS
Have you:
e assessed the severity of

the incident? [
e evacuated the site if

necessary? ]
e accounted for everyone?

[]

¢ identified any injuries to

persons? ]
e contacted Emergency

Services if necessary? H
e started an Event Log?

[]

e activated your response

plan? H
e activated staff members

and resources? ]
e appointed a

spokesperson? H
e gained more information

as a priority? u
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e briefed team members on
incident? ]

¢ allocated specific roles
and responsibilities? H

¢ identified any damage?

]
¢ identified critical business
activities that have been H
disrupted?
e briefed your Service
Director? H
o kept staff informed?
]
e contacted key
stakeholders? H

e understood and complied
with any []
regulatory/compliance
requirements?

¢ initiated media/public
relations response? ]
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EVENT LOG

(Use the Event Log to record information, decision and actions in the period

OFFICIAL

APPENDIX 2

immediately following the critical event or incident. Blank copies of the table should

be printed off as required)

Date

Time

Information / Decisions / Actions

Initials

Activate Business Continuity Plan.
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APPENDIX 3
ROLES AND RESPONSIBILITIES.
Role Designated Employee(s) Alternate
Director of Care and Name: Bill Alexander Name: Brian Porter, Head of
Learning, Crisis Resources
Response Team Leader | Contact Information: Contact Information:
01463 01463 702805 07824 519667

Emergency Responsibilities:

» Head of Service Crisis Response Team

« Ensure the Business Continuity Plan has been activated

» Oversee smooth implementation of the response and recovery section of the plan

» Determine the need for and activate the use of an alternate operation site and other
continuity tasks

«Communicate with key stakeholders as needed

*Provide important information to the Communication Officer for distribution

*Keep key staff apprised of any changes to situation

Role Designated Employee(s) Alternate
Head of Additional Name: Bernadette Cairns | Name: Any other Service Crisis
Support Contact Information: Response Team member listed
01463 702876 in this section.
07717 800164

Emergency Responsibilities:
Member of the Service Crisis Response Team
*Alternate for other members of the Service Crisis Response Team in their absence

Role Designated Employee(s) Alternate
Head of Adult Services Name: Fiona Palin Name: Any other Service Crisis
Contact Information: Response Team member listed
01463 702874 in this section.
07748 703810

Emergency Responsibilities:

Member of the Service Crisis Response Team

eAlternate for other members of the Service Crisis Response Team in their absence
«Service Crisis Response lead in relation to risks CAL 05, 06, 10, 14, 16
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Role

Designated Employee(s)

Alternate

Head of Children’s
Services

Name: Sandra Campbell
Contact Information:
01463 702819

07788 387491

Name: Any other Service Crisis
Response Team member listed
in this section.

Emergency Responsibilities:

Member of the Service Crisis Response Team
eAlternate for other members of the Service Crisis Response Team in their absence
«Service Crisis Response lead in relation to risks 01, 07, 08, 13

Role

Designated Employee(s)

Alternate

Head of Education

Name: Jim Steven
Contact Information:
01463 702804
07557 566483

Name: Any other Service Crisis
Response Team member listed
in this section.

Emergency Responsibilities:

Member of the Service Crisis Response Team
eAlternate for other members of the Service Crisis Response Team in their absence
«Service Crisis Response lead in relation to risks 03, 11, 15

Role

Designated Employee(s)

Alternate

Head of Resources

Name: Brian Porter
Contact Information:
01463 702805
07824 519667

Name: Any other Service Crisis
Response Team member listed
in this section.

Emergency Responsibilities:
Member of the Service Crisis Response Team
Alternate for the Director of Care and Learning in relation to the Service Crisis Response

Team

*Alternate for other members of the Service Crisis Response Team in their absence
*Service Crisis Response lead in relation to risks 04, 09, 12

Role

Designated Employee(s)

Alternate

Area Care and Leisure
Manager, South Area

Name: Callum Mackintosh
Contact Information:
01463 702074

07454 182051

Name: Any other Service Crisis
Response Team member listed
in this section.

Emergency Responsibilities:
*Member of the Service Crisis Response Team
*Alternate for other members of the Service Crisis Response Team in their absence
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Role

Designated Employee(s)

Alternate

Area Care and Leisure
Manager, West Area

Name: Norma Young
Contact Information:
01478 613697

01397 707350

07747 100667

Name: Any other Service Crisis
Response Team member listed
in this section.

Emergency Responsibilities:

Member of the Service Crisis Response Team
*Alternate for other members of the Service Crisis Response Team in their absence
Service Crisis Response lead in relation to risks 02

Role

Designated Employee(s)

Alternate

Area Care and Leisure
Manager, Mid and North
Areas

Name: Maurice Mcintyre
Contact Information:
01349 868603

07810 506499

Name: Any other Service Crisis
Response Team member listed
in this section.

Emergency Responsibilities:
Member of the Service Crisis Response Team
*Alternate for other members of the Service Crisis Response Team in their absence
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Contact List - Internal

OFFICIAL

APPENDIX 4

Contact
Person number/s Responsibilities

Bill Alexander See above | Leads Service Crisis Response Team
Bernadette Cairns | See above | Member of Service Crisis Response Team
Brian Porter See above | Member of Service Crisis Response Team
Fiona Palin See above | Member of Service Crisis Response Team
Jim Steven See above | Member of Service Crisis Response Team
Sandra Campbell | See above | Member of Service Crisis Response Team
Callum Mackintosh | See above | Area C&L Manager — South

Norma Young See above | Area C&L Manager — West

Maurice Mcintyre | See above

Area C&L Manager — Mid and North

Highland Council 01349

Primary contact point for Council

Service Centre 886606

Ruth Cleland 01463 Corporate Communications
702020

Evelyn Miller 01463 Schools facilities Management
663346

Sue Nield 01463 Catering Service
663348

Brigitte Johnstone | 01463 HR Business Partner
702144

Fiona Malcolm 01463 Legal Services
702114

Colin Mackenzie 01463 Insurance Team
702417

Contact List — External

Key Suppliers/contacts

Contact number/s

PPP1 Facilities Management Helpdesk 01257 236557 (Mitie PFI)

PPP2 Facilities Management Helpdesk 08448 460676 (mears FM)

Fujitsu Service Desk

(0800 731) 2702

Service information

Health and Social Care Out of Hours | 0845 601 4813
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ANNEX E

THE HIGHLAND COUNCIL

BUSINESS CONTINUITY PLAN FOR COMMUNITY SERVICES

BC Plan Owner: William Gilfillan, Director of Community Services
Release Date:  01/04/2015
Review Date: 30/07/2015
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SERVICE BUSINESS CONTINUITY PLAN

. AIM. The aim of the Community Services Business Continuity Plan (BCP) is to maintain the delivery of key services within critical business areas in the event of a major incident.
. OBJECTIVES. The BCP has several inter-related objectives, namely to;

« Identify and prioritise critical business areas,

e Complete a business impact analysis,

« |dentify where mitigatory actions or risk reduction can be applied,

o Detail the immediate response to a major incident, and

« Review and update the plan on a regular basis or in light of a real incident.

. CONSEQUENCES. The Service BCP identifies the actions required to deal with a range of risks to a number of identified critical business areas. These risks have been identified
on the basis of consequences rather than trigger events since, for instance, “loss of staff” can arise from a number of different triggers (e.g. industrial action, iliness, severe
weather). The BCP therefore focusses on consequence management.

. CRITICAL BUSINESS AREAS. Critical business areas have been identified through conducting a Business Impact Analysis (BIA) for the Service. The BIA is an integral part of the
Service BC Plan since it identifies the relative importance of each critical business area and also ranks these on the basis of those critical business areas which;

« Must be kept functioning 24/7 if immediate serious consequences are to be avoided,
o Could accept a business interruption of up to 3 days before having serious consequences, and
« Could accept a business interruption of up to 7 days before having serious consequences.

. ACTION PLANNING. The BIA also assesses the likelihood of any particular risk occurring and ranks the risk accordingly. A series of action plans, for dealing with each of these
risks to the delivery of critical services and activities, are provided below.
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DISTRIBUTION LIST

Copy Number Name Location
1 Area Community Services Manager Caithness and Sutherland
2 Area Community Services Manager Nairn, Badenoch and Strathspey and Lochaber
3 Area Community Services Manager Inverness
4 Area Community Services Manager Ross Skye and Lochalsh
5 Performance and Building Maintenance Manager Headquarters
6 Head of Roads and Transport Headquarters
7 Head of Environmental and Regulatory Services Headquarters
8 Head of Housing Headquarters
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OFFICIAL

Amendment
Reason for Amendment By Whom
Number
Vi Issued to Community Services Committee for approval Director of Community Services
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Cs1 Emergency Housing | 2,3=6 1,3=3 2,3=6 2,3=6 2,3=6 2,3=6 3,1=3 | Caroline Campbell
Repairs
A G A A A A G
CS2 Call service for Sheltered | 2,3=6 2,3=6 2,3=6 Tina Luxton
Housing Wardens
A A A
CSs3 Booking Emergency | 2,3=6 2,3=6 Tracey Urry
Accommodation for
homeless households A A

Cs4 Winter Maintenance Campbell Stewart

CS5 Emergency Infrastructure
Repairs

Cameron Kemp

Page 5 of 24

Document in Comm\Resources Committee 2014\Reports\2015\2015.11.25\Item 13b HC General BCP Complete with Embedded Annexes.docx





OFFICIAL

CS6 Emergency Public Health 1,3=3 2,3=6 Colin Clark
response
A A
Up To 3 Days
CS7 High  priority  housing | 2,2=4 2,2=4 2,2=4 2,3=6 2,3=6 3,1=3 Caroline Campbell
repairs
G G G A A G
CS8 Lifeline Ferries Cameron Kemp
CS9 Category A incidents of | 1,2=2 1,2=2 2,2=4 2,2=4 2,2=4 2,3=6 2,3=6 | Tina Luxton
Antisocial Behaviour
G G G G G A A
Up To 7 Days
CS10 Management of Gypsy | 2,2=4 1,2=2 2,3=6 2,3=6 2,2=4 2,2=4 Tracey Urry
Traveller Sites
G G A A G G
Cs11 Burials 2,3=6 1,4=4 Campbell Stewart
A G
CS12 | Cremations 2,3=6 Tracey Urry
A
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CS13 | Waste Collection/Disposal 2,3=6 Colin Clark

CS15 Rent Collection 1,3=3 1,2=2 3,2=6 2,3=6 2,2=4 2,3=6 2,3=6 | Caroline Campbell
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CRITICAL BUSINESS AREA

247
o Ensure fleet is fuelled up.
o |dentify alternative fuels stocks

OFFICIAL

o Fleet section to maintain list of suppliers who
will provide priority fuelling for council vehicles.

Csl:
Emergency Housing Repairs

Risk Risk Risk Preventative / Mitigatory Measures Contingency Arrangements
Number Rating Description
CSla 6 Loss of Staff o |dentification of staff who can be trained-up to | e Validated call-out details for key staff.
create a pool of staff. o Describe the call-out arrangements within the
o Deliver training to identified staff. Service BCP.
e Undertake refresher training (specified e Ensure contact information for key staff is
interval). contained within the Council's Emergency
e Ensure Contractor Framework provides Communications Directory.
adequate number of external resources to call | e Ensure contact information for contractors is
upon to supplement internal resources. held by key Building Maintenance personnel.
CSlc 6 Loss of o Agree with ICT Clients which ICT is especially | e Ensure appropriate alternative communications
Communications critical. channels with internal and external
o Arrange for this critical ICT to be part of the partners/colleagues.
Council's back-up arrangements.
CS1d 6 Loss of ICT e As loss of communications. o As with loss of communications.
o Revert to paper processes, already in place. o Validate paper processes, ensuring they reflect
current working practice.
CSi1f 6 Loss of o Ensure fleet is fuelled up. o Fleet section to maintain list of suppliers who
Utilities(Fuel) o Identify alternative fuels stocks. will provide priority fuelling for council vehicles.
6 Loss of External e Ensure area stores and van stocks hold stock | e Carry out emergency or make good repairs until
CSih Suppliers that is reflective of current needs. supply chain re-established.
e Ensure Contractor Framework (suppliers of
labour) provides adequate number of external
resources to call upon to supplement internal
resources.
CSli Excess Demand ¢ Ensure Contractor Framework provides o Carry out emergency or make good repairs until

adequate number of external resources to call
upon to supplement internal resources.

o Communicate repair priorities to tenants
through Newsletters etc (ongoing) to manage

demand reduces.
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expectations.

Loss of
Reputation)

¢ Develop effective contingency plans, see
points above.

¢ Ensure PR department and Ward Managers are
keep up to date with issues so the public are
kept informed.
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CRITICAL BUSINESS AREA
247

CS2:
Call Service for Sheltered
Housing Wardens

CS2h

attention by Utility companies

Risk Risk Risk Preventative / Mitigatory Measures Contingency Arrangements
Number Rating Description
CS2a 6 Loss of Staff o |dentify staff who can provide coverinthe | e Validated contact details for ‘cover’ staff.
event of staff absence/loss. o Describe the cover arrangements within the
e Ensure Policies and procedures are up to Service BCP.
date and available for consultation by staff | e Ensure contact information for ‘cover’ staff is
who are covering absence/loss. contained within the Council's Emergency
. Communications Directory.
CS2c 6 Loss of o Agree with ICT Client which ICT is especially ¢ Use Warden's (personal) mobile phones to
Communications |  critical. make well-being calls
o Arrange for this critical ICT to be part of the
Council's back-up arrangements.
CS2d 6 Loss of ICT e Ensure that paper records can be kept as o Paper records and files can be kept and
necessary uploaded when ICT restored.
CS2f 6 Loss of Utilities | e Ensure all SH schemes are identified for priority | e Phone contact with utility companies to ensure

delivery of priority service.
o Arrange for heat/light/water to be supplied via
Building Maintenance team.

Loss of External
Suppliers

o Liaise with HUB/NHSH to ensure resilience and
back-up arrangements

o Use Warden's (personal) mobile phones to
make well-being calls

Reputation

followed.
o Work in partnership with the NHSH and the
Care Inspectorate.

CS2i 6 Excess Demand | e Ensure tenant records are up to date to enable | e Liaise with NHSH to provide temporary support
assistance from other agencies if required. as required.
CS2j 6 Loss of o Corporate ICT back-up measures. o SH staff to immediately advise senior
Sensitive e Ensure SH staff safeguard ICT hardware management in the event of loss of critical or
information (laptops and phones to be password protected), | sensitive data.
especially when out of the office.
CS2k Loss of e Ensure SH policies and procedures are o SH staff to advise senior management of

potential reputational loss through case
management.
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CRITICAL BUSINESS AREA
247

CS3:
Booking Emergency
Accommodation

Risk Risk Risk Preventative / Mitigatory Measures Contingency Arrangements
Number Rating Description
CS3a 6 Loss of Staff o |dentify staff who can advise /attend in a crisis o |dentify staff who can advise /attend in a crisis
on a standby as required basis. on a standby as required basis.
o Ensure next day review processes set in place
with monitoring / reporting responsibilities
CS3c 6 Loss of e |d senior [PHO?] and ‘on call * mob o Senior staff member available across eve /night
Communications phone / weekend to advise call centre
CS3f 6 Loss of Utilities | e As per gen emergency planning procedures — | e Identify staff who can advise /attend in a crisis
Eg re fire /flood evacuation? on a standby as required basis.
CS3h Loss of o Maintain review processes/forums with ¢ Maintain clear communication around
Suppliers contractors escalation processes to address challenging
behaviour
6 Excess Demand | e Anticipate demand trends e Access to Purchase card with ‘on call
CS3i
CS3k 4 Loss of o Critical incident review report category ¢ PHO reports on critical incidents.
Reputation
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CRITICAL BUSINESS AREA
247

CS4:

Winter Maintenance

Risk
Rating

Risk
Description

OFFICIAL

Preventative / Mitigatory Measures

Contingency Arrangements

Loss of Staff

e Ensure sufficient number of LGV drivers who
are trained and experienced in WM and in
correct locations.

o Deliver training, including refresher training, to
identified staff.

o Continually review, having regard to current
policy and WM planned routes.

o Validated call-out details for key staff.

o Confirm Winter Standby arrangements for each
Area.

¢ Ensure contact information for key staff is
contained within the Council's Emergency
Communications Directory.

CS4c 6

Loss of
Communications

o Agree with ICT Clients which ICT is especially
critical.

o Arrange for this critical ICT to be part of the
Council's back-up arrangements.

o Ensure “Airwave” radio communication
functional.

e Ensure appropriate communications channels
with internal and external partners/colleagues.

¢ Continue to promote and evolve regular ELG
cross service meetings during winter events.

CS4f

Loss of utilities

e Ensure that airwave radios located in each cab,
together with mobile phone as back-up.

CS4h

Loss of External
Suppliers

e Continue to review salt/sand stocks and ensure
sufficient stock always available.

¢ Ensure appropriate salt ordering mechanism
and delivery contract

CS4i

Excess Demand

o Review salt stock levels during April/May of
each year and ensure levels up to 45,000
tonnes by October of each year.

o Have robust mechanism to ensure correct levels
of salt laid down as appropriate to the daily
conditions and as per daily instruction to drivers.

¢ Ensure the provision of “spare” plant and
suitably located, in case of breakdowns.

o Stores and Procurement to take lead in salt
review and replenishment

e Appropriate training, including regular refresher
training, to All winter staff and drivers.

¢ Ensure communications between Operations
and Workshops, both at Managerial and front-
line levels.

o Continually review Stores and stock control to
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o Prioritise the repair of WM plant during winter
through the Council Workshops and private
garages, if necessary.

o Ensure sufficient and suitable salt storage
facilities available and suitably located.

ensure sufficient repair parts at all times.
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CRITICAL BUSINESS AREA
247

CS5:

Emergency Infrastructure
Repairs

Risk
Number
CSb5a

CSb¢

CS5f

CS5i

Risk Risk
Rating Description

OFFICIAL

Preventative / Mitigatory Measures

Contingency Arrangements

o Arrange for this critical ICT to be part of the
Council's back-up arrangements.

e Ensure “Airwave” radio communication
functional.

Loss of Staff e Ensure sufficient number of LGV drivers | e Validated call-out details for key staff.
and machine operators who are trained | e Ensure contact information for key staff is
and experienced in infrastructure repairs |  contained within the Council's Emergency
strategically located. Communications Directory.
e Deliver training, including refresher
training, to identified staff.
o Continually review, having regard to
vulnerable locations on the road network.
Loss of o Agree with ICT Clients which ICT is especially o Ensure appropriate communications channels
Communications |  critical. with internal and external partners/colleagues.

o Continue to promote and evolve regular ELG
cross service meetings during events.

Loss of utilities

Ensure that airwave radios located in each cab,
together with mobile phone as back-up.

Excess Demand

o Ensure the provision of “spare” plant and
suitably located, in case of breakdowns.

o |dentify suppliers of hire vehicles/plant to assist
where Council provision is deficient.

o |dentify key contractors who could assist.

e Appropriate training, including regular refresher
training, to all staff

¢ Ensure communications between Operations
and Workshops, both at Managerial and front-
line levels.

¢ Prepare contingency plans for potential major
failures e.g. Stromeferry by-pass.
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CRITICAL BUSINESS AREA
247

CS6:

Emergency Public Health
response

OFFICIAL

Risk Preventative / Mitigatory Measures Contingency Arrangements
Rating Description
Loss of Staff o |dentification of staff who can be trained-up to o Emergency response to be prioritised above
create a pool of staff for certain functions. other work
o Deliver training to identified staff. o Utilise all staff available with appropriate training
o Undertake refresher training (specified interval). | e Utilise neighbouring authority assistance
¢ Agreements in place with neighbouring agreements
authorities for assistance
CS6b 3 Loss of e Increasing use of electronic storage of key o Use electronic systems
buildings business records ¢ Use equipment from alternative locations
o Critical equipment available in number of
locations
Loss of en/a e In critical situation could consider use of
Communications Airwave radio system
CSed 6 Loss of ICT  Regular report of critical information taken from | e Utilise alternative records
EH Information Management System
CSof Loss of Utilites | en/a o In critical situation e.g. petrol shortage, ensure
function is prioritised.
CS6i Excess Demand | e As CS6a e As CS6a
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CRITICAL BUSINESS AREA
Up to 3 days

CsT: Risk Risk Risk Preventative / Mitigatory Measures Contingency Arrangements
High Priority Housing Repairs | Number Rating Description
CS7a 4 Loss of Staff o |dentification of staff who can be trained-up to | e Validated call-out details for key staff.
create a pool of staff. ¢ Describe the call-out arrangements within the
o Deliver training to identified staff. Service BCP.
o Undertake refresher training (specified ¢ Ensure contact information for key staff is
interval). contained within the Council's Emergency
e Ensure Contractor Framework provides Communications Directory.
adequate number of external resources to call | e Ensure contact information for contractors is
upon to supplement internal resources. held by key Building Maintenance personnel.
CST7c 4 Loss of o Agree with ICT Clients which ICT is especially | o Ensure appropriate alternative communications
Communications critical. channels with internal and external
o Arrange for this critical ICT to be part of the partners/colleagues.
Council's back-up arrangements.
CS7d 4 Loss of ICT o As loss of communications. o As with loss of communications.
o Revert to paper processes, already in place. o Validate paper processes, ensuring they reflect
current working practice.
CSTf 6 Loss of o Ensure fleet is fuelled up. o Fleet section to maintain list of suppliers who
Utilities(Fuel) e [dentify alternative fuels stocks. will provide priority fuelling for council vehicles.
6 Loss of External ¢ Ensure area stores and van stocks hold stock | e Carry out emergency or make good repairs until
CS7h Suppliers that is reflective of current needs. supply chain re-established.
o Ensure Contractor Framework (suppliers of
labour) provides adequate number of external
resources to call upon to supplement internal
resources.
CSTi 6 Excess Demand e Ensure Contractor Framework provides o Carry out emergency or make good repairs until
adequate number of external resources to call demand reduces.
upon to supplement internal resources.
e Communicate repair priorities to tenants
through Newsletters etc (ongoing) to manage
expectations.
CS7k 3 Loss of » Develop effective contingency plans, see e Ensure PR department and Ward Managers
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Reputation)

points above.

are keep up to date with issues so the public
are kept informed.
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CRITICAL BUSINESS AREA
Up To 3 Days
Css: Risk Risk Risk Preventative / Mitigatory Measures Contingency Arrangements
Lifeline Ferries Number Description
CS8a Loss of Staff e Ensure sufficient number of crew trained | e Validated call-out details for key staff.
with  boatmaster and  engineering | e Ensure contact information for key staff is
qualifications with experience in ferry |  contained within the Council's Emergency
operations. Communications Directory.
e Deliver training, including refresher
training, to identified staff.
o Continually review, having regard to MCA
requirements.
CS8f Loss of utilities o |dentify alternative fuel supplies e Back up vessel maintained on station

Identify alternative suppliers of service
parts

fuelled and ready to go.
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CRITICAL BUSINESS AREA
247

CS9:
Category A incidents of
Antisocial Behaviour

Risk Risk Risk Preventative / Mitigatory Measures Contingency Arrangements
Number Rating Description
CS%a 2 Loss of Staff o |dentify staff who can provide cover in e Ensure that relevant CS staff have access to
the event of staff absence/loss. ASB IT records and case files.
e Ensure Policies and procedures are upto | e Ensure ASB policies and procedures are
date and available for consultation by readily accessible
staff who are covering absence/loss.
CS9c 2 Loss of o Agree with ICT Clients which ICT is especially e Use personal mobile phones as required until
Communications |  critical. telephony restored.
o Arrange for this critical ICT to be part of the
Council's back-up arrangements.
CSad 4 Loss of ICT e As CS9c e Paper records and files can be kept and
uploaded when ICT restored.
CS% 4 Loss of internet | e As CS9c  Not business critical
4 Excess Demand | e Use staff resources from other parts of Highland | e Use staff resources from other parts of
CS9i Highland
CS9j 6 Loss of critical o Corporate ICT back-up measures. o ASB staff to immediately advise senior
or sensitive data | e Ensure ASB staff safeguard ICT hardware management in the event of loss of critical or
(laptops and phones to be password protected), sensitive data.
especially when out of the office.
CS9k 6 Loss of e Ensure ASB policies and procedures are o ASB staff to advise senior management of
Reputation followed potential reputational loss through case

o Work in partnership with the police and other
agencies to manage Cat A cases.

management.
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CRITICAL BUSINESS AREA
247

CS10:
Gypsy/Traveller Sites

Risk Risk Risk Preventative / Mitigatory Measures Contingency Arrangements
Number Rating Description
CS10a 4 Loss of Staff o Three staff from within the team fully e Ensure that only one team member is on annual
trained on the day to day operation of the leave at any given time ensuring cover is
Site. available if someone is off sick.
e  Ensure covering staff are available to be ¢ Ensure contact information for ‘cover’ staff is
on site regularly to maintain knowledge contained within the Council's Emergency
and changes with tenancies. Communications Directory.
CS10c 2 Loss of o Agree with ICT Client which ICT is especially o Site Officer to always carry Council issued
Communications |  critical. mobile phone.
o Arrange for this critical ICT to be part of the o Use Site Officer's (personal) mobile phones to
Council's back-up arrangements make well-being calls if required.
CS10f 6 Loss of Utilities | e Ensure all Staff and tenants are aware of how to | e Phone contact with utility companies to ensure
report a Utilities fault. delivery of service.
o Out of Hours Highland Council emergency o Arrange for heat/light/water to be supplied via
number to be clearly displayed Building Maintenance team.
6 Excess Demand | e Ensure tenant records are up to date to enable | e Liaise with other Site Officers to provide
CS10i assistance from other Site Officers and temporary support as required.
agencies if required o Liaise with Homeless team if appropriate.
CS10j 4 Loss of Critical | e Corporate ICT back-up measures. o SH staff to immediately advise senior
or Sensitive data | e Ensure SH staff safeguard ICT hardware management in the event of loss of critical or
(laptops and phones to be password protected), sensitive data.
especially when out of the office.
CS10k 4 Loss of o Ensure SH policies and procedures are o Staff to advise senior management of potential
Reputation followed. reputational loss through case management.

o Work in partnership with all involved agencies.
e Ensure Line Manager is always up to date with
any case or occurring situation.

Page 20 of 24

Document in Comm\Resources Committee 2014\Reports\2015\2015.11.25\Item 13b HC General BCP Complete with Embedded Annexes.docx






CRITICAL BUSINESS AREA
Up to 7 Daysp to 7 Days
CS11:

Burials

Risk
Number
CSlla

CSllc

CS11f

CS11i

Risk Risk
Rating Description

OFFICIAL

Preventative / Mitigatory Measures

Contingency Arrangements

o Arrange for this critical ICT to be part of the
Council's back-up arrangements.

Loss of Staff o |dentification of staff who can be trained-up and | e Arrange regular “shadowing” working between
have sufficient “knowledge” of Area cemeteries relevant staff at different cemeteries to carry on
and related Administration, to create a local knowledge of each cemetery.
workforce capable of delivering service. ¢ Ensure robust and consistent burial

o Deliver appropriate training to identified administration process, together with accurate
staff. records of all cemeteries.
o Undertake refresher training (specified interval).
Loss of o Agree with ICT Clients which ICT is especially e Ensure adequate back-up communications
Communications |  critical. between Area offices and local CWO's when

required/needed — possibly through Airwave.

Loss of Utilities

e Ensure appropriate supply and location of mini
diggers and other plant to provide grave
openingffilling service.

o Review, on an annual basis, the current
capacity of all active cemeteries and begin
process to provide additional or alternative
capacity when 10 years capacity reached.

o Restrict lair purchase to “immediate use” only
when capacity reaches 5 year level.

¢ Regular Plant review and maintenance regime.

¢ Appoint appropriate Lead Officer with remit to
review capacity of all active cemeteries on an
annual basis.

o Allocate sufficient Capital monies to allow
provision of new cemeteries or extensions as
required.

Excess Demand

o Strict limitation on number of burials booked
daily at each cemetery — max 2 per day and
minimum 2 hours time separation.

¢ Ensure a robust and consistent burial
administration service, which is fit for purpose.
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CRITICAL BUSINESS AREA
247

CS11:

Cremations

Risk
Description

Risk
Rating

OFFICIAL

Preventative / Mitigatory Measures

Contingency Arrangements

Loss of Staff

o Rotate staff that are experienced and have
sufficient “knowledge” of cremation process and
related Administration, to create a workforce
capable of delivering service.

o Undertake refresher training (specified
interval).

o Burials Officer and Foreman have existing
knowledge of all aspects of the cremation
process in the case of staff shortages or
emergencies.

Loss of
Buildings

o Set up agreements with other Crematoria to
maintain cremation service.

o Administration building would have to be
operated from an alternative, appropriate
location.

Arrange emergency procedures for the
transportation of remains to other Crematoria.

Appropriate nominated location to be agreed.

CSlic 8

Loss of
Communications

o Agree with ICT Clients which ICT is especially
critical.

o Arrange for this critical ICT to be part of the
Council's back-up arrangements.

e  Communication will be maintained
within the administration office.

o Ensure adequate back-up
communications between Area
offices and local CWQO's when
required/needed.

¢ Ensure appropriate recording and inspection of
all utility supplies are carried on a daily basis
and faults recorded and reported.

¢ Continuous review of operating procedures.

¢ Regular Plant review and maintenance regime.

¢ Appoint appropriate Lead Officer with remit to
arrange alternative mobile utilities

o Allocate a sufficient cyclical budget for
continuous improvements and maintenance.

e Maintain historical stock levels of all material
required for the cremation process

o Stock levels checked and maintained on a
fortnightly basis.

CS11f Loss of Utilities
CS11h Loss of External
Suppliers
Excess Demand
CS11i

o New cremators, currently being installed are
capable of meeting excess demand with an
increased allocation time slots.

¢ Extend working hours to meet demand.
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CRITICAL BUSINESS AREA
I EVS
Waste Collection/Disposal

Risk
Description

Risk
Rating

OFFICIAL

Preventative / Mitigatory Measures

Contingency Arrangements

Loss of Staff

o [dentify & train HC staff drivers

o |dentify & train HC staff for loading if available;

o As above for site works;

o Maximise use of agency workers;

o Use private sector where available;

 Re-designate waste storage facilities for
residual waste;

o Close HC recycling sites (but see opposite);

o Close WTS and centralise bulking.

o Strategically place Skips for waste;

¢ Open HWRCs when collections cease for the
deposit of residual waste;

¢ Re-designate recycling points for residual
waste;

 Negotiate with Regulator for reduction in
standards;

o Maximise use of WTS if/where available;

o Seek external disposal in UK/Europe;

Loss of Utilities

e As above

e As above

Excess Demand

o None - time required to recover from build up of
waste by staff.

e As above
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OFFICIAL

CRITICAL BUSINESS AREA
Up to 7 days

CS12;
Rent Collection

Risk Risk Risk Preventative / Mitigatory Measures Contingency Arrangements
Number Rating Description
CS15a 3 Loss of Staff o [dentification of staff who can be trained-up to | e Validated call-out details for key staff in
create a pool of staff. Systems Support Team.
o Deliver training to identified staff. o Describe the call-out arrangements within the
¢ Undertake refresher training (specified Service BCP.
interval). e Ensure contact information for key staff is
contained within the Council's Emergency
Communications Directory.
CS15¢c 2 Loss of o Agree with ICT Client which ICT is especially | o Ensure appropriate alternative communications
Communications critical. channels with internal and external
o Arrange for this critical ICT to be part of the partners/colleagues.
Council's back-up arrangements.
CS15d 6 Loss of ICT o As loss of communications. o As with loss of communications.
o Revert to paper processes, already in place. o Validate paper processes, ensuring they reflect
current working practice.
CS15g 6 Loss of Internal o Co-ordinate fault diagnosis through to problem | e Validate key members of Systems Support
Suppliers resolution with in-house Finance System within Council
Support teams
CS15h 4 Loss of external o Invoke Disaster Recovery process for loss of | e Call Fujitsu Service desk and request Disaster
supplies Northgate. This will provide a backup (no Recovery is invoked through Service Delivery
interfaces) of LIVE dataset. Manager
Cs151) 6 Loss of data o A weekly download of account information o To be used by the Service as part of the Rents
scheduled. to be used by the Service as part Contingency allowing simple customer queries
of the Rents Contingency to be answered
CS7k 6 Loss of ¢ Develop effective contingency plans, see ¢ Ensure PR department and Ward Managers
Reputation) points above. are keep up to date with issues so the public

are kept informed.
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