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Summary 
 
This report provides an overview and update in relation to 3 internal audit reports 
which have been considered by the Audit and Scrutiny Committee:- 
 

• Information Security in Schools 
• Family Teams – Management of Staffing Establishment 
• Off Site Excursions (follow up) 

 
 

1. Background 
 

1.1  On 24 March, the Audit and Scrutiny Committee considered an Internal Audit 
Reviews and Progress Report.  The 3 internal audits listed above relating to 
Care and Learning were incorporated within that report.  
 

1.2 This report provides members of this Committee with copies of the audit 
reports attached as Appendix 1, and an update on key issues and actions. 
 

2. Information Security in Schools 
 

2.1 The audit opinion provided was ‘reasonable’ assurance, in relation to this audit 
report. 
 

2.2 The purpose of the audit was to ensure: 
 
(i) Information security governance arrangements, in the form of roles, 

responsibilities, policies and procedures are in place for schools; 
(ii) The use of personal information in schools in strictly controlled; 
(iii) Information is securely disposed of by schools. 
 

2.3 Examples of good information security practice were found, though there were 
5 key recommendations arising from the report, relating to Data Sharing 
Registers, Information Security Training, Security of Keys, Use of Email and 
Access Controls in Schools. 
 

2.4 A number of the audit actions have target dates late into 2016 or into 2017, 
recognising that engagement and agreement with external parties, including 
NHS Highland and the Schools Management Information System supplier 
SEEMIS, is required. That work is ongoing.  Also, aspects of the actions in 
relation to access controls will be closely aligned with new school storage 
arrangements to be implemented as part of the new ICT contract.     
 



2.5 In relation to the more immediate actions, these are in hand, and in relation to 
information security training for staff, reminders have been issued to staff 
regarding the Council’s online learning module. 
 

3. Family Teams – Management of Staffing Establishment 
 

3.1 The audit opinion provided was ‘substantial’ assurance, in relation to this audit 
report. 
 

3.2 The purpose of the audit was to ensure that: 
 
(i) Efficient and effective processes were in place to enable District 

Managers to control and monitor staffing levels and ensure they were 
within the approved staffing establishment for each Family Team. This 
included processes for controlling and monitoring the use of casual 
contracts. 

(ii) Staffing levels for Family Teams were within the agreed establishment. 
(iii) Authority to Recruit forms were fully completed and appropriately 

authorised prior to vacancies being advertised.   
 

3.3 The audit concluded that robust procedures were in place.  Two medium 
priority recommendations were made, in relation to improved monitoring of 
vacancies, in relation to budget saving targets, and ensuring that ‘Authority to 
Recruit’ forms were fully completed.  These arrangements are in place, taking 
account of the audit recommendations, and the Council wide scrutiny 
arrangements now in place following implementation of the recruitment freeze 
process. 
 

4. Off Site Excursions (follow up) 
 

4.1 This was a follow up audit, the original audit report having been issued in 
November 2014.  The audit opinion provided was ‘limited’ assurance in 
relation to this audit report. 
 

4.2 The purpose of the audit was to ensure that the recommendations made in the 
previous “HC13/019.bf – School off-site excursions” internal audit report have 
been implemented and the following objectives can be achieved: 
 
(i) The policies/ guidance on off-site excursions are adhered to. 
(ii) There are appropriate arrangements for the safe use of minibuses and 

recharging costs to voluntary organisations. 
 

4.3 The audit concluded by noting that guidance on off-site excursions had been 
updated and made available to schools, though there remained inconsistent 
application by schools, particularly in relation to the planning stage.  The audit 
report also noted that revised guidance relating to minibus use had not been 
concluded by the target date. 
 

4.4 Care and Learning will continue to issue reminders to schools regarding the 
critical importance of adhering to the off-site excursion guidance.  Steps are 
also being taken to increase the number of school based staff attending the 
relevant ‘EVC’ training, and this has now been included as a key performance 



indicator in the Service Health and Safety Action Plan.   
 

4.5 There has been considerable work undertaken on a new minibus use policy 
and guidance, with considerable engagement with schools, and the Council’s 
transport unit.  That work is now concluding and will see the revised minibus 
policy concluded summer 2016. 
 

5. Implications 
 

5.1 Resources – there are no resource implications to highlight.  Any agreed 
management actions to be progressed will be taken forward within existing 
resources. 
 

5.2 Legal implications – there are no implications to highlight. 
 

5.3 Equalities implications – there are no implications to highlight. 
 

5.4 Climate Change/Carbon Clever implications – there are no implications to 
highlight. 
 

5.5 Risk implications – the actions agreed and being taken forward will mitigate 
against the risks highlighted within the internal audit reports. 
 

5.6 Gaelic implications - there are no implications to highlight. 
 

5.7 Rural implications - there are no implications to highlight. 
 

6. Recommendation 
 

6.1 Members are asked to consider this report and note progress in relation to the 
agreed management action arising from the internal audit reports. 
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